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Barracuda XDR retrieves Audit Logs, Sign In Logs, and Activity Logs from Microsoft Azure. These items
are read from the Azure Event Hub.
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Requirements

e An Azure Premium P1 or P2 license is required.

Integrating Microsoft Azure requires you follow these procedures, below:

e Part 1: Setting Up Azure Event Hub

o To create Event Hub Namespaces
e Part 2: Configuring Storage Accounts

o To initialize Storage Accounts

o To set up Event Hub Entities

o To set up an Event Hub Shared Access Policy
* Part 3: Updating Diagnostic Settings
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o To update diagnostic settings for the sign in log
o To update diagnostic settings for for the audit log and activity log
o To set up Microsoft Defender for Cloud

e Part 4: Barracuda XDR Dashboard Setup for Azure

Part 1: Setting Up Azure Event Hub

To create Event Hub Namespaces

1. Navigate to the Azure Event Hub.

Event Hubs

Mo event hubs namespaces 1o display

2. Create three event hub namespaces dedicated to each of the following:
1. Audit Logs
2. Sign In Logs
3. Activity Logs
The Event Hub Namespace Name must:
» Contain at least eight characters.
* Not contain special characters.
In Pricing Tier, select Basic.
In Networking, select Public Access.
We recommend the following naming convention:
» xdr-azure-activity-logs
» xdr-azure-audit-logs
» xdr-azure-sign-in-logs
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£ search resources, services, and docs (G+/)

Home > Event Hubs

7. Create Namespace

Ewent Hubs

Basics  Advanced  Networking  Tags  Review + create

Project Details

Selact the subseniption to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * SE_XDR_Lab A

Resource group * XDR_Azure o

Create new
Instance Details

Enter required settings for this namespace, ncluding a price tier and configuring the number of units (capacity).

Namespace name * | xdr-azure-activity-logs v ]

servicebus windows.net

Lecation * East US b

0 The region selected supports Availakility zones. Your namespace will have
Sovailability Zones enabled. Learn more.

Pricing tier * I Basic (~511 USD per TU per Month) o I

Browse the available plans and their features

Throughput Units * O 1

3. Click Review and Create.
The deployment may take a while.
5 s e oo e o1 I
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Part 2: Configuring Storage Accounts

Configuring storage accounts requires the following procedures, below:

e To initialize Storage Accounts
e To set up Event Hub Entities
e To set up an Event Hub Shared Access Policy

Integrating Microsoft Azure 4720
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To initialize storage accounts

1. Navigate to Storage Accounts.

o Audit Logs

o Sign In Logs

o Activity Logs

We recommend the following naming convention:

» xdr-azure-activity-logs
» xdr-azure-audit-logs
» xdr-azure-sign-in-logs

Microsoft Azure A Search resources, services, and docs (G+/)

Home > Storage accounts >

Create a storage account

Basics  Advanced MNetworking Data protection Encryption Tags Review

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choase below. Learn more about Azure
BlUI'cIQE acoounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * SE_XDR_Lab "
Resource group * _ XDR_Azure |
Create new

Instance details

Storage account name (O * xdrazureactivitylegs

Region (@ * {U5) East US \.

Ceploy to an edge zone

-

Performance D (®) standard: Recommended for most scenarios {general-purpose v2 account)

f:) Premium: Recommended for scenanos that require low latency.

Redundancy @ * [ Geo-redundant storage (Gas) .

Make read access to data available in the event of regional unavailability.

2. Click Review and Create.

The deployment may take a while.
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Microsoft Azure £ Search resources, services, and dods (G+)

Hame

Storage accounts =

SKOUT SE Sandt sutietandban sromic rossf 2 om

= create 7 Restore (@ Manageview o () Refresh L ExponttoCsv % Open query

Filter far ary field Subsenption equals all Besowrce group equals all X Location equaks all < o Add flter
Showing 1 1o 3 of 3 reconds
[ Mame * Type T4 Kind T
O = sdrsruresctivityiogs Starage account Storageva
n == rdrazuresuditiogs Storage account Storagey'2

- Shorage account StorageVa

To set up Event Hub Entities

1. In Microsoft Azure, navigate to Event Hubs.

Resource group T4

2. In Event Hubs, select the check box of an Event Hub Namespace that you created in the

previous procedure.

.

Event Hubs =
T Create 557 Manage wew () Refresh  + Exportto €SV %5 Open query
Subscription equals all Resource group equals all > Location equals all F7 add filter
Showing 1 to 3 of 3 records.
|:] Mame T Status T Tier T Capacity T Location Ty
[ E sdr-azure-actiity-logs Active Basic 1 EastUS
D J, xde-azure-audit-logs Activating Basic i East US
D B2 xdr-azure-sign-in-logs Actvating Bagic 1 East LS
3. Click Create Event Hub.
We recommend the following naming convention:
o xdr-azure-activity-logs
o xdr-azure-audit-logs
o xdr-azure-sign-in-logs
Integrating Microsoft Azure 6/20
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: Microsoft Azure B Search resources, services, and docs (G+/)

Home > Event Hubs > xdr-azure-activity-logs | Event Hubs >

Create Event Hub

Event Hubs

Basics Capture  Review + create

Event Hub Details

Enter required settings for this event hub, including partition count and message retention,

Mame* O I xdr-azure-activity-logs

Partition count (O O KN

Retention

Configure retention settings for this Event Hub. Learm more
Cleanup policy @ Delete R |

Retention time (hrs) * © 1 |
min. 1 hour, max. 24 hours (1day)

4. Repeat steps 2-3 for the rest of the namespaces.
5. Click Review and Create.
The deployment may take a while.

= e - = EE)

Home Event Hubs welr -a?ule-ac'lwny-lcgf.

Event Hubs - = xdr-azure-activity-logs | Event Hubs
SEOUT SE Sandbox (skoutsesandbax.onmicrosoft Event Hubs Mamespace
+ create & Manage view ~ " B Search K T Event Hub {_; Refresh & Give feedback
s E Oveniew -
Filter for any field - §
— - A2 Search to filter items by name.
Hame t B Activity log
— Access confrol (LA Mai Status
o wdr-azure-activity-logs a Tl 0200 e .
— Ta o = i
&= wdr-azure-audit-logs ¢ ugs ELRH[?TMI}JEQ} Active
:_. xdr-azure-sigrinogs il A Diagnose and solve problems
& Generate data (preview)
Events
Settings

Shared access policies
# Scale
®  Geo-Recovery
& encryption
B Configuration
it Properties
B Lodks
Entities

E Event Hubs
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To set up an Event Hub Shared Access Policy

1. In Event Hubs, on the right, click the link Event Hub Namespace that you created in the

previous procedure.
Do not click Shared Access Policies under Settings.

Home Event Hubs Rdr-3ZUNe-CTvIty ZL‘..‘.|~.

Event Hubs

= xdr-azure-activity-logs | Event Hubs
SEOUT SE Sandbox (skoutsesandbaxonmicroseft =" Event Hubs Namespace

t Create & Manage view ~ " £ Search t EventHub ) Refresh &7 Give feedback
-
‘ S Owenaew
Filter for any held
; 2 Search to filter items by name
Name E Activitylog
— ""P Acoess conftrol (LAM) Mame
uib, wdr-adure-actity-logs
— Tags e o ‘
= wdr-azure-audit-logs ¢ Tg xdr ivity-logs
# Diagnose and solve problems

J wdr-azure-sign-in-logs

& Generate data (preview)
Events
Settings

Shared access policies

4 Scale

Geo-Recovery
B Encryption
& Configuration
il Properties
B Locks
Entities

£ Event Hubs

2. Click Shared Access Policies.

Integrating Microsoft Azure
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— Microsoft Azure B Search resources, services, and dogs (G+/)

Home > Event Hubs > xdr-azure-activity-logs | Event Hubs

=~ xdr-azure-activity-logs (xdr-azure-activity-logs/xdr-azure-activity-logs) = =

Event Hubs Instance

l-'Sea-cl- I < nsumer E Delete C_) Refresh &7 Give feedback

E Overview
€ You can start generating test data with the new Azure Event Hubs Data Generator. Click on this message to try the feature!

A Access control (JAM)

- . Essentials
A Diagnose and solve problems

Resource group (move) : XDR Azure

Settings
Lacation : EastuUs [}
Shared access policies Subscription (mowve) : SE XDR Lab
B Configuration Subscription ID : 263c3ef9-3342-4e44-%9ea1-bodcB14c904a
HH Properties Partition count 2
E Locks
Entities Capture events = _,AD Process data
A~
& Consumer groups Use Capture to save your events Process data instantly with Azure
1o persistent storage. Stream Anah"!r(i.

Features

3. Click Add.
—— A

Add SAS Poliey -

S SpE B

- oy Clsm ard
B i il ot

e e e 1 -

Tettnge

et porrss pote
W Corfigr
B e b
ircxzm

4, Inul-\d-d- SAS Policy, in Policy Name, type the name of the namespace.
Select the Manage checkbox.
6. Repeat steps 1-5 for the rest of the namespaces.

v

Part 2: Updating Diagnostic Settings

To update diagnostic settings for the sign in log
1. Navigate to Azure Active Directory.

— P | Ba®

Agure services

— _— faa) F
- B - .3 L% ¢ 3 D ?
rexie 3 [ Hoepge Snare Bctiee e Subcrpnon Cogt Biling ] fee e
Pttt Dureciary WS s £ Coaflanciee s

2. In the Monitoring section, click Sign-in logs.
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£ Lross-1enant synchronization
® Azure AD Connect 0
- Custom domain names
D Mobility (MDM and MAM)
Password reset

Il Company branding

My feed
& User settings
il Properties
W Security ‘
Monitoring
23 Ssign-inl

Upcoming Azure AD rename

Microsoft Entra ID is the new name
Directory. Mo action is required fro

Learn more 2

Try Microsoft Entra admin cente:

Secure your identity environment v
permissions management and mor

Go to Microsoft Entra

3. Click Export Data Settings.

Home > SKOUT SE Sandbox

) SKOUT SE Sandbox | Sign-in logs  #

Azure Active Directory

& Users -

&

Groups

X Search resources, services, and doc

L Download | €5} Export Data Settings

K Troubleshoot () Refresh

8 External Identities

Roles and administrators

b

&  Administrative units

( Date : Last 24 hours ) Show dates as : Local +~7 Add filters
User sign-ins (interactive) User sign-ins (non-interactive) Service p
4 Request ID T4 User

& Delegated admin partners Date
4. Click Add diagnostic setting.

Integrating Microsoft Azure

o Want to switch back to the default sign-ins experience? Click here to leave the preview.
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Home »> SKOUT SE Sandbox | Sign-in legs >

Diagnostic settings =

'f,' j' Refresh R'j Feedback

3

Diagnostic settings are used to configure streaming export of platform logs and metrics for a re

Diagnostic settings

Name Storage account
Mo diagnostic settings defined

Add diagnostic setting

Click *Add Diagnostic setting' above to configure the collection of the following data:

AuditLogs

SigninLogs
MonlnteractiveUsersigninLogs
ServicePrincipalSigninLogs
IManagedidentitySigninLogs
Provisicninglogs
ADFSSigninLogs

RiskylUsers

UserRiskEvents
MetworkAccessTrafficLogs
RiskyServicePrincipals
ServicePrincipalRiskEvents
EnrichedCffice365AuditLogs
MicrosoftGraphActivityLogs

5. Do the following:

o In Diagnostic setting name, type the name of your sign in log.

o Select the following checkboxes:
» SigninLogs
* NoninterctiveUserSigninLogs
= ServicePrincipleSigninLogs
= ManagedlddentitySigninLogs
= Stream to an event hub

o Select the correct Subscription and Event hub namespace (Ex: xdr-azure-sign-in-

logs).
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- Microsoft Azure A Search resources, services, and docs (G+/)

Home > SKOUT SE Sandbox | Sign-in logs > Diagnostic settings »

Diagnostic setting

B save X Discard &7 Feedback

A diagnostic setting specifies a list of categories of platform logs and/or metrics that you want to collect from a resource,
and one or more destinations that you would stream them to. Mosmal usage charges for the destination will aocur. Learn
more about the different log categories and contents of those kogs

Diagnostic setting name * l wdr-azure-activity-logs

Logs Destination details

Categories

Auditlogs
O g

D Send to Log Analytics workspace

D Archive to a storage acoount
D SagninLogs

B stream to an event hub
D NonlnteractiveUsersigninLogs

For potential partner integrations, click to leam more about event hub integration.

ServicePri kSignin
D rvicePrincipalSigninlogs Subscription

| se_xpr_Lab w
[] managedidentitySigninLogs
Event hub namespace *

B FrovisioningLogs | xdr-agure-activity-logs o~
Event hub name (optional) O b
B AoFssignintogs xdr-agure-activity-logs w

Event hub policy name

B riskyusers h
| RoctManageSharedAccesskey v

‘ UserRiskEvents
[ send to partner solution

D MetworkaccessTrafficLogs

6. Click Save.
To update diagnostic settings for for the audit log and activity log

1. Navigate to Azure Active Directory.

[ pEmomm |5

Azure services

(%) C ! 0 -
e Subcrpnom Cet Biling ] o e
FifS o T Bk s St e

2. In the Monitoring section, click Audit logs.
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& Cross-tenant synchronization )

0 Upcoming Azure AD rename
Microsoft Entra 1D is the new name
Directory. Mo action is required fro

® Azure AD Connect

=/ Custom domain names

2 Mobility (MDM and MAM)
Learn more &

Password reset

Ml Company branding

My feed
& User settings
Il Properties ‘ Try Microsoft Entra admin cente
W Security Secure your identity environment v
permissions management and mor
Maonitoring
2 sign-in Go to Microsoft Entra &2

3. Click Export Data Settings.

Microsoft Azure L Search resources, services, and doc

Home > SKOUT SE Sandbox

) SKOUT SE Sandbox | Sign-in logs =

Azure Active Directory

L Download ~| ¢ Export Data Settings | & Troubleshoot O Refresh H

& Users

Want to switch back to the default sign-ins experience? Click here to leave the preview.
48 Groups o - 9 pen P

BE External Identiti
e ( Date:last24hours )  Show dates as : Local *y add filters

&, Roles and administrators
User sign-ins (interactive) User sign-ins (non-interactive) Service principsz

&  Administrative units

& Delegated admin partners Date 4 Request ID T4 User
4. Click Add diagnostic setting.
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Home »> SKOUT SE Sandbox | Sign-in legs >

Diagnostic settings =

A

L _:' Refresh R'j Feedback

3

Diagnostic settings are used to configure streaming export of platform logs and metrics for a re

Diagnostic settings

Name Storage account
Mo diagnostic settings defined

Add diagnostic setting

Click *Add Diagnostic setting' above to configure the collection of the following data:

AuditLogs

SigninLogs
MonlnteractiveUsersigninLogs
ServicePrincipalSigninLogs
IManagedidentitySigninLogs
Provisicninglogs
ADFSSigninLogs

RiskylUsers

UserRiskEvents
MetworkAccessTrafficLogs
RiskyServicePrincipals
ServicePrincipalRiskEvents
EnrichedCffice365AuditLogs
MicrosoftGraphActivityLogs

5. Do the following:
o In Diagnostic setting name, type the name of your audit log namespace.
o Select the following checkboxes:
* AuditLogs
» Stream to an event hub
o Select the correct Subscription and Event hub namespace (Ex: xdr-azure-audit-logs).
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- Microsaft Azure B Search resources, services, and docs (G+/)

Home > SKOUT SE Sandbox | Sign-in logs » Diagnostic settings

Diagnostic setting

B save X Discard [F e & Feedback

A diagnostic setting specifies a list of categones of platform logs and/for metncs that you want to collect from a resource,
and one or more destinations that you would stream them to. Normal usage charges for the destination will occur. Leam
more about the different log categornies and contents of those logs

Diagnostic setting name * adir-azure-audit-logs
Logs Destination details
Categonies
D Send to Log Analytics workspace
B ~uditogs
|:| Archive to 3 storage account
[ signintogs

B strean to an event hub
D NoninteractiveUserSigninlogs
For potential partner integrations, click to learn morne about event hub integration.

SenicePrincipalSigninLogs o
O patgniniog Subscription
SE_XDR_Lab '
D ManagedidentitySigninLogs

Event hub namespace *

[ ProvisioningLogs | xdr-azure-audit-logs ]

Event hub name (optional) ©
D ADFSSigninLogs xdr-azure-audit-logs -

Event hub policy name

[ riskyusers
RootManagesharedAccesskey o

(] userriskevents
[ send to pariner solution

(] MetworkaccessTrafiicLogs

6. Click Save.
7. Repeat steps 1-6 for the activity log.

Home > SKOUT SE Sandbor | Sign-n logs
Diagnostic settings =
0 mafreah A7 Feacback

Diagnosix: seitings dre uned to confgure sireaming expon of platheem logs and metrics Sor 3 ressunce fo th destination of your choice. You may cremte up 1o fve Giflerert disgnastic setiegs 1o send

Diagnostic pettings

MNama Shorage account Event hub Log Analytics workspace
wdir-anare-activity- koga mir-atune-activity-logs

N -3 UPR- JUIL-I0gS . MO T U OO - BT~ St kg

adr-azure-sign-in-kogs = atir-anae-sigrein-logsadr-azure-sign-in-logs

Hdd diagnostic setting

Chcie “Add Dragnoshc setting’ abovwe fo configum the collection of the following data:
* Auditlogs

To set up Microsoft Defender for Cloud

1. Navigate to Microsoft Defender for Cloud.
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B

Al Sernvices (3) Marketplace (31) Azure Active Dir

Azure services

+

Documentation (0)

Services
Create a AR
resource B & Microsoft Defender EASM
Q microsoft Der?‘;e: for Cloud
Resources Marketplace

2. Under Management, click Environment settings.

e

Diagnose and solve problems - .
dp & P 2 Search by name Emaronments == All

Cloud Security Expand all

Security posture
Name T}
Regulatory compliance

Ny Azure

SE_XDR_Lab

[+
9
) workload protections
B%  Firewall Manager
=)

DevOps security (preview)

Management

I} Environment settings

s Security sclutions

& workflow automation

3. Select your subscription.
4. If you're setting up for the first time, set Severs and Storage to On, then click Save.
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7 Settings | Defender plans

-
O - P
° - -
Cloud Workloed Frolion [CHF)
- et i cpasiisty R .
o an b o . -
* - Lo}
Qoo 09090902 Hema g -
- e " s —_—
] -
& oo L I errtare gt § beee core N ]

Under the Settings section, click Continuous Exports.

Do the following:

Select the Security recommendations checkbox, and select All recommendations.
In Security Alerts, select Low, Medium, High, Informational.

Turn Streaming Updates on.

Turn Snapshots off.

In Export configuration, select your subscription.

HOoOWLWoO N WL

==

Export configuration

Resource group * (3 XDR_Arure

12. In Export Target, do the following:
o In Subscription, select your subscription
o In Event Hub namespace, select the name of your activity log.
o In Event Hub name, select the name of your activity log.
o In Event hub policy name, select the name of your activity log.
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Export target

D Export as a trusted senice

Subscription * SE_XDR_Lab
Event Hub namespace * xdr-azure-activity-lpgs
J
Event Hub name * xar-azure-actmty-logs
Event hub policy name * xdr-azure-activity-logs |
13. Click Save.

Part 3: Barracuda XDR Dashboard Setup for Microsoft Azure

To set up Barracuda XDR Dashboard Setup for Microsoft Azure

In Azure, click Event Hubs, then click one of the activity logs.

Click Event Hubs, then click the link of the log.

Click Shared access policies.

In the right side, copy the Connection string-primary key.

Open another browser tab and start Barracuda XDR Dashboard.

In Barracuda XDR Dashboard, click Setup > Integrations.

On the Microsoft Azure card, click Setup.

Select the Enabled checkbox.

In the Activity Log section, do the following:

. In Event Hub, type the name of the Activity Log.

. In Connection String, paste the Connection string-primary key.

. In Azure, click Home, Storage Accounts.

. Click the link of the Activity Log.

. Copy the name of the Storage Account.

. In Barracuda XDR Dashboard, in Storage Account, paste the name of the Storage Account.
. In Azure , click Access Keys.

. In the key1 section, copy the Key.

. In Barracuda XDR Dashboard, in Storage Account Key, paste the key.
. Repeat steps 1-19 for the rest of the logs.

. Click Save.

N U AW

NRE R REBERRBRFBRBRF B
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