Barracuda CloudGen Firewall lIBarracud&

Your journey, secured.

How to Create a SAML Endpoint in Microsoft Azure and Client-to-
Site SAML Configuration

https://campus.barracuda.com/doc/112167358/

Follow the guide below to create a SAML endpoint in Microsoft Azure and to configure a Barracuda
CloudGen Firewall to use SAML authentication for the client-to-site VPN service.

Before You Begin

e Create and configure a VPN service. For more information, see VPN.

e You must have an existing user group in your Microsoft Entra ID. For more information, see
https://learn.microsoft.com/en-us/entra/fundamentals/how-to-manage-groups.

e An Advanced Remote Access subscription is required. For more information on subscriptions,
see Base Licensing and Subscriptions.

Step 1. Create a SAML Endpoint in Microsoft Azure

1. Log into the Azure portal: https://portal.azure.com

2. In the left menu, click All services and search for Microsoft Entra ID.

3. Click Microsoft Entra ID.

4. In the left menu of the Microsoft Entra ID blade, click Enterprise applications.

nome >

cudazure | Overview

Microsoft Entra ID for workforce

+ add ~ 93 Manage tenants [ What's new Zo Preview features 3\'_' Got feedback?

@ Azure Active Directory is now Microsoft Entra ID. Learn more

% Delegated admin partners . . . ) )
- pe Overview Maonitoring Properties Recommendations Tutorials

it Enterprise applications |

| G Search your tenant

5. App registrations
PR Eg Basic information

5. The Enterprise applications blade opens. Click Overview.
6. In the Overview blade, click New application.
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Home >

Enterprise applications | Overview

cudazure - Microsoft Entra ID for workforce

“ + Mew application F? Got feedback?

-

Overview

. Overview Tutorials
O overview

7% Diagnose and solve problems
7 : J° Search your tenant

Manage
Basic information

B Al applications
7. The Browse Microsoft Entra Gallery blade opens. Click Create your own application.

Home » Enterprise applications | Overview >

Browse Microsoft Entra Gallery

Create your own application A7 Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it ea:
their apps. Browse or create your own application here. If you are wanting to publ

A Search application | single Sign-on : All

8. Enter the name of your application, and select Integrate any other application you don't
find in the gallery (Non-gallery).
Create your own application X
}E{j Got feedback?

What's the name of your app?

I Campus-Saml /I

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application

O Register an application to integrate with Microsoft Entra (App you're developing)

I @ Integrate any other application you don't find in the gallery (Non-gallery)

We found the following applications that may match your entry
We recommend using gallery applications when possible,

ditampes OU Campus

9. Click Create.
After the application is successfully deployed, it automatically opens the Overview blade of the

created application.
10. In the left menu, select Properties.
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L

erprise Application

Overview

—

e
-

E=m—
=
—
-

D singlesign-on

erovisioning
£ Application proxy

© self-senvice

Security

® Conditional Access

. pemissions
© Token encryption
Actiity

D signinlogs

Usage & insights

8 Audtiogs

Campus-Saml | Overview

Properties
Name
[ mpittracher-sami
Application 1D @

[drdisbre-aare-sniebazs. B

Object ID

[[22es0164-2067-4069-8414.. ©

Getting Started

© 1. Assign users and grou) 2. Set up single sign on

& g groups £ P single sigr
Provide specifc users and groups access Enable users to sign into ther application
tothe applcations using their Azure AD credentils

gn users and groups

C  5.Selfservice
Enable users to request access to the
application using their Azure AD
credentials

4. Conditional Access

Secure access to this application with a
customizable access policy.

What's New

Sign in charts have moved!
The new Insights view

hows sign in info slong with other useful application data. View insights

3. Provi

Automat
accoL

jision User Accounts

tically creste and delete user

tsin the application

11. In the Properties blade, disable Assignment required and click Save.
P Senich resautces, senvices, and o0 (G

Home > mpittracher-saml

Enterprie Application

Overview

) oeployment

X Diagnose and s

Manage
11t properties

2 Owners

& Roles and acministrators
8 Users and groups

9 singlesign-on

2 provisioning

B Application proxy

© seffsenice

Security

® Conditional Access

'+ permissions
© Token encryption
Activity

D signinlogs

i Usage & nsights
& Auitlogs

& erovisioning loas.

12.

prise Application

 Overview
D oepioyment pan

Manage

11t propertes

& Owners

& oles and adminitrtors (Freview
2 Users and groups

D singlesign-on

® Provisioning

£ pplicstion prosy

C  self-service

Securiy

® Conditional Access

© Token encryption
Aty
D signins

Usage & insights (Preview)

& Auditiogs

& Provisioning logs (Preview)

%= Access e

s

14. The SAML-based Sign-on blade opens. Copy the Login URL.

Campus-Saml | Properties

Discard [i] Delete | A7 Got feedback?

‘and manage application seftings for your organization. Editing properties like display information, user sign-in
settings, and user visibiity settings requires Global Admiistrator, Cloud Application Administrator, Application
Administrator roles. Leam more.

1fthis application resides in your tenant, you can manage aditional properties on the 3

ion registration.

Enabled for users to sign-in

Name+ G [mpitvacher-sami

Homepage URL @ [ =

Logo

User access UR [ Fpslimympamiersaiicam g & i7e e 16 5325 7

Application I [ d7043b7e-2478-4116-b525-7idassf5 1220 [
Object ID. [ 22¢00104-2067-4065-8414-e4c1703d0e33 [}
Terms of Service Ul © [ Publisher did ot provide this information [
Privacy Statement Ul © [Publiher did ot provice s iormation 5

[Publisher i mot provide tis )

jnment requi

Visible to users? @

Notes

In the left fnenu, click Single sign-on.
13. The Single sign-on blade opens. Select SAML.

Home > Enterprise applications

3 Sampus-SAML-Endpoint | Single sign-on

Campus-SAML-Endpoint

Select a single sign-on method  Helpn

©
i

won'tbe able to launch the app from
My Apps.

{3 sam
Fichand secure athenticaton to

applications using the SAML (Security
Aassertion Markup Language) protocol.

EI Password-based
Paiword storage an repla using

web browser extension or mabile app.

(_d) Linked
Link to an application n the A
Active Directory Access Panel and/or
Office 355 application launcher.
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Home > mpittracher-sami

Campus-Saml |[SAML-based Sign-on

e Appliction

T Upload metadatafile 9 Change single sign-on mode 1=

i Overview

@ Deployment Plan Token signing certificate

Status
X Diagnose and solve problems Thumbprint

Expiration
Manage Nofication Email mpittracher@baracuda.
" App Federation Metadats Url
11! properties o (Eitte=y/ gk ricrosciton
& owners

Certficat
Federation Metadata XML
&, Roles and administrators

2 Users and groups Verification certificates (optional) (Preview)

D single sign-on Required No
= Active )
® provisioning expired :

£ applcstion proy
© selfsenice o

Set up mpittracher-sam

You'l need to confiaure the application t link with Azure AD.

tecomydczcee

& ot feedback?

2 it

[Cono

Secur
. Azure AD Identifier

® Conditional Access

hitpsy/sts windows net/Ac2cee7c-7ca-4142-83za.

Logout URL ttps/login microsofton!
& permissions
© Token encryption )

Test single sign-on with mpittracher-sami
Activity

st o see i singlesign-on is working. Userswill e to b added to Users and groups before they can sign in.
D signinogs

A Fillout required

i Usage & insights

& Auditiogs

15. Click Edit next to Basic SAML Configuration.

16.
17.

18.

19.
20.

Home > mpittracher-saml >

Campus-Saml |SAML-based Sign-on

Enterprise Application

T Upload metadata file

Overview

BRpEnE P e Sign-On with SAML

X Diagnose and solve problems

*D Change single sign-on mode

Test this applica A7 Got feedback?

An S5O implementation based on federation protocols improves security, reliability, and end user experiences and s easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth. Leam

Manage i

Properties iR

4 Owners o

i Roles and administrators

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State (Optional)

Logout Url (Optional)

& Users and groups
D single sign-on
@ Provisioning

¥ Application proxy
@ selfsenice [2]

evie A\ Fill out required fields in Step 1

Attributes & Claims

givenname
sumame
ddress

Security

email
% Conditional Access name

B Unique User Identifier

Token encryption

Required
Required
Optional
Optional
Optignal

nfiguration guide o for help integrating mpittracher-saml

usergivenname
usersurame

usermail

useruserprincipelname
useruserprincipelname

Click Add reply URL and paste the copied URL.
Open the SAML configuration on your Barracuda CloudGen Firewall, and copy the Service

Provider Entity ID.

In the Basic SAML Configuration blade, click Add identifier and paste the copied login URL.

Campus-Saml |SAML-based Sign-on

T Upload metadatafile ' Change single sign-on mode =

Seotg implement. Choose SAML single sigr iever possible for existing applications that do n
(@ oepioyment Plan Lol
X Diagnose and solve Read the configuration guide e for help ntegrating mpittracher-sam.
Mansge Qi savi contouration
it properties Identifier (Entity ID) Required
Bhoui: Reply URL (Assertion Consumer Senice URL)  Required
Signon URL
&, Roles snd acministrators Relay State (Opional)
Logout Ut (pton)
2 Users and groups
D singlesign-on o
& Attrbutes & Claims
B sppiication proay A il outrequired ilds i Step 1
givenname usergivenname
© selfsenice sumame usersumame
emailaddress
Unique ser dentfier
Security
& Condiional Access
Conditoral © | s centeats
g N Token signing certificate
© Token encryption e
Thumbprint E301850819A5C426
Activity Expiration 100249 1
Notification Emai mpittracher@barracudacom
Dsigriniogs ‘App Federation Metadata Url line.com/t

hitps//loginmicrosafion

i Usage & insights Certficate (8ases4)
Certficate (Raw)

Federation Metadata XML

& Auditlogs

& provisioning loas -

Click Save.

Basic SAML Configuration

A7 Gotfeedbacks

@ v

Identifier (Entity ID) * ©

that dentifes you n toMecroso Erira 10, This value must be unique across all applications in
ant. The default identife wil be the qudience ofthe SAML response for d 55
Defaut
7304702 3 % [o}
Reply URL (Assertion Consumer Service URL) * ©
e the application expects toreceive the authentication token. Thi s also referred o as the Assertion
Consumer Service” (ACS) in SAML
Index  Default
7 o]

Sign on URL (Optional)
Sign on URL s used if you would (ke to perform servce,
n. This fied i un

the sign-in page URL for
sign-on.

ary i you want to perform den

Relay State (Optional) ©
st

structs the app!
L or URL poth that take:

where to redirect users after authentication is compi

d the value i typica

ocation within the application.

Entera relay state

Click X to close the Basic SAML Configuration blade.
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Campus-Saml | SAML-based Sign-on

@ €7 Uplosdmetadsts fle ) Change single ign-on mode

ith SAML

Manage ide o for help integrating Campus-Sam
(It properties
B & ownes
Required
B 2 rolesang ply URL (Assertion Consumer Se Required

& Users and groups Tvice URL)
s Somanun
> D single sign-on Relay State
gt in ona
@ B application proxy
© .. seibutes & Claims
B o sersenie
. ghermame
@ Security surname
agress
Ld % Conditional Access .

© Token encrption

> B VE—
oy SAML Sgning Cert

D signinlogs active
Thumbprint

1272072025, 9:50:17 PM
& a

NI - I NE)

& Pprovisioning logs

9= Access reviews

2 Home > Campus-5aml > SAML-based Sign-on >

User Attributes & Claims

(=] T Add new claim | -+ Add z group claim

Columns

* Required claim
E Claim name
[+ Unique User Identifier (Name 1D}
L]
Additional claims

o

Claim name
Y

X

2 et

a:3

App Federation Metacata Ul [ hitpsy/foginmicrosoftoniinecom/0.. &

(@ Got feedback?

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Group Claims X

Manage the group claims used by Microsoft Entra ID to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

(O Groups assigned to the application

Source attribute *

[ Group 1D v

Advanced options
[ customize the name of the group claim

Name (required)
Namespace (optional)

Emit groups s role claims ©

21. In the User Attribute & Claims section, click Edit.

Value

user.userprincipalname [nameid-for... ***

Value

user.mail
user.givenname
user.userprincipalname

user.surname

24. Click X to close the User Attributes & Claims blade.

How to Create a SAML Endpoint in Microsoft Azure and Client-to-Site SAML Configuration

22. The User Attributes & Claims blade opens. Click Add a group claim.

x

23. The Group Claims blade opens. Select Security groups and click Save.
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Hoeme > Campus-5aml > SAML-basaed Sign-on
User Attributes & Claims
T Add new claim Columns Q'j Gaot feedback?

Required claim
Claim name Value

Unique User Identifier (Name ID) user.userprincipalname [nameid-for... ***

If the number of groups a user is in exceeds a certain limit (150 for SAML, 200 for JWT)
then an overage claim will be added, the claim sources pointing at the graph endpoint
containing the list of groups for the user. (For detailed information, see Claims in SAML
tokens in the Microsoft documentation.) The firewall does not use this link to extract user
groups and therefore generates a "DENY: Group did not match" security entry in the VPN
logs in this case, as no group policy containing a group filter will match. This can be
avoided by creating a group filter, preventing Microsoft from sending a link pointing to the
groups. For more information, see Configure group claims for applications by using
Microsoft Entra ID.

25. In the SAML-based Sign-on blade, click Download to download the Federation Metadata

XML.

Cam

-Saml | SAML-based Sign-on x

Note that some browsers might block the *.xml file.
26. Save the file to your local machine.

Step 2. Configure the Barracuda CloudGen Firewall to Use SAML Authentication

1. Connect to your Barracuda CloudGen Firewall and log in.

2. Go to CONFIGURATION > Configuration Tree > Infrastructure Services >
Authentication Service.

3. In the left menu, click SAML/ADFS Authentication.

4. Click Lock.
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5. In the SAML General Information section, set Activate Scheme to yes.

6. In the Identity Provider section, click Ex/Import. Then, click Import from File... and select
the file retrieved in Step 1.

11.

~ Configuration

MSAD Authentication
MSAD DC Client
MS-CHAP Authentication
SAML/ADFS Authenticat
LDAP Authentication
RADIUS Authentication
TACACS+ Authentication
RSA-ACE Authentication
NGF Local Authentication
MSNT Authentication
Web Security Gateway
TS Agent Authentication
Wi-Fi AP Authentication
TOTP Authentication
CCSP Validation
Certificate Validation

Click Send Changes.

SAML General Information

Activate Scheme
Method

Number of Processes

SAML Configuration

Service Provider Entity |D

Identity Provider

|dentity Provider Metadata

IDF Ertity 1D

Yes VI E-
SAML ~ B
5 E-
http://ss0 baracudafirewall local/2wf-3 Tw-MNt El-

~ [ Cther E-

In the Attributes section, specify the Assertion Name ID and
select um:oasis:names:tc:SAML:1.1:nameid-format:emailAddress from the drop-down

menu.

. Click Send Changes.
10.

Specify values for the following:
o User Attribute - Select Name ID (um:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress) from the drop-down menu.
o Group Attribute - Select Attribute(Groups) from the drop-down menu.
In the Certificates section, specify values for the following:
o Enable Assertion Encryption - Clear the check box.

o Enable Assertion Signing - Clear the check box.

Cenrtificates

Enable Assertion Encryption {recomm...

Service Provider Certificate for Encryp...
Service Provider Private Key for Encry...

Explicit Service Provider Certfficate for...

Certflicate Chain

Enable Assertion Signing {recommen...

Service Provider Certificate for Signing

Service Provider Private Key for Signing

Explicit Service Provider Certfficate for...

Certificate Chain

O

| <explicit A | @
Mo Key present ﬁ o
No Certificate present fo ¥
No Certificate Chain present ‘u v

O
<explicit> v | O]
No Key present ‘uv v
Mo Cerificate present ﬁ o
No Certificate Chain present fo ¥

12. In the left menu of the SAML/ADFS Authentication window, click Configuration Mode and
select Switch to Advanced.
13. In the Endpoints section, specify values for the following if SAML/ADFS is not used for
Firewall Authentication. Otherwise, you can skip this step.

o Use Hostname from - Select Explicit-Hostname from the drop-down menu.

How to Create a SAML Endpoint in Microsoft Azure and Client-to-Site SAML Configuration
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o Explicit Hostname - Enter Llocalhost.

Endpoints

Lse Hostname from IEpricit—Hnstname V| E-
Explicit Hostname Ilncalhost || E-
Endpoint Handler |/Shibboleth sso | B~
SAML2 Assertion Consumer Endpoirt |,-’SAML2."POST | ER

14. Click Send Changes and Activate.
15. On the firewall, go to CONTROL > Services > Box Services.
16. Restart the authentication daemon (phibs).
For High Availability (HA) setups, you must restart the service on both units.
17. Go back to CONFIGURATION > Configuration Tree > Infrastructure Services >
Authentication Service.
18. In the left menu, click SAML/ADFS Authentication.
19. Click Lock.
20. In the Service Provider Metadata section, export the metadata by clicking Generate Data.

Service Provider Metadata

0 The senvice provider metadats wil be svaiable affer acfivation of the SAMLADFS configuration.

Generate Data

21. Copy the information and save it to your local machine in an .xml file. This file has to be
updloaded in Azure at a later stage.
Specify the hostname only if SAML/ADFS is not used for Firewall Authentication.
22. Click Send Changes and Activate.

Step 3. Finalize the SAML Configuration in Microsoft Azure

Log into the Azure portal: https://portal.azure.com

In the left menu, click All services and search for Microsoft Entra ID.
Click Microsoft Entra ID. The Microsoft Entra ID blade opens.

In the left menu, select Enterprise applications.

In the Enterprise applications blade, click All applications.

Click on the application you created in Step 1, e.g., Campus-SAML-Endpoint.
In the left menu, click Single sign-on.

Select SAML. The Single sign-on blade opens.

Click Upload metadata file.

wooNOU A WNE
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Home > Enterprise applications » Campus-SAML-Endpoint >

Campus-SAML-Endpoint | SAML-based Sign-on X

Enterprise Application

« I T Upload metadata file I '9 Change single sign-on mode (= Test this applicatio
# Overview o
Basic SAML Configuration 2 Edi
Deployment Plan Edit
Identifier {Entity 1D} Required
Manage Reply URL (Assertion Consumer Se Required
, rvice URL)
Il Properties : -
. P Sign on URL QOptional
24 Owners Relay State -D;::.'.ona!
Logout Url QOptional

a: Roles and administrators (Preview)
10. Select the file downloaded in Step 2 and click Add.
Home > Enterprise applications > Campus-5AML-Endpoint >

Campus-SAML-Endpoint | SAML-based Sign-on X

Enterprise Application

Il
]
2
w
]
0
]

T Upload metadata file 2 Change single sign-on mode

# Overview

Upload metadata file.
Deployment Plan P
Values for the fields below are provided by Campus-SAML-Endpoint. You may either enter those

values manually, or upload a pre-configured SAML metadata file if provided by Campus-SAML-

Manage
Endpoint.
Il Properties
"serviceProviderMetadata.xml”

4 Owners I | l
ai. Roles and administrators (Preview) Add
& Users and groups e ||

User Attributes & Claims 7 Edit
3 single sign-on :

givenname user.givenname

11. Click Save.
Basic SAML Configuration X

Identifier (Entity ID) * ©
The default dentifer will be the audience of the SAML response for IDP-initiated SSO

Default

http://sso barracudafirewallocal/wi-BE6-1UE V] o} 0]

Reply URL (Assertion Consumer Service URL) * ©

The default reply URL will be the destination in the SAML response for IDP-initiated S5O
Default

hitps/locahost/Shibboleth. sso/SAML2/POST ® 0]

Sign on URL ©

[Emerasgnon it -

Relay State ©

Logout Ul ©

Enter a logout url 9

12. Close the Basic SAML Configuration blade.
You are now back in the Single sign-on blade.
13. Click Download to download the Federation Metadata XML file and save it to your local

machine.
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ome > Default Directory > Enterprise applications > Campus-Sam
Campus-Saml | SAML-based Sign-on

&7 Got feadback:

Step 4. Finalize the Barracuda CloudGen Firewall SAML Configuration

=

Connect to your Barracuda CloudGen Firewall and log in.

Go to CONFIGURATION > Configuration Tree > Infrastructure Services >
Authentication Service.

In the left menu, click SAML/ADFS Authentication.

Click Lock.

In the Identity Provider section, click Ex/Import.

From the drop-down menu, select Clear.

N

ouv kW

ldentity Provider

Identity Provider Metadata

| DATA set E-

Export to File...

Imnport from File...

IDP Entity ID )741d3b3134385 ~  []Other [E-

Attributes
In the Identity Provider section, click Ex/Import.
From the drop-down menu, select Import from File.
Select the file downloaded in Step 3 and import it.
Click Send Changes and Activate.
Restart the authentication daemon (phibs) in CONTROL > Services > Box Services.
For High Availability (HA) setups, you must restart the service on both units.

==
= o o

Step 5. VPN Configuration of the Barracuda CloudGen Firewall

1. Connect to your Barracuda CloudGen firewall and log in.

2. Go to CONFIGURATION > Configuration Tree > Assigned Services > VPN (VPN-Service)
> VPN Settings.

3. In the left menu, click General.
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4. Click Lock.
5. In the Service section, specify values for the following:

o Private key - Click to generate a new private key. Select a key length and click OK.
o Certificate - Click to generate a new certificate. Enter a name and click OK.

Default Server Certificate cexplicit:> v ‘
Private key Hash: PKOECK 2043 Bits I E ~ I
Cerificate Hash: PRKOECK 2048 Bits (self signed)

6. Click Send Changes and Activate.
7. In the left menu, click Client Networks.
8. Click Lock.
9. In the right menu, right-click in the table and select New Client Network from the drop-down
menu.
DASHEOARD CONFIGURATION CONTROL FIREWALL WPN LOGS ST
S R (RRT (

PN Settings - VPN (vpn)

Name - Adve... Address Mask c

~ VPN Settings

General

IPSec

Routed VPN Show/Edit...

Clone...

Service Keys Remove

Roat Certificates Tools N

Service Certificates

10. The Client Network window opens. Specify values for the following:
o Name - Enter a name.
o Network Address - Enter the network address.
o Gateway - Enter the gateway.

Mame | C2SVPNNetwork

Type routed ( Static Route ) w
IPv4 IPviE
Enabled [l advertise Route []Enabled
MNetwork Address | 10.245.245.0/24 | MNetwork Address
Gateway | 10.245.245.1 | Gateway
IP Range Base IP Range Base

QK
11. Click OK.

12. Click Send Changes and Activate.

How to Create a SAML Endpoint in Microsoft Azure and Client-to-Site SAML Configuration
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13. Go to CONFIGURATION > Configuration Tree > Assigned Services > VPN (VPN-Service)
> Client to Site.

14. Click Lock.

15. Open the External CA tab.

16. Select Click here for options.

17. Select the check-box to Enable SAML support.

18. Click OK.

19. Right-click in the Group Policy tab, and select New Group Policy from the drop-down menu.

|:| Client to Site - VPN (vpn)

Baracuda VPN CA | Extemal CA | Messages | Pictures | g Registy | £ V
Rules. I [] Hide Advanced Corfiguration

Qick here for oplions. ..

Disabled ~ Name Secure  Network Routes
I New Group Policy... ||
Show/Edit...
Remove
Group Match Settings...
Tools >

20. The Edit Group Policy window opens. Specify values for the following:
o Name - Enter a name.
o Network - Select the client network created before.
o DNS IPv4 - Enter a DNS server.
o Network Routes - Enter one or more routes if applicable.

] ]
| Neme [FFHEEr [ [Dect=d Baracuda | IPses IKEv | IPsee IKEv2 |
Common Settings  PCiint Barracuda - Seitings: VPNGlent v
swiichane [ ] Enforce Windows Security Seftings (Vista and newer only) A
B VPN Client Network
Network [C25vPhNetwort 102452450 DNS Suffc for VPN
NS P4 88 ENA Ho
! Aways On No
EBRE B Rrewall Rules
WINS VPN Cliert NAC Inore
VPN
Network Routes | Netwerk Routes crine
|1011.0.0/24 Firewall Atways ON No
& Login Message

v
GEF[E:EL[]“"“”‘ Acoess Contiol Lit

IPSec Atibutes

X609 Subject Cent Policy /0D Peer

Export 1o fie oK Cancel

21. Stay in the Edit Group Policy window. In the Group Policy Condition section, double-click to
add a new entry.

22. The Group Policy Condition window opens. Specify values for the following:

o Group Pattern - Enter the object ID of your Microsoft Entra ID group that will be enabled
to use client-to-site VPN.
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| Assigned VPN Group VPNCiert v

| Extemal Group Condition from extemal authertication)

Group Pattem 1B

Lookup

| [ Use One Time Password

X508 Certticate Condtions
Subject

| | Edt/shom.

{  Cerficate Policy | (0ID: 25.29.32] {

Generic v30ID

\
\
\ -]
Content
| Client Condtion

1 Banacuda Client IPSec Client

I
Peer Address/Network

Addr/Mask

Add Delete

23. Click OK.
24. Click OK.
25. Click Send Changes and Activate.

Step 6. Configuration of the VPN Client

e In the VPN configuration, you must select SAML as Authentication Method.
e Transport mode for the VPN tunnel must be either TCP or Optimized to guarantee 100%
functionality.

¢ For the configuration of the Windows client, see How to Configure the Barracuda VPN Client for
Windows.

e For the configuration of the macOS client, see How to Configure the Barracuda VPN Client for
macOS.

e For more information on establishing VPN connections, see How to Establish a VPN Connection
Using Barracuda VPN Client for Windows or How to Establish a VPN Connection Using Barracuda
VPN Client for macOS.

Further Information

e For more information on client-to-site configuration, see Client-to-Site VPN.
e For more information on the VPN client, see Overview - VPN Client & Network Access Client 5.x.
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