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See also |P Analysis - Inbound.

Table 1. Inbound Email Precedence

ll Barracuda.

Your journey, secured.

| Behavior/Setting || Action || Reason |
|Antivirus scan is set to block ||Blocked ||Antivirus |
Advanced Thread Protection (ATP) is set to block Blocked Advanc.ed Threat
Protection
|Sender policy is set to exempt ||AIIowed ||Sender Policies |
|User policy is set to exempt ||AIIowed ||Recipient Policies |
IDefault scan policy is set to exempt for all users |Allowed  ||Recipient Policies |
|Message content filter is set to allow for senders ||AIIowed ||From Address |
|The "From" address that uses your domain is set to block ||Blocked ||Sender Spoof Protection |
Message content filters:
Recipient
Message content filter is set to allow Allowed Subject Content
Header Content
Body Content
LPXE?Y:Et)/ for valid first non-trusted forwarder is set to Allowed IP Address Policies

|IP policy for valid first non-trusted forwarder is set to block ||Blocked

||IP Address Policies

|Sender policy is set to block ||Blocked ||Sender Policies
|Sender policy is set to quarantine ||Quarantined||Sender Policies
|Attachment policy is set to block ||Blocked ||Attachment Filter

|Attachment policy is set to quarantine

||Quarantined

||Attachment Filter

Password-protected Microsoft Office attachment is set to
block

Blocked

Office Protected

Password-protected Microsoft Office attachment is set to
quarantine

Quarantined

Office Protected

Message is set to block based on the selected character
class

Blocked

Language Policies

Message is set to quarantine based on the selected
character class

Quarantined

Language Policies

|Message is from a country that is set to block.

||Blocked

||GeoIP Policies

|Message is from a country that is set to quarantine.

||Quarantined

||GeoIP Policies
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Message content filter is set to block

Blocked

Sender
Recipient

Body Content

Message content filters:
Attachment Content

Header Content
Subject Content

Message content filter is set to quarantine

Quarantined

Sender
Recipient

Body Content

Message content filters:
Attachment Content

Header Content
Subject Content

|Machine Learning

|[Blocked

||Machine Learning

|Barracuda Reputation Block List is set to block

||Blocked

||Barracuda Reputation

|Barracuda Reputation Block List is set to quarantine

||Quarantined||Barracuda Reputation

|Custom RBLs is set to block

|[Blocked

||Rea|time Block List

Barracuda real-time system (BRTS) is set to block

Blocked

System (BRTS)

Barracuda Real-Time

Barracuda real-time system (BRTS) is set to quarantine

Quarantined

System (BRTS)

Barracuda Real-Time

Domain Based Message Authentication (DMARC) inspection

is set to block Blocked DMARC
Domain Based Message Authentication (DMARC) inspection ,

is set to quarantine Quarantined) DMARC
DomainKeys ldentified Mail (DKIM) inspection is set to bIock”BIocked ||DKIM

DomainKeys Identified Mail (DKIM) inspection is set to
quarantine

Quarantined

DKIM

Sender Policy Framework (SPF) check is set to block

Blocked

(SPF)

Sender Policy Framework

Sender Policy Framework (SPF) check is set to quarantine

Quarantined

(SPF)

Sender Policy Framework

Barracuda Anti-Fraud Intelligence (BAFi) score check is set
to block

Blocked

Anti-Fraud

Barracuda Anti-Fraud Intelligence (BAFi) score check is set
to quarantine

Quarantined

Anti-Fraud

|Cloudscan scoring is set to block ||Blocked ||Score |
|Cloudscan scoring is set to quarantine ||Quarantined||Score |
Bulk Email is set to block |Blocked  ||Bulk Email |
|Bu|k Email is set to quarantine ||Quarantined||Bqu Email |
|Mu|ti—|eve| intent analysis check is set to block ||Blocked ||Intent Analysis |
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Multi-level intent analysis check is set to quarantine ||Quarantined|||ntent Analysis
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