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How to Create Certificates for the SIP Proxy

https://campus.barracuda.com/doc/29819546/

To secure SIP traffic by TLS, you need a certificate for each hop. There is no end-to-end security. If all
SIP clients connect to a local Asterisk server that uses the SIP proxy to traverse the firewall, you must
create certificates for the following:

e SIP client
e Asterisk server
¢ S|P Proxy service on the Barracuda CloudGen Firewall

Before You Begin

Create and export a root certificate in PEM format. For instructions, see How to Create Certificates
with XCA.

Create a Client Certificate

Step 1. Create the Client Certificate

To create the client certificate:

1. In XCA, click the Certificate signing requests tab and then click New Request. The Create
Certificate Signing Request window opens.
2. Configure the identifying information.
1. Click the Subject tab.
2. Configure the settings in the Distinguished name section.
3. In the New Key window, enter a name for the certificate, select a key size, then click
Create.
3. Configure the X.509 extensions.
1. Click the Key usage tab.
2. From the Key usage pane, select Digital Signature.
3. From the Extended key usage pane, select TLS Web Client Authentication.
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Source ] Subject | Extensions Key usage Metscape ] Advanced ]

Key usage Extended key usage

[ Critical [ Critical

Digital Signature TLS Web Server Authentication
Mon Repudiation TLS Web Client Authenticaticn
Key Encipherment Code Signing

Data Encipherment E-mail Protection

Key Agreement Time Stamping

Certificate Sign Microsoft Individual Code Signing
CRL Sign Microsoft Commercial Code Signing
Encipher Only Microsoft Trust List Signing
Decipher Only Microsoft Server Gated Crypto

Microsoft Encrypted File System
Metscape Server Gated Crypto
Microsoft EFS File Recovery
IPSec End System

IP5Sec Tunnel

IPSec User

IP security end entity
Microsoft Smartcardlogin
OCSP Signing

EAP over PPP

EAP over Lan

4. Click OK to create the certificate. It then appears under the Certificate signing requests tab
with a Signed status of Unhandled.

Step 2. Sign the Client Certificate

To sign the client certificate:

1. Click the Certificate signing requests tab.

2. Right-click the client certificate and then click Sign. The Create Certificate Signing Request
window opens.

3. In the Signing section under the Source tab, select Use this Certificate for signing and
then select the root certificate from the drop-down menu.

4. Click OK to sign the certificate. It then appears under the Certificate signing requests tab
with with the status of Signed.

Private Keys Certificate signing requests l Certificates ] Templates ]

Internal name commonMame Signed
‘pe_-‘,_ TLS dient certificate 10.0.0, 10 .f’ Signed

Step 3. Export the Client Certificate

To export the client certificate:

1. Click the Certificates tab.

2. Select the client certificate and then click Export.

3. In the Certifikate Export window, select PEM Cert + key from the Export Format list and
then click OK.
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Create an Asterisk Server Certificate

If an Asterisk server is used to connect to the SIP proxy, create a certificate for the Asterisk server.

Step 1. Create a Certificate

To create a certificate for the Asterisk server:

1. Click the Certificate signing requests tab and then click New Request.
2. Configure the identifying information.
1. Click the Subject tab.
2. Configure the settings in the Distinguished name section.
3. In the commonName field, enter the IP address of the SIP proxy (e.g., 10.0.10.8).

Distinguished name

Internal name | Asterisk Cert organizationName | Barracuda Networks AG
countryMame |.-!\T organizationalUnitMame |TE|:|‘||i|:|
stateOrProvinceName |Tyr|:.| commoniame | 10.0,10.8

localityMame | Innsbruck email&ddress | support@barracuda. com|

4. In the New Key window, enter a name for the certificate, select a key size, and then click
Create.
3. Configure the X.509 extensions.
1. Click the Key usage tab.
2. From the Key usage pane, select Digital Signature and Key Encipherment.
3. From the Extended key usage pane, select TLS Web Client Authentication and TLS
Web Server Authentication.
4. Click OK to create the certificate. It then appears under the Certificate signing requests tab
with a Signed status of Unhandled.

Step 2. Sign the Certificate

To sign the certificate:

1. Click the Certificate signing requests tab.

2. Right-click the client certificate and then click Sign. The Create x509 Certificate window
opens.

3. In the Signing section under the Source tab, select Use this Certificate for signing and
then select the root certificate from the drop-down menu.

4. Click OK to sign the certificate. It then appears under the Certificate signing requests tab
with with the status of Signed.
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Step 3. Export the Certificate

To export the certificate:

1. Click the Certificates tab.

2. Select the client certificate and then click Export.

3. In the Certifikate Export window, select PEM Cert + key from the Export Format list and
then click OK.

Create a SIP Proxy Certificate

Step 1. Create the Certificate

To create the certificate:

1. Click the Certificate signing requests tab and then click New Request.
2. Configure the identifying information.
1. Click the Subject tab.
2. Configure the settings in the Distinguished name section.
3. In the New Key window, enter a name for the certificate, select a key size, and then click
Create.
3. Configure the X.509 extensions.
1. Click the Key usage tab.
2. From the Key usage pane, select Digital Signature and Key Encipherment.
3. From the Extended key usage pane, select TLS Web Client Authentication and TLS
Web Server Authentication.
4. Click OK to create the certificate.

Step 2. Sign the Certificate

To sign the certificate:

1. Click the Certificate signing requests tab.

2. Right-click the client certificate and then click Sign. The Create x509 Certificate window
opens.

3. In the Signing section under the Source tab, select Use this Certificate for signing and
then select the root certificate from the drop-down menu.

4, Click OK to sign the certificate. It then appears under the Certificate signing requests tab
with with the status of Signed.

Step 3. Export the Certificate

To export the certificate:
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1. Click the Certificates tab.
2. Select the client certificate and then click Export.

3. In the Certifikate Export window, select PEM Cert + key from the Export Format list and
then click OK.
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Figures

1. Client_key usage.PNG
2. client_certificate_signed.PNG
3. asterisk_cert common_name.PNG
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