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May 2024

The Barracuda Campus newsletter is published monthly with a listing of new and updated articles by
product. The Highlights section announces new product documentation and other major additions or
updates to the Barracuda Campus. Check back each month to see What's New!

Please direct feedback and questions to campus@barracuda.com.

Choose Your Product

Highlights

» Release Notes - Barracuda SecureEdge, Release Notes - Barracuda SecureEdge Access Agent -
Barracuda SecureEdge version 9.0.2 has been released together with Barracuda SecureEdge
Access Agent version 1.1.0.

e How to Migrate Your Barracuda Cloud Archiver - At this time, Barracuda Cloud Archiving Service
(BCAS) data center migrations are no longer available. Further updates with new instructions
will be given as they become available.

e All CloudGen Firewall training content has been updated to reflect firmware 9.0.1.

Barracuda Content Shield

Updated

e Full URL Logging - Added note with Full URL Logging enabled, only the URL path is included; no
request parameters are included.

Barracuda CloudGen Firewall

New

e Best Practice - How to Integrate External DNS Block Lists with the CloudGen Firewall - This best-
practice article explains how to integrate an external DNS block list with the CloudGen Firewall.
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Updated

Policy Profiles - Added configuration for single boxes.

Modems - Modified Quick Start Guide for Barracuda 4G USB modem M40B according to LED
behavior changes.

How to Configure Revision Control System Monitoring (RCS) - Moved instructions to Monitoring
and Reporting section.

Cloud Integration for Azure - Renamed Azure Active Directory to Microsoft Entra ID.
Authentication - Renamed Azure Active Directory to Microsoft Entra ID.

CloudGen Firewall online training and instructor-led training materials have been updated to
reflect CGF firmware 9.0.1

Barracuda CloudGen Access

New

¢ User Enrollment Settings

Updated

e How to Configure an Active Directory by Using DNS over Resource - Added notes about why one
would use this feature.

Barracuda Data Protection

Data Inspector

New
o Release Notes - The latest Barracuda Data Inspector new features and improvements.

Updated

o Scan Log - Choose the scan log table columns you wish to display. Options are
Owner/Creator, Status, Policies Invoked, and Actions Taken. Decision, File, and Scanned
are always displayed. Scan Log searches can now also be based on file creator.

o Detections - Searches can now also be based on file creator. Updated product images.

o Audit Log - Updated product images and filter functionality.

Barracuda Email Protection
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Cloud Archiving

Updated

o How to Migrate Your Barracuda Cloud Archiver - At this time, Barracuda Cloud Archiving
Service (BCAS) data center migrations are no longer available. Further updates with new
instructions will be given as they become available.

o How to Update Microsoft Exchange Online Existing Nightly Actions to Use EWS - Due to
security measures by Microsoft, import of Conversation History (Teams/Skype) is no
longer available.

o Data Transfer IP Ranges - Update IP ranges for AWS.

o Journaling Deployment Options - Added note that journaled mail via SMTP has a
maximum message size limit of 100MB.

Email Gateway Defense

New
o Email Warning Banner Messages - New feature available as a beta release and will be
gradually rolled out to customers.
o Email Gateway Defense Outbound IP Ranges
Updated

o Anti-Fraud and Anti-Phishing Protection - Added Email warning banners feature, available
as a beta release and will be gradually rolled out to customers.
o Message Actions - Updated to include Machine Learning threat types.

Impersonation Protection

New

o Scheduled Reports

Updated

o Reports - Barracuda Networks offers a variety of new reports. Reports can be customized
and saved. The maximum number of lines that can be exported from a report is 10,000.

Incident Response

Updated
o Reports - The maximum number of lines that can be exported from a report is 10,000.

Security Awareness Training
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Updated

o How to Create an Address Book - Updated steps regarding importing data from Microsoft
365.

Barracuda Email Security Gateway

Updated

e Barracuda Outlook Add-In Deployment Guide - The Add-In is compatible with MS Outlook 2010 -
2019.

e How to Update Your System Notification Email Addresses - Steps updated for newer and older
firmware.

e How to Configure Google Workspace for Inbound and Outbound Mail - Screenshot updates.

Barracuda Firewall Insights

Updated

e Deployment - Added a note stating that network range 172.17.0.0/16 can not be used for
deployment of integrated firewalls and clients.

Barracuda Message Archiver

Updated

e Firmware Upgrade Policy - Updated with latest firmware levels.

Barracuda Network Access Client

Updated

e Troubleshooting - Updated NAC PowerShell command for Windows reflecting current version.

Barracuda SecureEdge
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New
e How to Configure SecureEdge Access Global Settings - SecureEdge Access configuration on
global level.
e How to Configure SecureEdge Access User Settings - SecureEdge Access configuration on user
level.
e How to Configure Application Catalog Entries - Administrators can now define applications to
appear in the SecureEdge Access Agent app for quick access.
e How to Customize a SecureEdge Zero Trust Access Dashboard - Added instructions on how to
create and customize SecureEdge Zero Trust Access dashboard.
e How to Configure the DC Client in Barracuda SecureEdge - Administrators can now configure
the DC Client in SecureEdge.
e How to Connect Your Microsoft Entra ID or LDAP with SecureEdge Access - SecureEdge Access
now supports integration of MSAD directories through LDAP.
Updated

9.0.0 Release Notes - Initial Release - Added version 9.0.2.

Release Notes - Barracuda SecureEdge Access Agent - Added version 1.1.0.

Changelog Cloud Ul - Added SecureEdge Cloud Service update.

How to Enroll Users in Barracuda SecureEdge - Administrators can now enroll multiple groups
and users at the same time.

How to Create an Edge Service ACL - Source or destination criteria now includes a Private Edge
Service.

How to Create a Site ACL - Source or destination criteria now includes a Private Edge Service.
How to Configure SecureEdge Access - Renamed Azure Active Directory to Microsoft Entra ID.

Barracuda Web Application Firewall

Updated

Upgrade Path for the Barracuda Web Application Firewall
Form Spam Protection

Barracuda WAF-as-a-Service

New

Blocking Web Application Attacks
Protecting Against Identity Theft with Barracuda WAF-as-a-Service
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Updated

e App Groups - Added maximum allowed app groups information.

e Log Export - Added log field macros with descriptions for Firewall Logs and Access Logs.

e Log Retention and Location - Logs are retained for 30 days for Advanced WAAS plans and 60
days for Premier WAAS plans.

Barracuda Web Security Gateway

New

e How to Install AD CS on Windows Server

Updated

e VLAN Deployments - Added note and link to Load Balancing article where using the Loopback
port feature.

e How to Export a Root Certificate From Windows Server 2008 or 2012 - Install AD CS on the
Windows Server before exporting a certificate.

e How to Get and Configure the Barracuda DC Agent - Applies to Microsoft Windows Server 2008,
2008 R2, 2012, 2012 R2, 2016, 2019, or 2022.
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