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The Barracuda NextGen Firewall X-Series uses generic, unbranded block pages by default. You can
change the HTML source of these pages to adjust the content and style to fit your needs. Each page
has a predefined list of placeholder objects that are replaced on-the-fly by the X-Series Firewall when
the block page is delivered to the client. Custom block pages can be used for services such as
Application Control, Virus Protection, and URL Filter.

Block Page || Action Triggering the Block Page

Matching Block or Reset access rule with the advanced setting HTTP

Access Block Page Block Page enabled.

Application Control Block |[Connection blocked due to the action set in the matching application
Page policy.

* URL Filter, Virus Protection, or SSL Inspection is unavailable.

* Configuration settings prevented the virus scanning engine from
scanning the file. E.g., Block encrypted archives.

* Internal errors.

Fail-Close Block Page

Mail Security Virus Scan Placeholder text to replace email attachments removed due to the mail

Text security DNSBL check.
|Quarantine Warning Page ||Connection blocked for users in ATD quarantine. |
|URL Filter Block Page ||Connection blocked due to a URL Filter category. |

|URL Filter Warning Page ||Connection blocked due to a URL Filter category. |

Connection blocked due to a URL Filter category. Users can request

URL Filter Override Page L
temporary access from an administrator.

|Virus Scanner Block Page ||Connection/DownIoad blocked due to detected malware. |

Edit a block page

You can use HTML, CSS, and JavaScript code. Images up to 30 kB are inserted as base64 encoded
HTML code.

1. Go to FIREWALL > Settings.

2. In the Response Messages section, click the edit icon next to the block page you want to edit.
The Edit Response Message window opens.

3. Click Browse to upload a custom image.

For security reasons, images are stored as base64 encoded string in the HTML source.

4. Click Open Preview to display a live preview of the message in the browser.

5. Edit the HTML source code of the block page. Changed text immediately appears in the live
preview window.
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Edit Response Message: Access Block Page

Image upload:

Access Block Page:

Preview:

Reset Page:

Cancel

6. Click Save.

C:\fakepath\logo_def.png Browse...

Images will be stored as basef4 encoded data in the HTML source at the current position of the cursor.
VIYEIrYovfUBXpHT (wo+CcEsbtyZc545M+e83/vdAikiBvxKoAloBRYBS0ALCFKOUAQ+Ae+BRWAWWHDDYDPpWIWEYBeBO .
8B14FzCsb4AKBCIGWYTcgWMPPESMAxcAygsnwLgjWhgl7 Cu9irg AIAPXAZ 8654t Y AQ464bBSmbAyPNvCESKT cvAGPDU
DYPIMh+wDrgF9AB1al4X50NUgJHNnwAM9D0B10ABYNwNg42U3+5x0Au4D1SreRLodMPgVImAkeefBI4CzWaaBrrdi
PhMDhFSfgawBGhT0zxw1Q2D78XX0OJEzZ8P1A+15WQGorab1jcZ6qbF 3xLES909YcL1uGIxxADGGWT bwMPLENWBUY
04AN2JnUAVCTHPIBWWVXBDpmzeR 1MewGtLY SB80NcXgxpDEBhsWyawYTaStZ04L YLI44 kee/ijy/IcPiaF ATpOuUB7TmENXS
WWr4BSIAG1DcQsIGTAFWAUDaTumVMiz2IWzoBOOBT0dwbvSCGWOTGYMfgAZOBNUKgLIkZ99MVCOIBGCjHhSFPNwhI
L24TdMHgHICSFLAHXorSKjbERITKZWOKoKzHC/3SfFZcIMgmcFYahBmhyIDIBBOVoaTmQKeEQQED TVKISHMpKyt279
ORMCZ2eFYWIDIGYiIllmskDnAZ Sy XHGXCKJE]I+58]wNkutYEXpP1JKIYHBBpzRES0DnM 1y DlaSbi7 DcGRwsDLmMtAphZs7
MSFWGWT xlzJcDrorkQgY 488016010 FYYIUHWNJJfUadFjeM3gvvnKiwL EuOTCty X5ngssqiF YZI0Z GpBvDIiviLR 1gzaX
WIZ1FKHWJCpRtYwWF+HPAHNLMvOLjSORK2rskT XMS/gTQWrsHmNH3TDYNPvgiBx/nXxrXF qe SIFKQMbZiS4xbinpT8Kq
WsmULhqUby20m8BMWoWwIGTUVYmMVPK|TKVO/KRSZ pvfasKinQIF XSLPLWAVZOTXgXpTt3GsJ1wB7ugObY+0/CCiz
6oy 7CgqFUo8zXPLAVQetDeOPLIHxOs|BYTVRYEBAVeSNRpSUWIPTT 1 myvtAxSYIZnOI1 cBSI)++wrcyBn8MNgicTV1+0xIFz
CNTAJ4SRIQSoER/hngNVE3ZNETVAQAY gO0ESMT azwAAAABIJRUSErK. Jggg==">

85

86 =h1=Access Blockedl</h1=

a7 <p class="reason"=Access has b

88

89 <table> [ about:blank
90 <tr=<th=URL:</th=<td={{URL

91 <tr=<th=Barracuda NG Firewa

92 <ir=<th=Access Rule:</th=<id

93 </table=

94
95 </div=

96 </body=>
97 </html>

Access Blocked!

Replacement HTML dispiayed if a Firewall Access rule i . _ _ _
Access has been blocked in accordance with the corporate security policy

Open preview

This opens another browser window to display the previl URL: {{URL_HOST}}
vindov. Barracuda Firewall Gateway: [[GATEWAY}}
Reset to Defaults Access Rule: {{ACCESS RULE}}
Restores the default response message.
1
Save

Placeholder values

Each block page has a set of placeholder variables that are processed on-the-fly by the X-Series
Firewall before delivering the block page to the user.

Block Page ||

Variable || Value
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|User Name |[{{USER}} |
Access Block |Access Rule Name ||{{ACCESS_RULE}} |
Page |Hostname of the Requested Website ||{{URL_HOST}} |
|Path of the Requested Website ||{{URL_PATH}} |
Elz(a)gcz:]caurgzea NextGen Firewall X-Series {{GATEWAY}}
|User Name | {{USER}} |
|Access Rule Name |[{{ACCESS_RULE}} |
|App|ication Rule Name ||{{APP_RULE}} |
o |App|ication Name ||{{APP_NAME}} |
cﬁf‘fr':fla;:g'c‘k [Application Category [{{APP_CATEGORY}} |
Page |Application Risk Rating [[{{APP_RISK}} |
|Hostname of the Requested Website ||{{URL_HOST}} |
|Path of the Requested Website ||{{URL_PATH}} |
Elz(a)gcz:]caurgzea NextGen Firewall X-Series {{GATEWAY}}
|User Name | {{USER}} |
Fail-Close |Full URL |[{{REQUESTED_URL}} |
Block Page ||Block Reason |[{{BLOCK_REASON}} |
ﬁac});anc;urg: NextGen Firewall X-Series {{GATEWAY}}
|User Name ||{{USER}} |
Blocked File Name |[{{REQUESTED_FILE}} |
Mail Security [Alert Type || {{ALERT_TYPE}} |
Virus Scan  ([Threat Name |[{{ALERT_NAME}} |
Text |Threat Description ||{{ALERT_DESC}} |
ﬁac});anc;urg: NextGen Firewall X-Series {{GATEWAY}}
|User Name ||{{USER}} |
|Hostname of the Requested Website ||{{URL_HOST}} |
ﬁac});anc;urg: NextGen Firewall X-Series {{GATEWAY}}
|Access Rule Name |[{{ACCESS_RULE}} |
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|User Name

|[{{USER}}

|Access Rule Name

|[{{ACCESS_RULE}}

|Application Rule Name

|[{{APP_RULE}}

Warning Page

[Hostname of the Requested Website

|[{{URL_HOST}}

|Path of the Requested Website

|[{{URL_PATH}}

URL Filter ||URL Category |[{{URL_CATEGORY}}

Block Page |Hostname of the Requested Website ||{{URL_HOST}}
|Path of the Requested Website |[{{URL_PATH}}
Barracuda NextGen Firewall X-Series {{GATEWAY}}
Hostname
[User Name || {{USER}} |
|Access Rule Name |[{{ACCESS_RULE}} |
|App|ication Rule Name ||{{APP_RULE}} |
URL Categor URL CATEGORY

URL Filter | gory ”{{ = 1} I

Barracuda NextGen Firewall X-Series
Hosthame

{{GATEWAY}}

|Click-to-Continue Button (required)

|[{{CONTINUE_BUTTON}}

|User Name

|[{{USER}}

|Hostname of the Requested Website

[{{URL_HOST}}

|URL Category

|[{{URL_CATEGORY}}

Barracuda NextGen Firewall X-Series
Hostname

{{GATEWAY}}

|App|ication Rule Name

[{{APP_RULE}}

Address that permission requests
should be sent to

{{REQUEST_PERMISSION_COMBO_BOX}}

|Permission Request Status

|[{{REQUEST_STATUS}}

|Permission Request Button

|[{{REQUEST_PERMISSION_BUTTON} }

Virus Scanner
Block Page

|User Name

|[{{USER}}

|AIert Type

|[{{ALERT_TYPE}}

|Threat Name

|[{{ALERT_NAME}}

|Threat Description

|[{{ALERT_DESC}}

|Threat Description

|[{{ALERT_DESC}}

IBlocked File Name

|[{{REQUESTED_FILE}}

IFull URL

[{{REQUESTED URL}}

Barracuda NextGen Firewall X-Series
Hostname

{{GATEWAY}}
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