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If you want to cluster two or more Barracuda Web Application Firewalls, the following three API's

should be executed.

1. Add Shared Secret to the First Unit/Node

2. Retrieve Cluster Details from the First Unit/Node

3. Add the Second Unit/Node to the First Unit/Node

To Add Shared Secret to the First Node

|URL: /v1/system

IMethod: POST

|Description: Adds shared secret to the first node.

| Parameter Name | Data Type |[Mandatory||

Description

|Input Parameters: ||

cluster_shared_secret

Alphanumeric

Yes

Passcode to prevent unauthorized systems from

accessing cluster information. All Barracuda Web

Application Firewalls in a cluster must have the
same shared secret.

Example:

Request:

curl http://192.168.0.1:8000/restapi/v1/system -
u 'eyJldCI61jEzNzkOOTUXOTgiLCJwYXNzd29yZCl6ImZiODIjYjlyOWE5MzcyNTBINTRkZDNmMOTg3\nY
mlwMzBkliwidXNIcilelmFkbWIuln0=\n:' -X POST -H Content-Type:application/json -

d '{"cluster shared secret":"12345"}'

Response:

{"msg":"Configuration Updated","token":"ey]IdCI6IjJEzZODAYMzA4NzZciLC)wYXNzd29yZCl61jjhM2Q
xZGI5MzcyNjFiNTQzNDEWNGEyMGJ\nNTRIZTY2liwidXNIcil6ImFkbWluln0=\n"}

To Retrieve Cluster Shared Secret

|URL: /v1/system
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|Method: GET

|Description: Retrieves the passcode of the given unit.

| Parameter Name || Data Type ||Mandatory|| Description

|Input Parameters:” || ||

The parameter name (cluster_shared_secret)

parameters Alphanumeric||Yes that needs to be retrieved.

Example:

Request:

curl http://192.168.0.1:8000/restapi/v1l/system -u
'eyJIdCI6ljEzZODYOMzA4MTQILCJWYXNzd29yZCI6ImMzZTkxZjUSYTRINDgXMTUXZTFIZGJmODBj\nYz
Y1Zjc2liwidXNIcilelmFkbWIuln0=\n:" -X GET -G -d parameters=cluster_shared_secret

Response:

{"token":"ey]IdCI6ljEzZODYOMzA4MZzYiLC)wYXNzd29yZCI6ljM3NzkwMzBiZmQxYWYyNmE5MDA5M
GJjZTES\nMDcyYTI5liwidXNIciloImFkbWIulnO=\n","cluster_shared_secret":"123456"}

To Retrieve Cluster Details from the First Node

|URL: /v1/system

IMethod: GET

Description: Retrieves cluster information such as System IP, Shared Secret and Serial Number
from the first node.

Example 1:

Request:

curl http://192.168.0.1:8000/restapi/v1l/system -u
'ey]IdCI61jEzODYOMzA4MzYiLCJwYXNzd29yZCI6[jM3NzkwMzBiZmQxYWYyNmESMDASMG]JjZTE5\n
MDcyYTI5liwidXNIcil6lmFkbWIluln0=\n:"' -X GET

Response:

Clustering

2/17


https://campus.barracuda.com/doc/45026395/

Barracuda Web Application Firewall lIBarracuda@

Your journey, secured.

{"token":"eyJIdCI6IjEzZODYOMzA5NDKiLCJwYXNzd29yZCI6ljFmZThmNWQ4NWNiYmQ1ZDU2ZGM3
NzU3NzNk\nOGFlY2U2liwidXNIcilelmFkbWIuln0=\n","system_serial":"477393","cluster_shared s
ecret":"123456","system ip":"192.168.0.1"}

Example 2:

Request:

curl http://192.168.0.1:8000/restapi/v1l/system -u
'ey]IdCI61jEzODYOMzA4MzYiLCJwYXNzd29yZCI6ljM3NzkwMzBiZmQxYWYyNmESMDASMG]JjZTE5\n
MDcyYTI5liwidXNIcilelmFkbWIlulnO=\n:"' -X GET -G -d parameters=system _ip

Response:

{"token":"eyJldCI6ljEzZODYOMzEwWNjkiLCJwYXNzd29yZCI6ljAyM2FKMmVINmMUyZmY1NGI1NDA4M?2
M2ZTAz\nMjM2NmNIliwidXNIcil6oImFkbWIuln0=\n","system_ip":"192.168.0.1"}

To Add a Second Node to the First Node

This REST API should be executed only when the Barracuda Web Application Firewall Vx is
deployed on Microsoft Windows Azure.

|URL: /v1/system/configuration_cluster

IMethod: POST

IDescription: Adds second node to the first node.

| Parameter Name || Data Type ||Mandatory|| Description

|Input Parameters: || || ||

The passcode specified in
cluster_shared_secret of the first nod

remote_cluster_shared_secret||Alphanumeric||Yes

e.

|remote_system_seria| ||AIphanumeric||Yes ||The serial number of the first node.
. . The WAN (system) IP address of the first
remote_system_ip Numeric Yes node
Example:
Request:

curl http://192.168.0.1:8000/restapi/v1/system/configuration_cluster -u 'eyJIdCI6IjEzZNzkOOTUxO
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TgiLCJwYXNzd29yZCl6ImZiODIjYjlyOWE5MzcyNTBINTRKZDNmMOTg3\nYmIwMzBkliwidXNIcil6ImFk
bWIluln0=\n:' -X POST -H Content-Type:application/json -

d '{"remote_cluster shared secret":"abcdef","remote_system serial":"123456","remote_system
_ip™:"10.11.11.11"}

Response:

{"msg":"Configuration
Updated","token":"eyJIdCI6ljJEZODAYMZzE2NjYiLCJwYXNzd29yZCl6ImY1YmNIYjkxY2ZmMTdmYzBiZ
TZIMDEXMWY3\nMDE3M2lwliwidXNIcilelmFkbWIuln0=\n"}

To add more nodes, perform ONLY step 2 and 3.

To Retrieve Details of Clustered Nodes

|URL: /v1/system/configuration_cluster |
|Method: GET |
|Description: Lists all nodes that are in cluster with this unit.|

Example 1:

Request:

curl http://192.168.0.1:8000/restapi/v1/system/configuration_cluster -u
'ey]IdCI61JEzZODYOMzE50TUILCJwYXNzd29yZCI6ImVhYTA1ZmFIMjkyN2FhNjk2NThiMDUXNDZk\nN
GMANWNIliwidXNIcilelmFkbWIluln0=\n:' -X GET

Response:

{"parameters":null,"object":"ConfigurationCluster","data":[{"system_mode":"Active","id":"192.1
68.0.1","system_serial":"477393","system _ip":"192.168.0.1"},{"system_mode":"Active","id":"10
.11.25.190","system_serial":"477395","system _ip":"10.11.25.190"}],"limit":null,"token":"eyJIdCI
6ljEzZODYOMzIwMjciLCJwYXNzd29yZCI61jA1MDJjM2QzMWQ40Dc1MjFiN2Y5SNWI1MzBi\nMWM4Mm
EOliwidXNIcilelmFkbWIluln0O=\n","offset":null}
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Example 2:

Request:

curl http://192.168.0.1:8000/restapi/v1/system/configuration_cluster -u
'ey]IdCI6IjJEZODYOMzE50TUILCJwYXNzd29yZCI6lmVhYTA1ZmFIMjkyN2FhNjk2NThiMDUXNDZk\nN
GM4ANWNIliwidXNIcilelmFkbWIuln0=\n:" -X GET -G -d parameters=system_ip

Response:

parameters":["system ip"],"object":"ConfigurationCluster","data":[{"system ip":"192.168.0.1"},
{"system ip":"10.11.25.190"}],"limit":null,"token":"eyJIdCI6ljEzZODYOMzIONjMiLCJwYXNzd29yZCl
6ljM2NDEOM2M4NZzM3MDhIZmFiOWZkZjRINjky\nOGNiOTU4liwidXNIcilelImFkbWIuln0=\n","offset"
:null}

To Delete a Node from the Cluster

|URL: /v1/system/configuration cluster/{remote_serial} |
IMethod: DELETE |
|Description: Deletes the node of the given serial number from the cIuster.|

Example:

Request:

curl http://192.168.0.1:8000/restapi/v1/system/configuration cluster/354425 -u
'ey]IdCI61jJEzZODQLINDE4ODUILCJwYXNzd29yZCI6ljJEwZDgzMGI5ZmQ50TEXYmYWYTIXNWIZYZJm\n
ZDZizZDdjliwidXNIcilelmFkbWIulnO=\n:' -X DELETE

Response:

{"msg":"Configuration
Updated","token":"eyJIdCI6ljEzZODQ1NDE4OTEILCJwYXNzd29yZCl6ImZkZDEyMjc5Nzg3MzIhNzE4
YWELNDhkZjYw\nZTQ1NGRIiliwidXNIcilelmFkbWIuln0=\n"}

Clustering 5/7


https://campus.barracuda.com/doc/45026395/

Barracuda Web Application Firewall l(Barracuda@

Your journey, secured.

Clustering 6/7


https://campus.barracuda.com/doc/45026395/

Barracuda Web Application Firewall lIBarracud&

Your journey, secured.

© Barracuda Networks Inc., 2024 The information contained within this document is confidential and proprietary to Barracuda Networks Inc. No
portion of this document may be copied, distributed, publicized or used for other than internal documentary purposes without the written consent of
an official representative of Barracuda Networks Inc. All specifications are subject to change without notice. Barracuda Networks Inc. assumes no
responsibility for any inaccuracies in this document. Barracuda Networks Inc. reserves the right to change, modify, transfer, or otherwise revise this
publication without notice.

Clustering 717


https://campus.barracuda.com/doc/45026395/

