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Installed in NAC Light mode, the Barracuda VPN Client can enforce Windows Security Center settings
on client machines running Windows 7, Windows 8, or Windows 10, so that only healthy clients are
allowed to connect. The client security settings are validated via the Barracuda CloudGen Firewall VPN
service without requiring the Barracuda Personal Firewall or the Barracuda Access Monitor to be
installed on the client machines.

Before You Begin

On the CloudGen Firewall, create and configure a VPN service for client-to-site VPN connections . For
instructions, see Client-to-Site VPN . You will select the Windows Security settings via the CloudGen
Firewall VPN service.

Step 1. Install the Barracuda VPN Client on the Client Machines

On the client machines to be managed, install the Barracuda VPN Client with one of the following
methods:

e Preconfigured Remote Custom Installation - For instructions, including the full list of
possible parameters, see Partially Preconfigured Unattended Remote Custom Installation.
Use at least this parameter:
o PROGTYPE=VPN - Selects the VPN-only installation mode.
e VPN-Only Installation - The interactive standard installation process. For instructions, see
How to Install the Barracuda Network Access/VPN Client for Windows. S elect Barracuda VPN
Client as the only feature to be installed.

Step 2. Select the Windows Security Settings to Enforce

In your client-to-site VPN template, select the Windows security settings to enforce on client
machines.

1. In Barracuda Firewall Admin, go to CONFIGURATION > Configuration Tree > Box > Virtual
Servers > your virtual server > Assigned Services > your VPN service > Client to Site.

2. From the Barracuda VPN CA tab, click the Templates tab.

3. Click Lock.
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4. Double-click the template.
5. In the Enforce Windows Security Settings section of the Barracuda Templates window,
select the security settings that you want to enforce:

o
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o

[¢]

[¢]

Network Firewall
Windows Update
User Account Control
Virus Protection
Spyware Protection

Internet Security Settings

ﬂ Client to Site - vpn (vpn)

Bamacuda VPN CA l Extemal CJ\] Messages] Pictures

Pool Licenses  Templates l

Name DNS WINS

R I N

6. Click OK.
7. Click Send Changes and Activate.

Barracuda Templates

Bamacuda Templates

Name VPNTemplate
DMNS WINS
Domain
VPN Rules v Offiine Rules v
Message w  Bitmap w
Registry v Firewall Always ON
Key Time Limit 10 mins v Tunnel Probing Isecs W
Key TrafficLimit Mo Limit v Tunnel Timeout secs v
Metwork Routes

Addr/Mask

10.0.0.0/24
Accepted Ciphers
[ aEs 256 [cast [13pEs [ wull
[aes [ Blowfish DES

Enforce Windows Security Settings
[Inetwork Firewall [ ] windows Update

|:| Virus Protection

[Juser Account Control

|:| Spyware Protection |:| Internet Security Settings

OK

Cancel

Bitmap

The next time that the Barracuda VPN Client connects to your server, it will query the client machine's
Windows Action Center settings while initiating the connection. The connection will only be
established if these settings meet the Windows Security settings that you configured in the VPN

service.
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UU + Control Panel » A\Iscnwlpanelhems 3 AdvgﬂCenter L ’H Search Control Panel
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Control Panel He i
onbrol Fancl oS Review recent messages and resolve problems

Change Action Center settings Action Center has detected one or more issues for you to review.
# Change User Account Control

settings Security £
View archived messages

View performance infermation Network firewall (Important)

Windows Firewall and Barracuda NG Personal Firewall both report | View firewall options

that they are tumed off

m

Tum off messages about network firewall

Windows Update

Windows Update is set to install updates after checking with you.
These settings are managed by your system administrator.

Tumn off messages about Windows Update

Enforce Windows Security Settings
[¥] Network Firewall [V] Windows Update

Network firewall Off
Windows Firewall and Barracuda NG Personal Firewall both report that they are tumed off.

[¥] virus Protection [/ Spyware Protection [V] Internet Security Settings

oK l [ C Windows Update Not automatic
Windows Update is set to install updates after checking with you. These settings are managed by
your system administrator.

Virus protection On
Microsoft Forefront Endpoint Protection 2010 reports that it is up to date and virus scanning is on.

Spyware and unwanted software protection Qon

See alsc

Microsoft Forefront Endpoint Protection 2010 reports that it is turned on.
Backup and Restore

Windows Update
Windows Program Intemet security settings oK
Compatibility Troubleshooter AllInternet security settings are set to their recommended levels.

View installed antispyware programs

The Windows Security option "Windows Update" will only check if Windows updates are
configured to be installed automatically on the client machine. It does not consider any
information regarding the installation status of certain updates or the overall update status of
the system. As the Windows Update configuration option "Never check for updates" is no longer
available on Windows 10, enforcing the "Windows Update" option will not have any effect on
client machines running Windows 10.
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