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To authenticate users connected to Ruckus access points, you must stream the syslog containing the
authentication data to the Barracuda NextGen Firewall X-Series.

Reference Devices/Versions:

e ZoneDirector 1100 (ZD1106) Version 9.10.0.0 build 21
e ZoneFlex zf7321-u Access Point):

Step 1. Enable Syslog Streaming on the Ruckus Wireless AP

Enable Client Association in the debug log settings.

1. Go to Administer > Diagnostics.
2. In the Debug Logs section, enable Client Association.
3. Click Apply.
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Click this butten to initiate a radio frequency scan. [ALERT] This will immediately sample all active frequencies and may temporarily interfere with wireless network communication.
Scan
Save Debug Info

If you request assistance from Ruckus Wireless technical support, you may be asked to supply detailed debug information from ZeneDirector. Click the "Save Debug Infe” button to generate the debug log file, and then save it
to your computer.
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Debug log per AP's or client's mac address (e.9. aa:bbec:ddee:f)

Apply

Step 2. Enable Syslog Streaming on the Ruckus Wireless AP

1. Go to Configure > System Log Settings.
Enable the Remote Syslog.
3. Enter the IP address of the X-Series Firewall.
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Log Settings
EventLog Level (® choy sore ' Warning and Critical Events Critical Events Only
Remote Syslog Enabte reporting te remote syslog server at [192.168.0.1 (IP Address)

[ Remote Syslog Advanced Settings

Apply

4. Click Apply.

You can now configure Wi-Fi Access Point authentication on the X-Series Firewall. For more
information, see How to Configure Wi-Fi Access Point Authentication.
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