
Barracuda Vulnerability Manager

Scans 1 / 2

Scans
https://campus.barracuda.com/doc/46208075/

To scan a web application, Barracuda Vulnerability Manager sends specially crafted requests to your
web servers and analyzes the responses. When vulnerabilities are detected, a detailed report is
automatically generated allowing you to identify, assess, and mitigate the web application
vulnerabilities. During the scan, information about your application is collected to increase accuracy
and find vulnerabilities including data on technologies and components in use by your application, the
structure of your application, as well as lists of pages forms, fields, and cookies. No personally
identifiable information (PII) or records from your application's database is collected. If a vulnerability
is found that could compromise confidentiality of data on your web application, Barracuda
Vulnerability Manager does not collect any of the data that could be compromised, instead it alerts
you to the problem, and does not collect application source code.

Scans are run at a reasonable speed, so as not to overload your web server or network infrastructure.
During configuration, you can reduce the scan speed to further reduce the load on your network. If
you are running a scan on a non-production server, it is recommended that you increase the speed in
order to complete the scan faster.

Use Barracuda Vulnerability Manager to scan any of your publicly accessible web application,
regardless of where they are hosted, even if they are behind a load balancer or firewall.
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