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While it is not recommended practice, some networks may require that you lock down IP
addresses/ranges per service. The following sections list the IP addresses used by the Barracuda
Message Archiver. Firewall modifications must be made for outbound traffic only. The Barracuda
Message Archiver does not require that you open any inbound ports since the appliance initiates the
connection to our cloud.

The IP address ranges in the following lists are subject to change without notice. If this occurs,
the Barracuda Message Archiver stops seeding data to the cloud.

You must open outbound ports to enable communication with AWS. Refer to this AWS article for
a complete list of AWS IPs or use the following list below for the specific IPs that the Barracuda
Message Archiver utilizes. See also Barracuda Message Archiver Data Transfer IP Ranges FAQ.

Note: Ensure that you do not remove any of the current IPs you have set up for outbound ACLs.

AWS Open Outbound Ports: 1194 (TCP/UDP), 5120-5129 (TCP/UDP), 80, 443

US (us-east-2)
e 3.145.244.16/28
Canada (ca-central-1)
¢ 15.156.150.240/28
APAC China, APAC Australia, and Japan (ap-southeast-2)
e 3.27.87.192/28
Europe (eu-central-1)
e 3.77.79.144/28
United Kingdom (eu-west-2)

e 13.42.133.144/28
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Open Outbound Ports: 80, 443 (TCP)

216.129.105.129/32
205.158.110.60/32
204.156.124.128/32
212.118.243.148/32
204.14.15.41/32
206.180.126.10/32
209.18.50.242/32

® 69.7.235.214/32

* 216.162.80.57/32

Open Outbound Ports: 1194 (TCP/UDP), 5120-5129 (TCP/UDP), 80, 443

USA

* 64.235.144.0/20
¢ 209.124.61.96/27
* 209.222.80.0/21

Canada

* 64.235.144.0/20
e 204.156.124.0/22
* 198.207.201.64/26

EMEA United Kingdom

* 64.235.144.0/20
* 64.235.158.0/24

EMEA Germany
* 64.113.52.0/24
APAC China

* 64.235.144.0/20
* 123.125.149.192/26

APAC Australia

e 175.45.106.0/24
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Japan

e 124.35.43.160/29

Barracuda Message Archiver Data Transfer IP Ranges 3/4



https://campus.barracuda.com/doc/46894738/

Barracuda Message Archiver llBarracud&

Your journey, secured.

© Barracuda Networks Inc., 2024 The information contained within this document is confidential and proprietary to Barracuda Networks Inc. No
portion of this document may be copied, distributed, publicized or used for other than internal documentary purposes without the written consent of
an official representative of Barracuda Networks Inc. All specifications are subject to change without notice. Barracuda Networks Inc. assumes no
responsibility for any inaccuracies in this document. Barracuda Networks Inc. reserves the right to change, modify, transfer, or otherwise revise this
publication without notice.

Barracuda Message Archiver Data Transfer IP Ranges 4/4



https://campus.barracuda.com/doc/46894738/

