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Configuration Summary reports cover the following:

ll Barracuda.

Your journey, secured.

e Performance of Barracuda Web Application Firewall features such as Load Balancing, Rate

Control, Learning, etc.

 Details of digital certificates, including issuing date, expiry date, and associated services
 Details of accounts, their users, privileges assigned to them, permitted operations, etc.
e Names of the URL Profiles, Parameter Profiles, Header ACLs, and URL ACLs associated with a

service

The following table provides a detailed description of each report in the Configuration Summary

section:

Report Name

Report Description

Report
Type

Application Summary

Displays the summary of configured applications and
associated policies.

Application Summary report includes:

* Application Name

* |P Address:Port

* Server-IP:Port

* Application Policies

* Traffic Management

* Security

* URL Policies

Plain Text

Certificate Status Report

Displays the summary of created/uploaded certificates
and associated applications.

Certificate Status report includes:

* Certificate Name

* Certificate Type

* Issuing Date

* Expiry Date

* Associated Applications

Plain Text

Administrative Accounts

Displays the operational and configuration privileges
allowed for each role.

Administrative Accounts report includes:

* Role Name

* User

* Denied Screens

* Operations

* Services

* Security Policies

* Authentication Services

Plain Text
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Displays the summary of URL Profiles, Parameter Profiles,
Header ACLs, and URL ACLs associated with the services ||Plain Text
configured on the Barracuda Web Application Firewall.

URL Profile and ACLs
Summary

Displays the configuration settings of servers.
Server Summary report includes:

* Application Name

* Server Name/IP Address

* Status

* OOB Health Checks Status

» Connection Pooling Status

* Client Impersonation Status

Server Summary Plain Text

Example of Application Summary Report

b Application Summary

Host({s}): barracuda barracudanetworks com [10.11 28.217] o This report displays the summary of configured
Date Range: 2016-02-01 00:00 - 2016-03-01 00:00 applications and associated policies.
Generated on:  2016-02-04 02:48:21

ST.Session Tracking LM:Learning LE:Load Balancing UP:URL Protection :FTP Aftack Prevention
LOG:Web-logaging BF Brute Force AV-Virus Attack DT Data Theft S5L.S5L Security
CLK:Cloaking CM:Compression WF'Web-Firewall PP:Parameter Protection CH:Caching
155L:Instant SSL CS:Cookie Security RgL:Request Limit AUTH:Authentication RC:Rate Contral
Application-Name IP-Address:Port Server-P:Port Application Policies Traffic Mgmt. Security URL Policies
us1 99.99.217.1:80 10.11.25117:80 LOG none cs default-url-policy
WF up
default FP
RagL
CLK
CH1 1.0.32.217:80 10.11.25.117:80 LOG none Ccs default-url-policy
WF up
default FP
RaL
CLK
UAE1 91.198.19.217:80 10.11.25.117:80 LOG none cs default-url-policy
WF up
default FP
RaL
CLK

Example of Certificate Status Report
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Eﬂ Certificate Status Report

Host(s): barracuda.barracudanetworks.com [10.11.28.217] o This report displays the summary of created/uploaded
Date Range: 2016-02-01 00:00 - 2016-03-01 00:00 certificates and associated applications.
Generated on:  2016-02-04 03:04:49

Other Valid Cerfificates

Certificate Name Certificate Type Issuing Date Expiry Date Associated Applications
1. createdcert! created 2016-02-4 05:15:38 GMT 2026-02-1 05:15:38 GMT CH1

2. uploadcert2171 uploaded 2016-02-4 05:17:30 GMT 2026-02-1 05:17:30 GMT

3. cal trusted 2016-01-21 08:46:06 GMT 2021-01-20 08:56:05 GMT CH1

Example of Administrative Accounts Report

Eﬂ Administrative Accounts

Host(s): barracuda.barracudanetworks.com [10.11.28.217] o This report displays the operational and configuration
Date Range: 2016-02-01 00:00 - 2016-03-01 00:00 privileges allowed for each role
Generated on:  2016-02-04 02:49:32

Role-Name  User Denied Screens Operations Services Security Policies Authentication
Services

admin admin, testerd Maone Al Al read-write All - read-write Al read-write
audit-manager ga BASIC-=Dashboard view. -logs Mone - Mone MNone - Mone Mone - Mone

BASIC-=Services view..-logs

BAS| -=Def.rity view..-logs

BAS|.-=Cer..ates eXpo..CCess

BASI.-=IP .. tion expo...ewall

BASI.-=Not..ions expo...audit

BASI -=Adm_ tion exec. pors
certificate- qaZ2 BASIC-=Dashboard cert_ement Mone - Mone MNone - Mone Mone - Mone

Example of Server Summary Report

Server summary

Host(s) barracuda.barracudanetworks.com [10.11.28 217] o This report displays the configuration settings of
Date Range: 2016-02-01 00:00 - 2016-03-01 00:00 Senvers
Generated on:  2016-02-06 04:00:40

Application-Name  Server Status OOB Health Checks Connection Pooling  Client Impersonation
EGY1 Server_10.11.25.117_80(10.11.25.117:80) YES YES NO
us1 Server_10.11.25.117_80(10.11.25.117:80) YES YES MNO
UAE1 Server_10.11.25.117_80(10.11.25.117:80) YES YES NO
CH1 Server_10.11.25.117_80(10.11.25.117:80) YES YES NG
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