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When the Advanced Threat Protection (ATP) Service detects a threat in an email attachment or
publicly accessible direct download link, the recipient may receive an email notification based on the
conditions described below. Email notifications are dependent on the selections made on the ATP
Settings page:

e Enable Advanced Threat Protection - When set to Deliver First, then Scan, the message,
including attachments, is first delivered to the recipient and then scanned by the ATP service.
Once scanning begins, if a threat is detected the message is deferred for additional scanning,
and an email notification is automatically sent to the email recipient warning them of the threat.

e Enable Advanced Threat Protection - When set to Scan First, Then Deliver, the message
is scanned before delivery. Once the scan is complete, if ATP does not detects a virus or
suspicious attachment, the message is sent to the recipient. If ATP detects a virus or suspicious
attachment, the message is blocked and no email notification is sent to the recipient.

* Notify Admin - When set to Yes, an email notification is automatically sent to the email
entered in the ATP Notification Email field when ATP detects a virus or suspicious
attachment.

Example 1. Recipient Email Notification.

In this example, ATP detected a virus, and notifies recipient@organization2.com that a virus was
detected in an attachment from sender@organizationl.com:
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@ This message was sent with High importance.

From: BESS Support <no-reply@barracudanetworks.com= Sent: Wed 2/17/2016 4:13 PM
To: recipient@organization2.com
Ce
Subject: Advanced threat detected by Barracuda's ATP Service
- - £
\ & Email Security Service Barracuda Advanced Threat Protection Service N
Barracuda Networks
Dear recipient@organization2.com,
A message you received from: sender@organization1.com with a subject of: ATP Testing -
defer_1virus_2clean_3sus docx was delivered to your inbox at approximately 2016-02-17 16:04:13.
After being scanned by Barracuda's Advanced Threat Protection service, the following file(s):
Filename Threat
defer 1virus 2clean 3sus.docx VIRUS
contains a threat that can possibly harm your computer or network infrastructure and/or expose =
confidential information. Do not open the affected email and any enclosed attachments. If you have
already opened the attachment(s), please contact your IT department immediately.
About this email
This email was sent from the Barracuda Email Secunty Service (ES3) for mformative purposes.
About the Company
Bamracuda Networks Inc. combines premizses-based gateways and software, virtual apphances, cloud services, and
sophisticated remote support to deliver comprehensive content security, data protection and application delivery
solutions. The company's expansive product portfolic includes offerings for protection against email, Web and IM
threats as well as products that improve application delivery and network access, message archiving, backup and
data protection.
-

BESS Support N

Example 2. Admin Email Notification.

In this example, Advanced Threat Protection is set to Deliver First, then Scan, and Notify

Admin is set to Yes. ATP detected a virus after delivering the email. The admin

at NotifyAdmin@organization2.com is sent an email notification that a virus was detected in an

attachment from sender@organizationl.com sent to recipient@organization2.com:
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From: BESS Support <no-reply@barracudanetworks.com= Sent: Wed 2/17/2016 4:13 PM
To: NotifyAdmin@organization2.com
Ce
Subject: Advanced threat detected by Barracuda's ATP Service
- - £
\ & Email Security Service Barracuda Advanced Threat Protection Service N
Barracuda Networks
Dear NotifvAdmin@organization2.com,
This is an email notification informing you that an email sent by sender@organization.com to
recipient@organization2.com with a subject of ATP Testing - defer_1virus_2clean_3sus.docx
contained an advanced threat in the following file(s):
Filename Threat
defer 1virus 2clean 3sus.docx VIRUS
These file(s) were detected by the Barracuda Advanced Threat Protection Service. You have chosen to =
deliver messages first before having our service scan messages for threats. We recommend that you
contact the recipient(s) as soon as possible to prevent malicious malware from spreading throughout
your organization.
About this email
This email was sent from the Barracuda Email Secunty Service (ES3) for mformative purposes.
About the Company
Bamacuda Networks Inc. combines premises-based gateways and software, virtual apphances, cloud services, and
sophisticated remote support to deliver comprehensive content securnty, data protection and application delivery
solutions. The company's expansive product portfolic includes offerings for protection against email, Web and IM
threats as well as products that improve application delivery and network access, message archiving, backup and
data protection.
-
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