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This article walks you through the steps to configure the Barracuda Load Balancer ADC for high
availability in Amazon Web Services. It also describes how to configure the Barracuda Load Balancer
ADC to manage AWS routes for the applications.

In the high availability setup, both primary and secondary instances must be configured with
minimum of two elastic network interfaces (i.e. one default interface for management path traffic and
the other for data path traffic). You can deploy the instances in the same availability zone or different
availability zones.

e L2 networking is not exposed in AWS, so high availability pair makes use of AWS API's to
failover services from the primary unit to the secondary unit in the event of a primary unit
outage.

Pre-requisites

Before deploying the Barracuda Load Balancer ADC instances in Amazon Web Services, ensure that
you have completed the following:

1. Create a Virtual Private Cloud (VPC) - Refer to Step 1. Create the Amazon VPC Cloud in the
Amazon Web Services article.

2. Add a subnet to the VPC - Refer to Step 2. Add a Subnet to the VPC in the Amazon Web
Services article. This step is required only when you want to use different networks for the
interfaces you have created.

3. Create a Security Group - Refer to Step 1. Create a Security Group in the Barracuda Load
Balancer ADC Deployment and Quick Start Guide for Amazon Web Services article. If the
instances are in a cluster, add port 8002 (TCP) and port ALL for VRRP as inbound rule in the
security group to synchronize the configuration between them.

4. Create a Network Interface - Refer to Step 2. Create a Network Interface in the Barracuda
Load Balancer ADC Deployment and Quick Start Guide for Amazon Web Services article.

5. Disable Source/Dest. Check - Refer to Step 3. Disable Source/Dest. Check in the Barracuda
Load Balancer ADC Deployment and Quick Start Guide for Amazon Web Services article.

6. Assign Multiple Private IP Address(es) to the Network Interface of the Instance - Refer to Step
4. (Optional) Assign Multiple Private IP Address(es) to the Network Interface of the
Instance in the Barracuda Load Balancer ADC Deployment and Quick Start Guide for Amazon
Web Services article.

7. Create an IAM Role.

8. (Optional) Get the Access Keys for Your AWS Account.
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Create an IAM Role

AWS Identity and Access Management (IAM) is a web service on Amazon Web Services (AWS) that
enables you to manage users and user permissions to AWS resources. Using IAM, you can create a
policy with the permissions to AWS resources and associate the policy with a role. When the role is
associated with the instance, applications running on that instance can use the role and make AWS
API calls. You can select and associate the role with the instance when launching an EC2 instance. A
role can be associated with multiple instances on Amazon Web Services.

To meet the needs of the Barracuda Load Balancer ADC HA functionality, create a policy/role with the
following permissions for the same availability zone and different availability zones:

IAM Policy for the Same Availability Zone

1. Ability to attach an Elastic Network Interface with an instance
2. Ability to detach an Elastic Network Interface with an instance
3. Read-only permissions to run Amazon EC2 describe* commands
4. Ability to assign private IP addresses with an instance

IAM Policy for Different Availability Zones

1. Ability to associate Elastic IP address

2. Ability to disassociate Elastic IP address

3. Ability to describe Elastic IP address

4. Read-only permissions to run Amazon EC2 describe* commands

Perform the following steps to create an IAM role:

1. Go to the AWS Management Console.
2. Click Identity & Access Management under Security & Identity.
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3. On the IAM Management Console page, click Policies on the left panel.
4. Click Create Policy.

I'I AWS ~ Services v

Dashboard Create Policy | Policy Actions ~

4

Filter: Policy Type -

Details
Policy Name =

Groups

(] IAMFullAccess
Users —

B AWSMarketplaceRead-onl
Roles - P y
Policies [ BWAF_AutoScaling_S3_Access_pol

|dentity Providers —
5. On the Step 1: Create Policy page, click Select next to Create Your Own Policy.

Create Policy Create Policy

Step 1: Create Policy A policy is a document that formally states one or more permissions. Create a policy by copying an AWS Managed Policy, using the Policy Generator, or typing your own custom policy.

Copy an AWS Managed Policy
Start with an AWS Managed Policy, then customize it o fit your needs.

Policy Generator
Use the policy generator to select services and actions from a list. The policy generator uses your selections to create a policy.

Create Your Own Policy
Use the policy editor to type or paste in your own policy.

6. On the Step 3: Review Policy page, do the following:
1. Policy Name: Enter a name for the policy.
2. Description: (Optional) Provide description for the policy.
3. Policy Document: Define the set of permissions for the policy in the JSON format.

Clustering the Barracuda Load Balancer ADC Instances in Amazon Web Services 3/9



https://campus.barracuda.com/doc/51188817/

Barracuda Load Balancer ADC lIBarracuda®

Your journey, secured.

Policy for the Same Availability Zone

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "Stmt1453446578000",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivatelpAddresses”,
"ec2:Describelnstances",
"ec2:DetachNetworkinterface",
"ec2:AttachNetworkinterface"

1,

"Resource": [

Ixn
]
}
]
}

Policy for Different Availability Zones

{
"Version": "2012-10-17",

"Statement": [
{
"Action": [
"ec2:Describelnstances",
"ec2:DescribeAddresses",
"ec2:AssociateAddress",
"ec2:DisassociateAddress",
"ec2:DescribeNetworklInterfaces",
"ec2:DescribeNetworklInterfaceAttributes"
1,
"Resource": [
II*II
1,
"Effect": "Allow"
}
]

}
4. Click Validate Policy to verify that the policy is valid.

5. After the policy is validated, a status message: “This policy is valid” gets displayed on
the screen.
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Review Policy

Customize permissions by editing the following policy document. For more information about the access policy language. see Overview of Policies in the Using 1AM guide. To test the effects
of this policy before applying your changes, use the |AM Policy Simulator.

‘ This policy is valid.

Policy Name

IADC—HA

6. Click Create Policy.
7. The created policy appears in the policies table.
8. On the IAM Management Console page, click Roles on the left panel.

9. Click Create New Role.

(T AWS ~  Services v~  Edit ~

Dashboard Create New Role Role Actions ~

4
[] Role Name 2
Groups -
Users I_:] aws-elasticbeanstalk-ec2-role
I':I aws-elasticbeanstalk-service-role
Policies [] bwaf-autoscale-role

10. On the Step 1: Set Role Name page, specify a name for the role in the Role Name field and
click Next Step.

Set Role Name
Step 1: Set Role Name Enter a role name. You cannot edit the role name after the role is created

Role Name  Rolel

Cancel m
11. On the Step 2: Select Role Type page, click Select next to Amazon EC2.

Create Role Select Role Type
Step 1: Set Role Name @ AWS Service Roles

Step 2: Select Role Type

(B

> Amazon EC2
select
Allows EC2 instances to call AWS services on your behalf.

> AWS Directory Service
Select
Allows AWS Directory Service to manage access for existing directory users and groups to AWS services.

12. On the Step 4: Attach Policy page, select the policy created in step 5 and 6 above and click
Next Step.
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Attach Policy

Step 1: Set Role Name

Select one or more policies to attach. Each role can have up to 10 policies attached

Filter: Policy Type ~ | ADC Showing 3 results
Step 4: Attach Policy
Policy Name ¢ Attached Entities 4 Creation Time 4 Edited Time 4
%] ADC-HA 0 2016-04-05 15:15 UTC+0530 2016-04-05 15:15 UTC+0530

13. On the Step 5: Review page, review the role information and click Create Role.

Review
Step 1: Set Role Name Review the following role information. To edit the role, click an edit ink, or click Create Role to
Step 2: Select Role Type finish

Role Name Role1 EditRole Name
Step 3: Establish Trust

Step 4 Attach Polky Role ARN  am:aws:iam::403458209122:role/Role1

Step 5: Review Trusted Entities  The ideniity provider(s) ec2 amazonaws com

Policies am:av ws lam:403458299122-policy/ADC-HA Change Policies

Cancel | Previous |[EEIENETY

This completes the creation of an IAM role. You can associate the role when you are launching an EC2
instance on AWS.

(Optional) Get the Access Keys for Your AWS Account

Access keys (Access Key ID and Secret Access Key) are required to perform AWS API calls. Proceed
with this step if an IAM role is not defined as mentioned in Step 1: Create an IAM Role. For more
information on access keys, refer to the Getting Your Access Key ID and Secret Access Key article in
Amazon Web Services documentation.

Perform the following steps to get your access key ID and secret access key:

1. Go to the AWS Management Console.
2. Click Identity & Access Management under Security & Identity.
3. On the IAM Management Console page, click Users on the left panel.
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Nl AWS ~

Dashboard

Details
Groups
Users
Roles

Policies

Services

Create New Users User Actions ~

4

(] userName # Groups
(] 2
(] 2
OJ 2

4. Click on the IAM user name to which you want to get an access key ID and secret access key.
5. Select Security Credentials under user summary, and click Create Access Key.

Dashboard IAM > Users >

~ Summary

User ARN:

Details Has Password:

Groups Groups (for this user):

Users Path:

Roles Creation Time:
Policies

Identity Providers Groups  Permissions
Account Setings

Access Keys
Credential Report

arn:aws:iam
Yes

2

!

2016-01-27 14:50 UTC+0530

Security Credentials | Access Advisor

Use access keys to make secure REST or Query protocol requests to any AWS service API. For your protection, you should never share your secret keys with anyone. In addition. industry best
practice recommends frequent key rotation. Learn more about Access Keys

Encryption Keys

Access Key ID

| Create Access Key

Created Last Used Last Used Service Last Used Region status  Actions

2016-01-27 14:50 UTC+0530 NA NA NA Active | Make Inactive | Delete

6. The Create Access Key window appears with the security credentials. Click Show User
Security Credentials to see the Access Key ID and Secret Access Key associated with the

user.

Create Access Key

Your access key has been created successfully.
This is the last time these User security credentials will be available for

download.

You can manage and recreate these credentials any time.

¥ Hide User Security Credentials

-~ |
=
Access

Secret Access Key:
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7. Click Download Credentials and save the keys to a secure location.

The secret key will no longer be available through the AWS Management Console. Ensure that you
secure your access keys to protect your account from unauthorized users. Do not email your access
keys to anyone, and do not share it outside your organization even if an inquiry appears to come from
AWS or Amazon.com. No one who legitimately represents Amazon will ever ask you for your secret
key.

Next Step

Continue with Configuring Auto Scale Group as Back-end Servers.
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