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How to Migrate a Standalone Hardware Firewall to a new Model

https://campus.barracuda.com/doc/68357028/

When replacing a hardware firewall with a new model, the firewall configuration must be migrated.
You can migrate the firewall configuration to the last revision of the direct successor model, or to the
last revision of the next larger model. In a high availability cluster, the primary firewall configuration
is migrated. The secondary firewall is joined into the HA cluster by creating the PAR file for the
secondary firewall on the primary firewall after the migration.

Before you begin

Verify that the firewall model you are migrating to is supported for the source model. For more
information, see Migrating to a New Hardware Model.

Step 1. Create a PAR file from the source firewall

1. Log into the source firewall.

2. Go to CONFIGURATION > Configuration Tree.

3. Right-click Box and click Create PAR file. The Save as window opens.
4. Click Save.

Step 2. Import and migrate on destination firewall

Import the PAR file on the destination firewall. The model mismatch is automatically detected.

Log into the destination firewall.

Go to CONFIGURATION > Configuration Tree.

Right-click Box and click Restore from PAR file. The Restore from PAR file window opens.
Click OK.

Select the PAR file and click Open. The Restoring from PAR file windows opens.

Click OK.

Click Migrate PAR File.
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e Restoring from PAR File

! PAR File dees not match the model to be restored to!

Please make sure you have chosen the correct PAR File.

Migration to destination model is supported, Flease choose "Migrate PAR File™ to continue.

PAR Fle Source Model: F201

Destination Model: F230b

@ If you choose "Import without Migrating™ a manual reconfiguration is needed.
An activation without manual reconfiguration can seriously damage your system.

Import without Migrating Cancel
8. (optional) click Export Migration Report to create a log file with the changes.
9. Click Import.

6 Restoring from PAR File

4"  PAR File migrated

Migration of PAR file is completed. Changes have been logged. Please save and view
migration report for more details.
Configuration can still be edited manually prior to activation.

QMigration successfully finished

Export Migration Report

Discard

10. (if required) Complete manual migrations, or verify configuration nodes that were not migrated
automatically.
11. Click Activate.

Step 3. Restart firmware and activate network configuration

1. Log into the destination firewall.

. Go to CONTROL > Box.

3. In the left menu, expand the Operating System section and click Firmware Restart. This
may take some time.

4. If required, click Reconnect.

5. In the left menu, expand the Network section and click Activate new network
configuration.

6. Click Failsafe.
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Step 4. (HA cluster only) Create PAR file for secondary firewall

If you are migrating a high availability cluster, create the PAR file for the secondary firewall on the
primary firewall that has already been migrated.

For more information, see How to Set Up a High Availability Cluster.

The new hardware appliance is now running the same firewall configuration. You can now perform the
hardware switch.
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