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Deploy and Secure an Internet Facing Application with the
Barracuda Web Application Firewall in Amazon Web Services

https://campus.barracuda.com/doc/70586316/

In this lab, you will deploy an unsecure web application into Amazon Web Services (AWS), and then
secure the application using the Barracuda Web Application Firewall. To create the environment, you
will deploy a Virtual Private Cloud, Internet Gateway and NAT Gateway to provide for the virtual
networking. Then a Barracuda Web Application Firewall and an Ubuntu server with Apache, PHP,
MySQL and the Damn Vulnerable Web Application (DVWA), installed.

DVWA is a PHP/MySQL web application that is vulnerable attack. Its main goals are to be an aid for
security professionals to test their skills and tools in a legal environment, help web developers better
understand the processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment. More information can be found on the DVWA site.

Once this infrastructure is built you create an Elastic Load Balancer in AWS that will direct traffic from
the Internet to the Barracuda Web Application Firewall (both management and web). Next you will
configure a Barracuda Web Application Firewall (WAF) to provide the service of the Damn Vulnerable
Web Application (DVWA). After this is created you will connect to the DVWA web application and run
the attacks to see how they are logged in the Barracuda Web Application Firewall.

These detailed step-by-step instructions will guide you through the lab.

Scenarios

Deploy and configure an AWS Virtual Private Cloud.

Provision and configure the Barracuda Web Application Firewall.

Deploy and configure the DVWA application.

Simulate attacks on the site using the DVWA application and capture the attacks being
launched, configure policies and run reports from the WAF.

Requirements

e Amazon Web Services subscription
» Valid contact details to complete the Barracuda Web Application Firewall trial registration

The following is a diagram of the deployment that will be completed at the end of this hands-on lab.
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Exercise 1: Environment Setup

In this exercise, you will use an AWS Console to implement the infrastructure that will be leveraged
for the rest of the exercises. This includes creating the Virtual Private Cloud (VPC), provisioning the
Barracuda Web Application Firewall, the Elastic Load Balancer (ELB), and the Ubuntu server which will
host the DVWA application.

Task 1: Create the Networking Infrastructure using an AWS Console

1. Go to the AWS portal https://console.aws.amazon.com/. After entering your credentials, the
AWS Dashboard will display.
2. Click through Console > Networking & Content Delivery > VPC.

&2 Networking & Content
Delivery

VPC

CloudFront

Direct Connect

Route 53

3. Next, click Start VPC Wizard.
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K Services v  Resource Groups v %

VPC Dashboard Resources ©
4
Filter by VPC:

None ' Start VPC Wizard | Launch EC2 Instances

4. On Step 1: Select a VPC Configuration, click Select.
Step 1: Select a VPC Configuration

WPC with a Single Public

Sub Walsr MELANCES run in 3 prividle, Solaled sechion af 1he AWS doud wilh
ubnet
drect acoess bo e Indernel. Network access conirol Ists and security Irngman. 53
im0, SkS
proups can be used to provide strict conbrol ower inbound and outbound wﬁﬁm m:$ B
YL with Putiic and neetwoek traffic bo your instances
Privale Submats
Creates:
VP with Public and A MG metwork with a /24 subnet. Public subnet instances use Elastic IPs ar
Private Subnets and Public IPs o acoess the Intemeet

Hardware VPN Access m

VPG with a Private Subnet
Cwnly and Hardware VPN
ALCESS

Asrazon Vinual Prone Cloud

5. Complete the Step 2: VPC with a Single Public Subnet screen using the following details
and then click Create VPC.
o IPv4 CIDR block - 10.0.0.0/16
o VPC name - BarracudaWAFLab
o Availability Zone - us-east-1la
o Subnet name - www
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T | Services Resource Groups ~ *

Step 2: VPC with a Single Public Subnet

IPv4 CIDR block:* | 10.0.0.0/16 (65531 IP addresses available)

IPvE CIDR block: '® No IPvG CIDR Block
Amazon provided IPvE CIDR block

VPC name: |BarracudaWAFLab |

Public subnet's IPv4 CIDR:® | 10.0.0.0v24 (221 IP addresses avallable)

Availability Zone:" | us-east-1a ]

Subnet name:

You can add more subnets after AWS creates the VPC

Service endpoints

Add Endpoint

Enable DNS hostnames:* ® Yes O Mo
Hardware tenancy:* | Default v

6. Next, click Subnets and review the subnet that was created by the wizard.

Filter by VPC:

None v
Virtual Private Cloud
Your VPCs
Subnets

Route Tables

Name = Subnet ID -~ Stats - VPC = IPv4 CIDR = Available IPvd | -
W subnet-f21d3eal avallable  wpe-15bEfET3 | BaracudaWAFLab  10.0.0.0/24 251

7. Right click on the subnet, and then click Modify auto-assign IP settings. The Modify auto-
assign IP settings screen opens.
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Name «  Subnet D = State * | VPC *

B www subnet-2814367 BarracudaWAFLab

Delete Subnet

Edit IPv6 CIDRs

Create Flow Log

8. Check the box for Enable auto-assign public IPv4 address and then click Save.

Modify auto-assign IP settings x

Enable auto-assign public IPv4 or IPv6 addresses to automatically request an IP address for instances

launched into this subnet.
Auto-assign IPs nahle auto-assign public IPv4 address ﬂ

Mote: You can override the auto-assign IP settings for each individual instance at launch time for IPvd or IPvE.
Regardless of how you've configured the auto-assign public IP feature, you can assign a public IP address to an

instance that has a single, new network interface with a device index of ethi.

9. From the Subnet screen, click Create Subnet to create a new subnet.

Create Subnet

10. Complete the Create Subnet screen using the following details, then click Yes Create:
o Name tag - apps
o Availability Zone - us-east-1la
o IPv4 CIDR block - 10.0.1.0/24

Create Subnet x

Use the CIDR format to specify your subnet's IP address block (e.g., 10.0.0.0024 ). Note that block sizes must be betwveen a 16 netmask
and /28 netmask. Also, note that a subnet can be the same size as your VPC. An IPwE CIDR block must be & /G4 CIDOR block.

Mame tag 1]
VPG  vpe-15b61673 | BamacudaWaFLah + €9

VPC CIDRs
CIDR Status Status Reason

10.0.0.0716 associated

Awailability Zone i
IPv4 CIDR block [T10.0.1.024 ] o
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11. On the Subnets page, review both the www and apps subnets.

12. From the VPC Dashboard, click Internet Gateways and review how this was created by the

wizard. Make sure that the State shows attached.

I+l Services v

VPC Dashboard

Filter by WPC:
Mone v

Your VPCs
Subneis

Route Tables

Ilr't-err'rﬂ Gateways I

Egress Only Intermet
Gateways

igw-4718fc20 attached vpc-15b6f673 | BarracudaWAFLab

Name ~ D -~ State « VPC -

13. Next, click Route Tables to review how the routing has been configured.

VPC Dashboard

Filter by VPC:
Naone v

Your VPCs

Subnets

Route Tables

Intemet Gateways

14. Notice that the www subnet has been configured to associate the Internet bound route
0.0.0.0/0 to the Internet Gateway.
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rtb-43d2463a

Summany Routes Subnet Associations Route Propagation

Propagated

View: Al rules v
Destination Target Status
10.0.0.0M16 local Active
0.0.0.0¢0 — igw-4TT8fc20 Active

Tags

15. From the AWS console, click VPC under the Networking and Content Delivery, then

click NAT Gateways.

VPC Dashboard

Filter by VPC:
None v

Virtual Private Cloud

Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs

Endpoints

| NAT Gatewazs I

16. Click Create a NAT Gateway.
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You do not have any NAT gateways in this region.

Choose the Create NAT gateway button to create your first NAT gateway.

Create a NAT Gateway

The Create a NAT Gateway window opens.
17. Select the www Subnet, then click Create a New EIP.
Create a NAT Gateway x

Craate a NAT galevway and assign it an Elasiic |IP addrass. Laarm more
M ¥ el

Subnet* || 1 i ]

Elastic IP Allocation 1D* Submet

subnel-28143673 | www wpo-ThD1431d | BarracudaWiaFLab

subnet-ea1537b1 | apps wpo-b1431d | BaracudaWaAFLab

18. Once this is completed click Create a NAT Gateway.
Create a NAT Gateway X

(Creale a MAT gateway and assign it an Elaslic IP address. Learn more

Subnet* | subnet-28143673 i ]
Elastic IP Allescation ID* galloc-SR00REl Craate Now EIP ﬂ

New EIP (34 208,113, 110) creation successhe

Cancel Creale a MAT Gateway

Create a NAT Gateway

@  Your NAT gateway has been created.
Hote: In order to use your MAT gateway, ensure that you edit your route tables to include a route with a target of "'nat-
09302eedc4TdIa5by’
Find out mare

View NAT Gateways Edit Route Tables

19. Next, click Route Tables to review how the routing has been configured.
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VPC Dashboard
Filter by VPC
MNone T
Your vPLs
Subnts
Internet Gateways
20. Locate the second route table that was created, but currently has 0 subnets associated.

21. Click this Route Table and select Routes. Notice how currently this is only a route for local
traffic in the CIDR range of 10.0.0.0/16. This means there is no route to the Internet.

Q X
Mame « Route Table ID ~ Euplicitly Associai- Main -~ WVPC -
b4 3d2463a 1 Subnet M ¥pe-1506M6T3 | Barracuda\WAFLab
[ ] fb-41d24638 0 Subnets s vpe-1506M6T3 | Barracuda\WAFLab
rib-41d24638

Summary Subnet Associations Route Propagation Tags

View:  All rules A
Destination Tarcget Status  Propagated
10.0.0.0/146 ocal Activa Na

22. Click Edit, to make changes to the route table:
1. Click Add Another Route.
2. As the Destination, select 0.0.0.0/0.
3. As the Target, select the NAT gateway.
4. Click Save.
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rib-41d24638
Summary Routes Subnet Associations Route Propagation Tags
Cancel E
View: All rules
Destination Target Status  Propagated Remove
10.0.0.016 lacal Active Mo
l0.0.0.00 Inat-08302ee9c4 7d9a5bd é No o

Add another ruuteé

23. Click the Subnet Associations tab, and select Edit.

Summary Routes |Subnet Associations |
I Edit I
Subnet IPv4 CIDR  IPvE CIDR

You do not have any subnet associations.
The following subnets have not been explicitly
associated with any route tables and are therefore
associated with the main route table:

Subnet IPv4 CIDR  IPvG CIDR

subnet-eal537h1 |apps 1001024 -

24. Now, check the box for the apps subnet to associate this route table with the apps subnet.

Summary Routes Subnet Associations Route Propagation
Cancel
Associate  Subnet IPv4 CIDR IPv6 CIDR  Current Route Table
subnet-28143673 | www  10.0.0.0/24 - rtb-204fdB858
+ subnet-ea1537b1 | apps 10.0.1.0/24 - Main

Now the private servers on the apps subnet will use the NAT gateway for their Internet bound
traffic.

Task 2: Provision the Barracuda WAF using the AWS Marketplace

1. Sign-in to the AWS Console.
2. On the right-hand side of the console under AWS Marketplace, click the Learn more link.

AWS Marketplace

Discover, procure, and deploy popular software products that run

on AWS
3. In the AWS Marketplace search box, type Barracuda Web Application Firewall and

Deploy and Secure an Internet Facing Application with the Barracuda Web Application Firewall in 10/39
Amazon Web Services



https://campus.barracuda.com/doc/70586316/
https://campus.barracuda.com/doc/70586316/

Barracuda Web Application Firewall llBarracudaw

Your journey, secured.

then click on the magnifying glass.

Sawsmar AMI & Saas - [Barracuda web apphication firewall |

4. Several Barracuda Networks products will be returned by this search. Choose the Barracuda
Web Application Firewall (WAF) - PAYG.

barracuda web application firewall (4 results) showing 1-4

I Barracuda Web Application Firewall (WAF) - PAYG I

i(b&ll racuca wardrdew (0) | Version B8.1.1.014-20170109 | Sold by Barracuda Metworks, Inc
Free Trial Starting from $1.038,/Mr or from $7,999.00yr (12% savings) for software + AWS usage fees
Erndnrr;up-purr Marvy AWS-hosted applications choose Barracuda, an AWS Preferred Security Competency Parther,
arnection due to its continuous monitoring and paolicy tuning by world-class security experts...
Linuist fUinis, Crther 5.4.717 - G4-bit Amazon Machine Image (AMI]
Barracuda Web Application Firewall (WAF) - BYOL
L":_E‘-"' MK K] il i 1) | Version B.1.1.014-201 70109 | Sald by Barracuda Networks, Inc
Product Suppart The Barracuda Web Application Firewall detects all inbound web traffic and blocks SQL injections,

C ti
anneckan cross-site scripting, malware uploads, application DDoS, or any other attacks...

Linw/Unix, Other 3.4.11 - 64-bit Amazon Machine Image [AMI)

5. Once the WAF page loads, click Continue.

Barracuda Web Application Firewall (WAF) - PAYG
llrml'lal.':..«':a Sl by: Barracisda Natw

30 Day Free Trial Availabbe - Mamy AWS-losted applications ¢haose Baraduda, an AWS Prelerred Sedurity Competency Partner,
due to s contircus monitaring ard policy tuning by workd-class secuniy esperts. Barracuds’s dynamic pmf'l.--'l;; and spplcatean-
awarg techmologies mimimize false positives and protect against emenging theeats. Warking seamlessly with your AWS
enviranment, the Barracuds Web Applicstion Firswall's unmatched sacurnity capabilities, customization opticns and reporting
analytics ane used by the world's most secwrity-comcious businesses, incleding financial insticutions, gowemment agencis, and

e | Sew prosdict video 08| Product Suppor Connsction

trading plathomms, The buslt-in Baraduda SYulnerabilsy Remedation Serice subimates sulnerability scarming and remsdiation
simplifies ongoing maimtensnce and socelerates development cycles maksng the Baraouda WAF the ideal app security solution for
Devaps emvircnmsents, The Baracuda WHAF monifors all mbound web traffic 1o detect and Bleck threats arising from all fypes of
attacks agairet your web applications, and guards agairet dats boss by inspecting the HTTP resporses from your back-end servers.
The integrated afcass comtrel enging anables administratars to create granular acoess contral pelacies for Authentication,
Authorization & Accourrting [AAA], giving omgsnizations strong suthenticstion snd user cortrol. The Darrscuds 'Web Applicsticn
Firewall cn AWS also features the ability to use CloudFormation templates for sutoscaling, allowing you to autocmatically
boorstran and Cluster additional inslandes a5 resded, Tar higher throughput and easy deployment, Free Scan: Fallow the link
hittpesf fem. barracudanetworks.com fappscan_signup (... Read more

Custorner Rating wrdrdrwd e [0 Custoemier Reviews] m Wi will have an epporiunicy 1o
rerirw your order Belore Lunching o

bing charged

6. Complete the Launch wizard using the following settings:
o Type - 1-Click Launch
o Software Pricing - Hourly / m3. medium
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1-Click Launch Manual Launch

Review, modify and launch With EC2 Console, AP ar CLI

Click "Accept Software Terms & Launch with 1-Click” to
launch this seftware with the settings below

Once you accept the terms, you will have access to launch any version of this software
in any supported region. For future launches, you can retumn to this page or launch
directly from the EC2 console, APls or CLI.

w Software Pricing

Subscription Term Applicable Instance Type

0 Annual
m3.large %1.04 / hour

3.xl

m=.xiarge Find instance
m3.2xlarge details in EC2
mid.large imstance section
md.xlarge below.

md. 2xlarge

o Version - accept the latest version.

o Region - US East (N. Virginia)

o EC2 Instance Type - m3.medium

o VPC Settings - Select the VPC and www subnet (10.0.0.0/24).

» VPC Settings

Select a VPC:
vpc-15b6f673 (10.0.0.0/16) v

Or Create a VPC (4

Select a subnet:

subnet-f21d3ea% (10.0.0.0/24) Y

o Security Group - Select Create new based on seller settings.
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w Security Group

A security group acts as a firewall that controls the traffic allowed to reach one

or more instances. Learn more about Security Groups.

You can create a new security group based on seller-recommended settings oF
chioose one of your existing groups.

Itreate new based on seller settings ¥

B' A new seourity group will be generated by AWS Marketplace. It & based on
recommended settings for Barracuda Web Application Firewall (WAF) - PAYG
version 8.1.1.014-20170109 provided by Barracuda Metworks, Inc.

Connection Methad  Protocol PortRange — Sowrce (IP or Group)

wp 2000 - BOOO Arnpashere ¥
HTTPS tp 8447 - §443 Armywherg ¥
HTTP tep 80 - 80 Armywhere ¥

o Key Pair - Select or Create a New Key
7. After verifying the selections, click Launch with 1-click.

Price for your Selections:
$1.10 / hour

£0.07 mImedium EC2 Instance usage fees +
£1.04 houwrly software fee

Additional taxes may apply.

$0.10 per GB-month of provisioned

StDI‘Ell_.'jE
EBS General Purpose (55D) volumes

[ Launch with 1-click

You will be subscribed to this software and agree that your use of this
software is subject to the pricing terms and the sellers End User
License Agreement (EULA) and your use of AWS services is subject to
the AWS Customer Agrecment.

8. Next on the AWS Marketplace Product Support Connection screen, click Share your
contact details.
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AWS Marketplace Product Support Connection

You can register for support with this software’s vendor by clicking the button below, which will
open a new browser tab. Sharing your contact details is not reguired, but offering this
information to the vendor will make it easier for you to obtain support for this product.

We recommend you enter this information now, but you can do so from the right column of this
page or the Your Software page at any time.

Share your contact details I Skip this step

9. Complete the Barracuda Networks Support Form and click Register & Close.
Add contact 1 of 5 for Barracuda Web Application Firewall (WAF) - PAYG

Please ligl the corladt details lor & person you would like to have a5 a suppon contact for this subseription. Whiks you are nol required Lo regisler a
contact for support, i you choose to do so vendaors will need the information in the fialds marked with an asterisk

First Mamsa * Last Namea °

Job Title Organizathon *

Email * Phone

Zip Code Couwiry r

| agree that by submilting this form | am granting permission 1o share the contact information Ested above with Baracuda Metworks, Inc
Click Hare 1o lsarm more about how Amazon processes the provided information and how & can ba shared with vendaors for produc support purposes

L= 1Tl Register & Add Another Contact || Register & Close

10. After completing the registration, the following page will appear from which the WAF was
launched:

¥ Thank you for subscribing to Barracuda Web Application Firewall (WAF) - PAYG

An instance of this softwane will be deployed om ECT soan after your Subscrption oesmpletes.
‘Wiou can check the status of this imtance on EC2 Console. You can also view sl instances on Your Software page.
Sodtwan: and AWS hoarly usage fees apply when the instance i running and will appear on your monthiy bill.

Mext Steps:

* You will receive an email ance your subscription completes. AWS Marketplace Product Support
Cannection
= Onice pou are sullscribed, an instance of this soltware will e deployed an EC2,

« The saftware will be ready in a few minutes. You can register for support with software
vendors By providing contact information,

Sharing your contact details is not required,

Software Installation Details bist eff erang this information ta the vendar
will make it sasier for youw to obtain
Progdwct Barrscuds Web Application Firsaall [WAF) - PAYG support lor this produt

We recommend you enter this information
now, Bul you can do 5o from the Your
Software page at any time.

Region us-east-1
Share your contact details

EC2 Instance Type m3.rmedium

Wersian 8.1, 1.014- 2077009

Related Links
WPLC WpC=-26357 0480

AWS Management Consoks

Subnet subnet-4134131a Vaur Software
Continue shopping an AWS Markeiplace
Security Group Create new security groug based on seller settings i
Service Catalog
Key Pair BOWSKEY Click here for insbructlons o deploy Marketplace

products in AWS Servics Catslog

11. Click on the EC2 Console link in the green message about the deployment of the Barracuda
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Web Application Firewall. Once it is deployed the instance will show it is Running.

B HName = Instance ID 4+ |nstance Type - Awailability Zone - Instance State - Status Checks -

] i-001beT83834af5661  m3 medium us-easi-1a @ running & 22 checks ..
Don't continue on to the next step until the Barracuda WAF instance is in the running
state as in the screen shot above.

Task 3: Provision the Elastic Load Balancer

1. In the AWS Console, click on Load Balancers.

Load Balancers

Target Groups

2. Select Create Load Balancer.

Create Load Balancer

3. Select the Classic Load Balancer as the type of Elastic Load Balancer, and click Continue.

*  Classic Load Balancer

L
EEEE

A Classac Load Balancer makes routing decisions at gither the fransport Gyer
(TCR/S5L) or the application layer (HTTRHTTRS), and supports esther EC2-Classic
or a viPrG

4. In Step 1: Define Load Balancer, complete the screen using these inputs.
o Load Balancer Name - BarracudaWAF-ELB
o Create LB Inside - Select the VPC that you created for this lab.
o Subnet - Select the www subnet.
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Step 1: Define Load Balancer
iCreate an internal load balancer: inialy tha

o

Listener Configuration:

Load Balancer Profocol Load Balancer Part Instance Protocol Instance Part
HTTP . 1] HTTF * B
HTTP . 8000 HTTR - BOOO

Add

Select Subnets
Yous will need 1o select 8 Subnet for each Avallabdity Zome where you wish Trafc to be rowled by vour load balancer I vou hawe instances inonly one Avalabilty Zone
please seledd al kas two Subnets in aiferent Availabiity Zones to provide higher avaiabdity for your oad balkanoe

VPG vpc-26357040 (10.0.0.0016) | BaracudaWAFLaD

Please select at keas! two Subnets in different Avallabdity Zomes fo prowide highar avalability for vour koad balandcer

Available subnets

Actions FAvaliabilety Zone ‘Subnat 1D Subnet CIDR Hame
Selected subnels
Actions Avalabilty Zong © Subnet ID * Subnet CIOR  Ha
us-past-1a subnet-2134131a 10BN W

5. Click Next: Assign Security Groups.

| Next: Assign Security Groupsl

6. Deselect the default security group, and select the new Barracuda Web Application (WAF)
security group that was created by the AWS Marketplace deployment of the device.

Step 2: Assign Security Groups

You have selected the option of having your Elastic Load Balancer inside of a VP(
security groups to assign to this load balancer. This can be changed at any time.

Assign a security group: Create a new security group

® Select an existing security group

Security Name

@ s0-f3302b8f  Barracuda Web Application Firewall (WAF) - PAYG-8.1.1

sg-0a786376 default
7. Click Next: Configure Security Settings.

Next: Configure Security Settings

8. Click Next: Configure Health Check.

Next: Configure Health Checkl

9. Complete the Step 4: Configure Health Check screen, using the following settings:
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o Ping Protocol - TCP

o Ping Port - 8000

o Advanced Details - Accept defaults.
Step 4: Configure Health Check
Your koad balancer will automatically perform health checks on your
nealth check, it 15 automatically removed from the load balancer. Cu

Ping Protocol TCP T

Ping Port  |'8000 ]

Advanced Details

Response Timeout i L Seconds
Interval (j 30 seconds
Unhealthy threshold [ 2 T
Healthy thresheold (j 10 v

10. Click Next: Add EC2 Instances.

Next: Add EC2 Instances

11. On the Step 5: Add EC2 Instances screen, click on the instance.
Step 5: Add EC2 Instances

The table below lists all your running ECZ2 Instances. Check the boxes in the Select column 1o add those instar

VPC vpc-26357040 (1000.0.0/16) | BarracedaWAFLab

B instance - Name - State = Security groups -

B | i-001beT83 & running Barracuda Web Application Firew

12. Click Next: Add Tags.

| Next: Add Tags I

13. Click Review and Create.

14. Review Step 7: Review and compare to the ensure that everything is configured properly.
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15.

16.

Step 7: Review

* Define Load Balancer

* Configure Health Check

¥ Add ECZ Instances

* VPC Information

* Security groups

Load Balancer name:
Scheme:

Port Configuration:

Ping Target:
Timeout:

Interval:

Unhealthy threshold:
Healthy threshold:

Cross-Zone Load Balancing:
Connection Draining:
Instances:

VPC:
Subnets:

Flease review the load balancer detalls before continuing

BarracudaWAF-ELB

intermel-facing

BO (HTTP) forwarding 1o 80 (HTTF)
BOOO (HTTF) forwarding 1o 8000 (HTTF)

TCPB000
5 seconds
30 seconds
2

10

Enabled
Enabled, 300 seconds
-068104bcD19bycBas

vpC-26357040 (BamracudaWAFLab)
subnet-4134131a (www)

Edit load balancer definition

Edit health check

Edil instances

Edit subnets

Edil security groups w

Cancel Previous |m

You should then get a message that the BarracudaWAF-ELB was successfully created:

Load Balancer Creation Status

©®  Successfully created load balancer
Load balancer BarracudaWWAF-ELB was successfully created

MNote: It may take a few minutes fof your instances 1o become active in the new load balancer

LOAD BALANCING
| Load Balancers

Target Groups

In the AWS Console, click the Load Balancers link.

17. On the BarracudaWAF-ELB load balancer that you crated, on the Description tab, locate the
DNS name of the load balancer and copy it to a text file. You will use this to connect to later in
the lab.

Deploy and Secure an Internet Facing Application with the Barracuda Web Application Firewall in
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Load balancer: | BarracudaWAF-ELB

Description Instances Health Check Listeners Monitoring Tags

Basic Configuration

Name: BarracudaWAF-ELB

*DNS name: BarracudaWAF-ELB-1474027757 .us-east-
1.elb.amazonaws.com

Scheme: internet-facing

Availability Zones: subnet-28143673 - us-east-1a

E barracudalab - Notepad

File Edit Format View Help
BarracudaHﬂF-ELB-14?4&2??5?.us-east|—1.elh.amazunaws.com

18. Next, click the Instances tab. You may notice that the WAF has yet to be put into service by
the ELB. Wait until you see that the Status change to InService. You need to hit the refresh
button to see the updates.

Load balancer: | BarrscudaVearF-ELE

Desernplion Healh Check Lisierers  Monkomng Tage

Conmction Draining: Erabied, 300 seconds (Edi

Bt Instances
Instance ID L Avalabilsy Ions
DG4 L) 190 T oGt e R DuiCFSendce [ Aermayee bom Load Dal

Load balancer: | BarracudaWAF-ELB

O scription Instances Health Check Listeners Maonibaring lags

Connection Draining: Enabled, 300 seconds (Edit
Edit instances

Instance D Name Availability Zone Status

=068 104bc 19b T ciab us-zasi-1a J InSerdce (|

19. Click the Instance ID number which will break up details about the BarracudaWAF instance.

Instance ID

i-068104bc019b7cbas
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20. On the Description tab, locate the IPv4 Public IP for the WAF and take note of the address.

IPv4 Public IP 54.88.67.91

21. Open a new tab on your web browser and point it to PUBLIC IP address on the

management port of 8000. This will bring you to the home page of the WAF where there will
be a licensing agreement displayed.

[ Barmcuda Product Tarma X

Ll Barracuda

Yo Musl ACcept (e Barmacada Product Tenms Below o Configane Your Barmacuda vimaal
Appitano=

IF WU LIVE IN THE UNITED STATES, THIS AGREEMENT CONTAINS A BINDING
GREITRATION CLAUSE AND CLASS ACTION WAIVER FFECTS YOUR RIGHTS ABOUT WOM
T0 RESOLVE &MY DISPUTE WITH BARRACUDS, PLEASE READ IT CAREFULLY

If the VM has just booted there may be a note that the VM is provisioning. This is normal
and takes a few minutes to complete.

22. Scroll down to the bottom of the webpage and click Accept.

11 Barracuda

Thank poesl You Wil be sedirecied shorlly a5 the system B starting up

23. Once the system starts the login page will appear. Once this page has loaded move on to the
next step leaving the tab here.

| f Barracuda | Web Application Firewall

P &K v admirisieaior kgin and peaceewond

Username

Password
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Task 4: Provision Ubuntu Server with the DVWA Application

1. From the AWS console click Instances, then click Launch Instance.

I Launch Instance

2. Scroll down and select the Ubuntu Server 14.04 LTS (HVM) AMI to deploy as your Web
Server for the DVWA.

® Ubuntu Server 14.04 LTS {HVM), SSD Velume Type - ami-49c0205f

Ubuntu Server 14.04 LTS (HVM). EBS General Purpose (550) Volume Type. Support available from G-t
Canonical (hitp:/fwww.ubuntu_comicloud'services)

Fool devics type: ebs Vitealization type: Fem

3. At Step 2: Chose an Instance Type, select t2.small size for the VM. Then click Next:
Configure Instance Details.

Step 2: Choose an Instance Type

Armacon EC2 provides a wide s=iecion of instance lypes opfimized fo IR diflerent use cases. Insiances ars virlual servers Fat can nun applications. They have vanying ~

combinations of CPU, memory, siorage, and ngteurkeng capacily, and give you the Sigshiity 10 choosa the appropriale mis; of res0WTes 1of your appications, Leam mon

abour! instance ypes and how they cam mesl your compuling needs

Filter by: Al nstance types  ~ ‘Curnend generation ~  ShowiHide Columins

Caiffenlly delected: 12 Sl (Vadable ECLUS, 1 CPUE, 2.5 GHE Inlel Keon Family. 2 B memaiy, EBRS 6hky
e . = Maimoiy Instanie oo g EBE Optimizad Hutwoik Pk
: L = e ey i : Availabia (10 " | Perosmance (5] ;"‘I“'” .
General puipose T nana i 0s B85 aniy - i i Mderaie Yes
- 12 miCre
S T : i 1 ERBS anly Low o Moderals Yes
[ Free ver ehgiee |

E General puiposs t2 smal i F] E2S only - Low b Moderae w5
General pupose 12 i 2 ' EBS anly L I Moderaie e
General puiposs 2 large 2 ] EZ3 anly - Low bo Moderaie Yes
General purpose 12 wlage 4 16 B85S anly - WIS ¥eg
GEMEral [UIpOsE 12 Zxlange B az E235 anly Wioderate Yes
General purpose i e 2 ] B35 only s [RES Yas
GEneral s md xlange 4 15 EBS anly e agh e
General puipose e Falange B ki E23 only es High Wies

-
General pupase M dxkares % 6l EBS aniy Yo kg ™
Cancel  Prvioes = I Next: Conligurs Instarcs Details

4. On Step 3: Configure Instance Details, complete the screen using these details wherever
details are not provided leave the defaults, move on to the next step without clicking Next.
o Subnet - apps
o Primary IP-10.0.1.50
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Step 3: Configure Instance Details

Network (] vpc-15b6f673 | BamracudaWAFLab * O Create new VPC
Subnet (| [sur}ner-gd'1c3fcf| apps | 115-935[4& v Create new subnet
250 |P Addresses available
Auto-assign Public IP ([ Use subnet setting (Disable) T
LAM role i Mone L c Craate new AN rols
Shutdown behavior (| Stop v
Enable termination protection (| Pratect against accidental termination
Monitoring (| Enable CloudWatch detailed monitoring

Additional charges apply.

Tenancy [ Shared - Run a shared hardware instance v
Additional charges will apply for dedicated tenancy.

« Metwork interfaces i

Device  MNetwork Interface Subnet Primary IP Secondary IP addresses
ethi) Mew network interface * | | subnet-841c3fof ( B Add B

5. Again, on Step 3: Configure Instance Details, scroll down and click the Advanced
Details tab. Copy this script text into the User Data box:
o #!/bin/bash
o wget https://opsgilityweb.blob.core.windows.net/20170304-barracudaw
af/dvwa.sh
o bash dvwa.sh
Make sure that when pasting from the work document you could get spacing issues.
The script is only 3 lines, so check the spacing or the VM won't provision properly.
6. Click Next: Add Storage.

Mext: Add Storage \

7. On the Step 4: Add Storage screen, accept the defaults and click Next: Add Tags.

Next: Add Tags

8. On the Step 5: Add Tags screen, accept the defaults and click Next: Configure Security
Groups.

Next: Configure Security Group

9. On Step 6: Configure Security Group, name it DVWA, click Add Rule, and add a
rule for HTTP Port 80.
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Step 6: Configure Security Group

A BBCUNTY Group 15 8 sel of Tewall rubkes Mat control M MEMC for your mstance. On This page, you can aad ndes 10 abow speciic Wamc to reach your nGtance. For exampie. it you want i sel up)
& weh server and aliow Intemet raffc ti reach your inslance. add niles hat alow urresincied acoess 1o the HTTP and HTTPS ports. 'You £an create a new security group of select from an
exisling one below. Leam more about Amazon EC2 seouily groups

AsSign a secianty group: B CIeEe B new Secunly groug

Selec] an existing secunly group

SeCurity group name: DR

Dascription; This rule is used by the Damn Vanerabie Web Applcabion (DA | hllpoihilp dw
Type (i Progocal (| Port Rangs (i Source ||
58H Ll TGP 22 Custom #0000 a
HTTP ¥ ToP | B | Cugiom v | |0L0LD0, 4 | <]

Acd Rule

10. Click Review and Launch.

Review and Launch

11. On Step 7: Review Instance Launch, click Launch.

Step 7: Review Instance Launch
Please rewiew your instance launch detais. You Gan go back o edil changes for each sedion. Click Launch o assign a key pain 1o your instance and compiele the unch process -
M Improve your instances' security, Your security growup, DVWA, IS open 1o the world
¥our nstances may be accessible from any 1P address We necomimsned Shat you spcabe your security group naes 10 alow acoess from Known IP adonesses only
¥ou can akso open adeiional ports In your securty group 1o taditale access 1o he applcalion of SEnVce You'te Funning. 9., HTTP (BO) for web servers. EdR security gioups
x
A Your instance configuration is not eligible for the free usage tier
To Baunch an instance thal's elgitie for the free usage ber, check your AMI seiecion, mstance type, confliguration aplions, or slorage devices. Learn more aboul bee usage
lier elgibiity & usage resirclion
T A P TR
* AMI Dotails Edlit Al
B Unurtu Server 14.04 LTS (HVM), S50 Velume Type - ami-49:92950
Libynity Server 1404 LTS (HVWM), EBS Ganersl Purposs (S50 Volumes Typs. Support availsbls from Canonical (hp Swwe pbuniy comicloud'senices)
Real Dwrvios Typss #b4  Wiisakoaman fepe: b
= |nstance Type Edil instance ype
Inktance Type ECUs =t Memony (Gill) Ingtance Sorage (GE) ElS-Dptemined Available Network Perfarmance
2 smal vanabig 1 z EBS only Low to Moderaie
+ Security Groups Edil sacurity groups
Security group name AR,
Dascription This rule i5 used by fhe Damn Wuinerabie Web Apphcation {DVWA) Tp:hHp: fww dvwa o uk!
Typa (i Protocol | § Port Range | § Source || —
N |

12. Select your AWS key pair, and click Launch Instances.
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Select an existing key pair or create a new key pair x

A key pair consists of a2 publie key that AWS stores, and a private key file that you store. Together, they
allow you to connect 1o your instance securely. For Windows AMIS, the private key file is required 1o
obtain the password used 1o log into your instance. For Linux AMIS, the privale key file allows you 1o
securely S5H inlo your instance

Moter The selecied key pair will be added to the set of keys authonzed for this msiance. Learn maore
aboutl removing existing Key pairs from a public AM

Choose an existing key pair v
Select a key pair
AWSKEY "

knowiedge that | have access 1o the selected private key file (AWSKEY.pem), and that
thout this file, | won't be able to log nto my nstance

Cancel Launch Instances

13. After a few minutes (maybe 10), check back on the EC2 Console and now both the WAF and the
DVWA server should show as running. You can add names to the instances to make it easier to
identify the VMs. The T2.small is the DVWA and the M3.Medium is the WAF.

DWWWA, i-0069c029edfaled t2.smal us-gast-1a & running & 22 checks ...

B BaracudaWAF  i-054e125eB97011104  m3.medium us-gast-1a & running & 22 checks ...

Summary:

In this exercise, the AWS Console was to implement the infrastructure that will be leveraged for the
rest of the exercises. This included creating the Virtual Private Cloud (VPC), provisioning the
Barracuda WAF, the Elastic Load Balancer (ELB), and the Ubuntu server.

Exercise 2: Configure the Barracuda WAF Virtual Appliance and the DVWA
Application

In this exercise, the Barracuda WAF Appliance and the DVWA Services will be configured. First the
WAF will be configured to connect to the DVWA. Once this is completed then a connection to DVWA
server will be made and the configuration will be completed. After this is finished the end to end setup
will be complete allowing for simulated attacks in the next exercise.

Task 1: Configure the WAF Appliance

1. Move back to the tab that contained the login page or if this has been closed open it backup
and connect to the WAF.
2. Use the following login information:
o Username - admin
o Password - Instance ID of your Barracuda WAF Instance in Amazon Web Services.
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Services ~  Resource Groups ~

EC2 Dashbaard
Evanits
Tags
Flesnoits
Limes
I-
| instances:

" Ry Gl

uda | Wab Application Firewall

3. Once logged in, you will be directed to the Dashboard page of the Barracuda Web Application
Firewall.

sl Wrbs Bpplcalive. ey

i 2 0 O heesosdsf-elb- WTEETTST ur-sst- 1 eh prvagorons. com L} f ¥ W [ ] Y .

if Baracie | Web Applicaion Firewall

BOCEEE CDHTROL ALFRAZED

Dk

| ‘1 “Wamingr Plasas s ywour Detasl Domain under P Comfiguration

Aiack Origins Lesiey = | O wen [l Performonce Stasstics He

L

o o]

PO INE

4. Go to BASIC > IP Configuration.
5. Review the networking configuration and take note of the IP address assigned to the WAF by

AWS.
WAN IP Configuration
Pud Address 10.0.0.67
Pvd Subnet Mask: 255255 2550
Pva Default Gateway: 10.0.0.1

6. Update the Default Host Name barracudawaf which is the name you gave the VM when you
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provisioned in the AWS Portal.

Domain Configuration

Default Host Mame: barracudawaf

oot i rommre o m

Default Domain:

Example

The Host Name is used in reporting, and is displayed in alerts, notifications and messages
sent by the Barracuda Web Application Firewall.
7. Click Save.

Sawv ~Cancel

An error will be displayed about a Default Domain not configured. For this lab, this can be
ignored. In production, the domain should be matched to that of the certificates being
used for the SSL configuration.

Task 2: Create a Web Service to Publish the DVWA Application

1. Log into the Barracuda Networks device.
o User - admin
o Password - [InstancelID]

2. Go to BASIC > Services.

Ve | Web Application Firewall

WEESITES ACCESS CONTROL ADVANCED

Default Security IP Configuration Administration

3. Go to ADD NEW SERVICE, update the fields, and then click Add.
o Service Name - DVWA
o Type - HTTP
o Virtual IP Address - IP address assigned to the WAF by AWS.
o Port - 80
o Real Servers - 10.0.1.50 (This is the address you assigned to the DVWA Server)
o Create Group - No
o Service Groups - default

Add New Service
Senvice Mame Tﬂ'IE Wirtual IP Address Part Real Servers
DA -
)
Create Group Senice Groups
Yas W - Ad
G i
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4. After about 15 seconds the firewall will update and the Services pane will now look like below:

Filter  Service Name = Search Emarch
Nane Status  Hostname IP Address  Port  Interface Demain URL Type Mode  Policy Add
@ dedault
- . defaiilt
h ‘ A ¥ 10.0.0067 BO WAN HTTF Passive default Sarcer Rule
B sever_inois0 ¥ 100150 80

5. Open a new tab on the web browser and point it at the DNS name of the Elastic Load Balancer.
This should be in the text file that you saved, or can be found on the ELB in the AWS Console.
The DVWA server should load with the traffic flowing through the ELB and if the DVWA folder is
on the server then it is installed.

If for some reason this webpage doesn't load make sure that you have entered the
correct IP address for the barracudawaf and the DVWA web server. Another
troubleshooting step if the DVWA is not coming up is to review the NAT Gateway
configuration. The NAT Gateway must be deployed into the www subnet and the routing
table for the apps subnet must point 0.0.0.0/0 to the NAT Gateway instance.

__“I Index of / 4
&« ' | (@ barracudawaf-elb-1474027757 us-east-1.elb.amazonaws.com
Index of /

—

Name Last modified Size Description

Shows that
ﬁ DVWA zip 2017-03-07 01:45 1.2M D‘u'“uw'l‘.l'sﬁ

CIDVWA/  2017-03-0407:18 - < e—— installed

Apache/2.4.7 (Ubunru) Server ar barracudavaf-elb-1474027757 us-eqst-1.elb. amazonaws.com Porr 80

Task 3: Configure the Damn Vulnerable Web App

1. From the connection to the DVWA server through the ELB, click the DVWA link to attach to
DVWA and complete its configuration.
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[ Index of f *

&« & % | (D barracudawaf-elb-1474027757 us-east-1.elb.amazonaws.com

Index of /

Name Last modified Size Description

.h. DVWA. zip 2017-03-07 01:45 1.2M

= "W 2 T-03- T -
]'ﬂ‘-ﬁ..‘k 2017-03-04 07:18

Apache2.4.7 (Ubuntu) Server af barracudowaf-elb-1474027 757 us-east-1.elb. amazonaws.com Port 80

2. This will load the DVWA web application and bring up the Database Setup page.

B s=tup : Damn vulnerabl =

= O 1 @ barracudawaf-elb- 1474027757 us-rast- 1 elb.amazanaws.com/ DV setup ph

| Database Setup

Instructions Click o the ‘Create / Resel Dalabase” bulton below to creale of resel your database,
If you gel an armar make sure you have the carrect user credentials in
Abaut Ivarhwwnaitml! DVWAIconfigleonfig.ine.php

Il the dalabase already exists, it will be cleared and the data will be resat
‘fou can also use this fo reset the administrator credentials (“sdmin [ password®) al any stage.

Setup Check

Oparating system: *nix
Backend database: MySaL
PHP wersion: 5.5.9-Tubuntud. 21

Web Server SERVER_NAME: barracudawal-elb-1474027757 us-sast-1_elb.amazonaws, com

3. Scroll down and click Create / Reset Database. You will briefly see an update that the
database was created and then be redirected to a login page.

| I Create / Reset Database %”

4. Once at the login page use the following login information to test the application.
o Username - admin
o Password - password

Deploy and Secure an Internet Facing Application with the Barracuda Web Application Firewall in 28/39
Amazon Web Services



https://campus.barracuda.com/doc/70586316/
https://campus.barracuda.com/doc/70586316/

Barracuda Web Application Firewall llBarracuda@

Your journey, secured.

DVWA

Usermame

admin

Password

sesssnnel &
Login

This will bring you to the home page of the DVWA page. This means that the application has

been setup properly.

(Home | Welcome to Damn Vulnerable Web Application!

s ir oo | Damn Vidnemble Web Applcation [DVWA) is a PHP/Mw20L web application that is daren winemble. s main
goal & o ba an akd lor secrlly prokessionals o test Teir shdlk and fooks in a legal eedonmant. heldp web
Setup | Reset DB devsloperns betier undersiand the processes of secwing web spplications and o aid both students & teachen o
leasn about wab apphcation secwrity in & controlled class mom ensimnment
; The aim of DVWA Is to practice some of the most common web valnerabdlity, with various difflca ity
mw | levala, wilth a simple straightiereand inledacs
LCSRF
File Inchusion -
| General Instructions
Fila Uplaad
It i up b The user how thay approach VWA, Either by warking Hicugh evary medule at & Sxed keal, or
Isecure CAPTCHA selecting any module and working up 1o reach the highes! level they can before moving onlo the neodt one. Thee
501 Injeciicn | Is not a oijact to comphate a moduls; howsver users should feel thal ey have successiully axplofied the
aysiam as Beal & they possible could by weing that particaar valnesabiily
SGL Injection (Bilind)
X55 ReMecisd) | Plests note, there sre bath documented and undocumented vulnerability with this softwane. Thes is

imlentional. You are encouraged o try and discower as many issues as prssible

XS5 [Saored)
DAV, allso inchodes a 'Web Applcation Firewall {WAF), PHIPIDS, which can be enabled at any stage to further
incrnase the dificuty. This will demonsiata how adding another Liyer of security may ok canan malicious

DOWWA Sacurity aclions. Mole, these are also vaviows public methods al bypassing these molections (so this can be see an as
axtanskon for mom advance usersp

PHP lnfa |

Absoud Thara ks a halp button at the botiom of aach page, which allows you ta Waw hints & tips for that wiinarabiiey

Thisie aie alan additional links lor Riithes backgrownd rasding, wiich imlalas o Thil ecuily isues
logout |
WARNING!

Damn Vildnambls Web Appzation i demn ailnerabiel Do not uplead it 80 your bosting providars pubdic
himil folder or any Interned h:lng sarvars, as they wil ba compromised. It i= recommend wsing a vitual
maching (such as | which Is sat to AT natworking mode. Inskde a guest maching, you
can downleading and Fsiall L Ilw wab geivei and dalabase

5. Click Logout.
|Lugoul # |

Summary:

In this exercise, the Barracuda WAF appliance and the DVWA services were configured. The WAF was
configured to connect to the DVWA, and then the DVWA application configuration was completed.
This completed the necessary steps to allow for an end to end setup allowing for simulated attacks in
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the next exercise.

Exercise 3: Simulate Attacks and Secure the Environment using the WAF

In this exercise, attacks will be simulated against a website using the DVWA application. Using the
tools of the WAF, fixes will be applied to avoid these attacks in the future.

Task 1: Command Injection Attack

1. Open a new tab on your local web browser and navigate to the public IP address of the ELB. The
example here is at http://BarracudaWAF-ELB-1474027757.us-
east-1.elb.amazonaws.com/DVWA (DVWA is case sensitive). This will load the DVWA application
as published via the Barracuda Web Application Firewall.

If the address to the ELB is entered into the browser, then simply click the DVWA folder to
load the application.

2. The login page of the DVWA website will appear. Use these credentials:

o Username - admin
o Password - password

DWA)

Password

Lagi.ED

3. The home page for DVWA will appeér in the browser window.
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Welcome to Damn Vulnerable Web Application!
Insbnsctions. Camn Yunerabie ek Application (DVWA) s a PHPMySOL web application that is damn vulnerable. Bs main
goal ks 2 be an aid for security professionals o test their skills and teals in a legal envdrenmant, help web
Selup | Resat DB davilopars betber enderstand v processes of securing web applications and o aid both shedenis & teachers io
Iaam abo web: applcation security in a controlled Class om snvirenmeEnt
Brute Force Thee @i of DVVWA s bo praciics somv of the most common web vulssrabalicg, with varous difficultly kvels
= - with & simgly sy Eghtiorwand intelacs
CSRF .
S — General Instructions
Filie Lpsosd It b5 up to Thie wsar how they approach DAWA. Effer by working through every modubs at & fxed level, or
sebicting any modubs and working up 1o mach the highast lavel they can Balore moving onio e nast one. Thare
insecure CAPTCHA i ot @ Teond olgect b compleia & modile. hawesar ussrs slidd Tesd thal Ty have secosielly aaplolad the
ayaiim a8 besl an ey pecisible could by waing thal paiculs vlneabilin
SOL mpection
Plaass nole_ theie are both doc i anc dod vilnesability with This solteam. This i
SAL ijection (Glind) intenfional. You se encouraged o by and dizcover as many Bsues s possibls
55 [Reflected) CAPWA alen includes 3 Web Application Firewall (WAF), PHPIDS, which can be enabled &1 amy =tage 1o further
A58 [Spored) increasa the difficulty. This wil demenstrate how adding ancther layer of security may biock certain malidous
actons. Mote, thore are alss varlus public methods ot bypassing these protections (5o this can be soo o as
@xteralon for mare advanco users )
OWWA Sacurity
Thern ks a help lbusion at the bomem of each page, which alkws you bo view hints £ dps for St vuinarabilty
PHF Inlc Ther arn alen additonal links o further background reading, which ralates 1o that security issue
Akt
WARNING!
Lesgina
Damn Yuinerable Web Application s damn sulnesablel Do mot wpload it o your kosting provider’s public
Bitml fobder or sy Internet lar.-ng servars, as thay will be compromisad. i is recommand using a vidua
maching (such as 1. which b5 se 1o MAT rsbworking moda. Inside a guast maching, yau
can dewnloading and install far e wals sirver and databass

4. Once on the home page click on the Command Injection link. Next, type 8.8.8.8 (this is the

Google DNS server IP address), in the Enter an IP address box, and click Submit.

Vulnerability: Command Injection

Ping a device

Enter an IP address

18.88.8 x

Suhan'%-

The page will take 10 seconds or so to run and the provide the following output.

PING 8.8.8.8 (8.8.8.8) 56({84) bytes of data
-—— 8.8.8.8 ping stAatisticsy —-—-
4 packets transmitted, 0 receiwved, 100% packet loss, time 3009ma

5. Now move back to the browser tab for the WAF and go to BASIC > Web Firewall Logs.

| f Bartacuda | Web Application Firewall

. SECURITY POLICIES WEBSITES ACCESS CONTROL ADVANCED
Dashboard Services Drefault Security Certrficates IP Configuration Administrabon Web Firewall Logs
Reports Online Help Search %
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6. On the Web Firewall Logs page, update the filter with the following details, and then

click Apply Filter.
o Service IP
o is equal to

o IP address of the WAF

Web Firewall Logs

Semvice IP -

is equal to

=« [|10.0.0.67

+ Apply Filter

7. Notice how the WAF has alerted at the attack.

Highlighting the red arrow will show the severity alert.

Evant Datals Chart Catlals Attack Details Actons
URL DA Avuinerabiiliesiens m
Service IP:Port 100008780 Chent @ 10.0.0.217 Adiack Mame Python PHP Afiack in URL Fix Deiails
Service Mame  dvwa Country  [7] I Atiack DefEil  type="python-phe-altacks-medir
Progog HTTP Kd=thod POET Rule sacurity-policy
LRL CANANUInerabililesexs
Time  1kZ54T 645 Service IP:Por  100000.67:80 Chank B 10.0.0.217 Afiack Mame  Cookie Tampansd Fie Dalail
Date 20170308 Serdoe Mama  dvwa Caunt [7] 20 2 Oetall Cookie="curremiPage” Reasor=™
I 15aabcaraid-Pecddos P HTTP L POST R globa
T 0 DA Inarabiiesem
Timi 1% 54T 645 Serdice IP;Por 10006780 nt @ 10.0.0.217 Aftack Mame Cookie Tampenesd Fix Details
Dt 2047-03-06 Sardon Mame  ywa Gaunlr |T Zi slail  Cookie="FHPSESSID® Reagon="
[s 1 BaalcoSid-Maoddol Protooo HTTF Serihod POST Hule global
Lol LOGGED URL DvVivAvuIneabiitesexs
Time  16:06:18.407 Sersice IP:Pori  10.0.0.6T:80 Clent i 10.0.0:217 Attack Ma 0% Command injsction in WRL  Fix  Details
Dabe  2007-03-06 Servioe Hames  dvwa Cauniry E 71 Aflack Delall  ype="osCommandsingction” pab
[&: 15aafbb5 aT-Mecddell  Protoca HTTE Mderthod POST Rule security=palcy

8. Click Save Filter, this will open a new window. Type myfilter into the Filter Name box, and
then click Save.

i Web Application Firewall: Save Filter - Google Chrome - O *,

(D barracudawaf-elb-1474027757 us-east-1.elb.amazonaws.com:8000/cgi-mod/indexcg

[
T

Fliter Narme:

' cancel |

myyfiltar

T

9. Find the last logged with the attack name OS Command Injection in URL, and click Fix.

e Eveni Dt ol Dol Adack Detais Ao

P LoaceD | UR AW neraLilTag A ta “
Time  1H0DE18407 Serdioe IP:Port  10,0.0.67:80 Cli=nt IP 1000217 Aftad) 'kl.'lrr\:I 05 Cammand lnjection in URLI tais
Dafte 207-03-05 Serdos Mame v Courtny El el Allack Delail - Type=o-tafmmand-Fection” pan
[&] 15aatbnSiaT-Mecddol  Proocol HTTP Mithiod POET Fude aecunly-paicy

10. This will open a Policy Fix window. Read the details and then click Apply Fix.
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i We

(@ barracudawaf-elb-1474027757 us-east-1.elb.amazonaws.com:8000/cgi-mod/index.cgifpassword=d7

Q5 Command Injection in URL

The URL contained fexec! which is a 05 Command Injection pattern. This is a Blocked Attack type that is
enabled in the Default URL Protection of the correspanding Security Policy, or in the Blocked Attack type List of
the matching URL Profile.

Recommended Fix

Modify the "dafaull® security palicy on the SECURITY POLICIES = URL Proteclion page by adding c-language-

function-substrings to the "Exception Pattems"” list

Close Window ho
-

The windoW will update showing that the policy has been updated.
11. Click Close Window.
& Web Application Firew:

[ barracudawaf-elb-1474027757 us-east-1.elb.amazonaws.com:2000/cgi-mod/index.cgi

Policy Fix

08 Command Injection in URL

The URL contained /exec’ which is a OS Command Injection pattern. This is a Blocked Attack type that is
enabled in the Default URL Protection of the corresponding Security Policy, or in the Blocked Attack type List of

the matching URL Profile.

Policy Fixed. J

Ciose Window [N?

12. Move back to the DVWA application and again launch the command injection attack by
entering 8.8.8.8 in the Ping a Device tool.

13. Once this is completed move back to the WAF tab and click Apply Filter. Notice that you no
longer see the Attack Name OS Command Injection in URL, in the logs.

14. Go to Basic > Dashboard.
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L( Barracuda | Web Application Firewall

SECURITY POLICIES WEBSITES ACCESS CONTROL
_Services Default Security Cerfificates IP Configu
Reports & Online Help Search

15. Once at the Dashboard, scroll down to the Attacks graphs. Change the time to Last Hour. It
should then resemble the following showing attacks that you have made against the site.
You may have to change the time from Last Day to Last Hour to see the results.

Attacks LastHour ~ | @™ | €3 | Help

|

5 Session Tamper Attacks
18:26
2 attacks

Live

of altacks

no

1627

K
18:42
1B G e——
—
2
—

18:32
18:47
1002
1!: i7
19:22

16:37
16:53

e Allacks Sassion Tamper Allacks Pralocol Wiclations
Forcedul Browsing Ingeschican Aftacks X355 Injeclions
XML Wiclations S0L Attacks FILE Aftacks
Auth Altacks DiloS Attacks Limits. Violetion
Outbound Altacks JSON Viclations

16. Move back to the DVWA application in your browser. Click through some of the other attacks.
Once this is completed move on to the next task.

Task 2: Using Reporting

1. On the BarracudaWAF management screen, click Reports.

L& Bamacuda | Web Application Firewall

BASIC SECURITY POLICIES WEBSITES ACCESS CONTROL ADVANCED
ashboard —farvintt—— Default Security Certificates IP* Configuration Adminsiration
| otific ations Reports Oniine Help Search

2. In Report Options section, change the Time Frame to Today.
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Report Options

Time Frame Today -

3. Scroll down to the Security section, select the checkbox next to Attacks by Category, and
then click Show Report.

|« | Attacks by Category Show Report

5. In the drill down section, click on the different areas to better understand the information
behind the report. Select Clients or Time.

il s s

6. Close the report by hitting the X at the top of the window.
7. Locate the Top Attacked URLs in the Security section, select the checkbox, and then click
Show Report.
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Aftacks by Category Show Report
Attacks By Services Show Report

Attack by Hour Show Report

Altack by Day Show Report

Top Attacking Clients Show Report

| Top Attacked Domains Show Report
Top Attacked URLs Show Report

8. Review the report and mouse over the charts to see the URLs.

: Top Attacked URLY

i LTI D Tris repan Sk top sk URLS based 6
Mt Rangs: F0T-0-20 D00 - 2007033 0000 Ty Ml
Gemeraled on 20074421 190845

Top Anscked URLs

e
e
B
il
ey
.
]
-
-

LaTatifare 21

10085
10080 S1PRDIDRARFT
o N & 1 1 1 14 1
TRy
Top Amacked URLS Count Dol oreen”
b ait- 1 ERE0RD 20 pa-sast-1 8l e TAWVIA) 1 Calgory  Tirse

D it 19 555 DA 20 -t 1 4D aaa DAV DOInuBhe t Cakejery T

baracudmani-aib- 14585 D2 10 un-sad- 1 @ smacoe T FoLirem e bl e 1 Calsgony Tirss

DT TR b 105 550 DD 20 1t 1.0 b Brane DWW v BRTIlogn 08 T ooy Tiee
BT B i i 15 S5 DL 10 1l 1 I il T WA el e WM G P ¥ [T i
barrandanay Haib- 18 S0E DR 70 vy-sad- 1 8 amaco TAWA Savicon ios T Casgory Tire
DT DA 210 15 555 D8 1D LS- it 1.0 D BPE A Oon K0 2 Cawgony T
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