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Overview
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Be sure to read about License Definitions for the Barracuda Email Protection portfolio.

Impersonation Protection is a comprehensive artificial intelligence (Al) solution for real-time spear

phishing and cyber fraud defense. It is delivered as a cloud service. Impersonation Protection uses
artificial intelligence to protect people, businesses, and brands from spear phishing, impersonation
attempts, business email compromise (BEC), and cyber fraud.

The main components of Impersonation Protection include:

e A multi-layer Al engine that detects and blocks spear phishing attacks in real time and identifies
which employees are at highest risk of spear phishing

¢ Ability to detect account takeover attempts and block email attacks launched from
compromised accounts.

Deployment has no impact on network performance, email delivery, or user

experience. Impersonation Protection connects directly to communications platforms via API, and
works alongside existing email security solutions, including native Microsoft 365 or any other email
security solutions. Impersonation Protection is available today for Microsoft 365 users.

Reporting a Missed Attack

If an attack email gets through, refer to Reporting a Missed Attack.

For additional information, refer to the following resources:

¢ Impersonation Protection Product Page
e Spear Phishing and Cyber Fraud Blog
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