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Configuring an SMTP Journal Account for Microsoft Exchange 2003
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This article refers to Microsoft Exchange Server 2003.

As of April 8, 2014, Microsoft no longer issues security updates for Exchange Server 2003.
Without security updates, Barracuda Message Archiver can no longer support Exchange Server
2003. For migration details, refer to the Microsoft TechNet article Time to Move from exchange
2003.

Stubbing and Microsoft Exchange Import

For stubbing and Microsoft Exchange imports initiated via the Barracuda Message Archiver web
interface, there is a 100MB limit on file import.

Before Getting Started

Read this entire section before proceeding with configuration.

e Journaled mail can be sent to the Message Archiver via SMTP or "push journaling", or
journaled mail can remain in the journal mailbox and retrieved via POP3/IMAP or "pull
journaling". If you are unable to create an additional mail store, use POP3 or IMAP to "pull"
mail content to the Barracuda Message Archiver, contact Barracuda Networks Technical
Support.

e To use push journaling, you must create a dedicated mailbox store for the envelope
journaling mailbox, otherwise mail arriving in the mailbox results in unwanted mail loops.

e Microsoft recommends placing the Exchange Mailbox Store containing the journaling
mailbox on a drive that does not hold user mailboxes.

e Exchange cannot fully journal the following:

o Posts to public folders - Journaling cannot be enabled on public folder stores.

o Expansion of external distribution lists - While actual message content sent to
or from internal and external distribution lists can be journaled, only an internal
distribution list can be fully expanded and included in the envelope journaling data.
Membership information for a distribution list that is external to your Exchange
organization cannot be expanded and therefore cannot be included in the envelope
information even if individual members on the list are in your Exchange server.

To fully utilize envelope journaling, you must complete the following steps on the Microsoft Exchange
Server 2003:
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e Step 1: Create a Mailbox Store for the Journaling Mailbox - Define a dedicated mailbox store for
the envelope journaling mailbox, otherwise mail arriving in the mailbox results in unwanted mail
loops.

e Step 2: Create Remote Domain - Create a new remote domain.

e Step 3: Set Up Message Routing for the Journal Contact - Define message routing to route
journal contact via a dedicated SMTP connector.

e Step 4: Create a Journal Account Mailbox - Create a Journal account mailbox.

e Step 5: Create a Custom SMTP Recipient - Define an SMTP address in your Active Directory; this
address serves as the delivery address for journaled messages.

e Step 6: Hide Mail Contact in Exchange Global Address List, Modify SMTP Addresses, and Enable
Server-Side Mailbox Forwarding - Set up a server-side rule to forward all journaled messages to
the custom SMTP recipient mailbox.

e Step 7: Modify Journal Mail Contact - Hide the Journal Mailbox from the Exchange Server
address lists to maintain the mailbox store for envelope journaling only.

e Step 8: Enable Envelope Journaling on Exchange - Enable envelope journaling on Exchange to
deliver messages using an envelope message containing a journal report with the original
message as an attachment.

e Step 9: Configure Exchange Mailbox Management - Define an Outlook rule to automatically
delete archived messages forwarded to the Barracuda Message Archiver from the local mailbox
store to reduce storage "bloat".

e Step 10. Verify Journaling is Functioning as Expected - Verify your set up is complete.

Important

e To ensure messages display properly in all standard mail clients, save messages in
Multipurpose Internet Mail Extensions (MIME) multipart format.

e It is possible to send messages and other Exchange data directly from the mailbox
database to an archive over SMTP using Microsoft Outlook server-side rules or Active
Directory Users and Computers (ADUC) Exchange Properties. However, messages sent
based on these settings do not include envelope information.

e Envelope data is encapsulated with a message only after the message is delivered to the
journaling mailbox. In other words, if a message is forwarded directly via SMTP, envelope
data is not included. Therefore, it is highly recommended that all forwarding to the
Barracuda Message Archiver occur from the journaling mailbox in order to retain data
(including ‘Bcc’ recipients and a fully expanded distribution list) to ensure your archive
complies with eDiscovery standards.

Step 1. Create Mailbox Store for Journaling Mailbox

Use the following steps to add a new mailbox store on your Exchange Server.

la. Go to Programs > Microsoft Exchange > System Manager to launch the Exchange System
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Manager (ESM) console, expand your servers, and navigate to the server where you want to add the
mailbox store.

1b. Right-click First Storage Group, point to New, and click Mailbox Store:

*' Exchange System Manager !EI
!11 File  Action Wew  Window  Help _|ﬁ’|£|
&= LM XERDR| @ E
ﬁtj First Organization [Exchange) First Storage Group
-3 Global Settings
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18 Queuss \&5Public Folder Store (ICON)
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-3 Prokoc Celete
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|:|,___| Tools Refresh
[+-{_j Folders Expart List...
Froperties
Help

Creates a new item in this conkainer., |

1c. In the Properties dialog box, click the General tab. In the Name field, type: Non-Journaled
Mailstore
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Propertes @K

General | Datahasel Lirnitz I FuII-Te:-:tInde:-:ingi Detailsi F'n:nlin::iesl

= 4 i
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Default public store;
|..."~ ICOMAFirst Storage GrouphPublic Folder Store Browse. .

Offline address list;
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[ Archive all messages sent or received by mailboxes on this store

| Browse,.

:

¥ Clients support S/MIME signatures

™ Display plain text messages in a fised-sized font

] I Cancel Apply Help

1d. Click on the Database tab, and click Browse next to the Exchange database field:
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Mon-Journaled Mailstore Properties [ 2| |
Gener irnitz I FuII-Te:-:tInde:-:ingI Detailsl F'u:uliu:iesl

Erchange databasze;

|E:'xF'ru:ugram Fileg\E#cherersmdbdata'Mon-Journaled Mail

Exchange streaming databaze:

lt:'xF'n:ugram Filez'\E xchervrivmdbdata M on-J ournaled M ail Browsze. . |

Maintenance interval:

IHun daily from 1:00 Ak to 500 Akd j Customize... |

Time aof lazt full backup:

Time of lazt incremental backup:

[ Do not mount thiz store at start-up

[ This databaze can be ovensritten by a restore

k. I Catricel Apply | Help |

le. Browse to and select the default database location where you want to add the mailbox store, click
Apply, and then click OK. The mailbox store Non-Journaled Mailstore displays in the ESM. Right-
click Non-Journaled Mailstore, and click Mount Store:
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1f. Click Allow, and then click OK.

Step 2. Create Remote Domain

2a. In the ESM console, expand Global Settings, right-click Internet Message Formats, point to
New, and click Domain:
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2b. In the Properties dialog box, type Barracuda Message Archiver in the Name field, and in

the SMTP domain field, type bma.int
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Propertes @

General | Meszage Fu:urmatl .-’-'-.dvanu:edl Detailsl

— Mame: IBarra-:uu:Ia Meszzage Archiver

SMTF domain:

II:nma. inf

k. I Catricel Apply

Help

2c. Click Apply, click the Advanced tab, and in the Exchange rich-text format section, select
Never use. Click Allow automatic forward, and clear the other options:
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Barracuda Message Archvier Properties [ 2| |

Generall Meszage Format  Advanced |Details|

— Exchange rich-test farmat

™ Alwavs use

i pever uge

Determined by individual user settings

— Meszage test word wiap
% pever Luze

" Use at calumn; T

[ Allows out of office responses

[ allow automatic replies

Q'? Al automatic fu:urwaru:lj

llon delivery reports

[ allow non-delivery reports

™ Preserve sender's dizplay name on message

k. I Catricel Apply Help

2d. Click Apply, and click OK to save your changes, and close the dialog box.

Step 3. Set Up Message Routing for Journal Contact

Use the following steps to route messages specified for the Journal Contact on Microsoft Exchange
Server 2003.

3a. In the ESM, expand Connectors. For example, in the default view, the Connectors folder is
located at the top level, and in the Administrative Group Display, the folder is available under
Routing Groups:
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3b. Right-click Connectors, and click New > SMTP Connector. The SMTP Connector dialog box
displays. Click the General tab, and in the Name field type: Barracuda Message Archiver

3c. Select Forward all mail through this connector to the following smart hosts, and enter the
IP address of your Barracuda Message Archiver in the associated field enclosed in square brackets [ 1.

If you do not enclose the IP address in square brackets [ ], an error displays.

3d. Below the Local bridgehead section, click Add. Click on your SMTP virtual server instance,
and click OK; the SMTP Virtual Server is added:
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Propertes @

Addrezs Space I Connected Bouting Groups I Deliverny Restrictions

Content Restictions I Delivery Ophions I Advanced | Details
General

> M ame: Baracuda Meszage Archiver
ol o |

i |Uze DMS to route to each address space on thiz connectar

* ‘Forward all mail through this connectar b the Following smart hosts

[iP address of your Barracuda Message Archiver]

Local bridgeheads:

Sermver | Yirtual Server I
ICOM Default SMTP Yirtual Server
Add... Hemowve |

™ Do not allow public folder referals

k. I Canicel | Apply | Help |

3e. Click the Address Space tab, and click Add. In the Add Address Space dialog box, click SMTP:

Add Address Space |

Select an address type:

w400

M5

CChall

HOTES

EWISE

Other

=
k. I Cancel | Help I

3f. Click OK. The Internet Address Space Properties dialog box displays. In the E-mail domain
field, type: bma.int
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Internet Address Space Properties 7 x| |

General I

ﬁ SMTP

E-mal domain:  |bma.inf

Cost |1

[ ok | cocel | ey | Hep |

3g. Click Apply, and click OK to close the dialog box. The new address space displays in the Address
Space tab:
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Propertes @

Content B estictions I Deliveny Optiohz I Advanced | Detailz
eneral
Address Space I Connected Fouting Groups I Drelivery Restrictions

Create, modify, or remove an address space.

Type | Address | Cost |

brma.int

Add... Todify. . Bemowve

Connectar scope
% Entire organization

" Fouting group

[T Allow messages to be relayed to these domains

] Canicel Apply Help

3h. Click Apply, and click OK to close the Properties dialog box and save your changes.

Step 4. Create a Journal Account Mailbox

You must create a Journal Account Mailbox for a domain or OU as described in this step on the
Mailbox Store you created in Step 1. Create Mailbox Store for Journaling Mailbox.

4a. Go to Programs > Administrative Tools or Programs > Microsoft Exchange to launch the
Active Directory Users and Computers console, and connect to the non-journaled Mailbox Store
created in Step 1. Create Mailbox Store for Journaling Mailbox.

4b. Click on the domain or organization unit (OU) in which to create the Journal Account Mailbox.
Right-click in the right pane, and click New > User to bring up the New Object - User dialog box.
Enter the Journal User details:
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Mew Object - User |

g Create in:  your_demain.comi/Users

Firzt name: 1Ba:raeuda Initials: |

Last name: JJ ournal

Full name: 1B’anacuda Jourmnal

Uzer logon name:
lE Ma,_Archivel | @your_domain.com j

Uzer logon name [preafindows 2000F
I YOUR_DOMAIN |BHﬁ_Anc:hib.re

Mext » Cancel

4c. Click Next. Enter a password in the Password and Confirm password fields, clear User must
change password at next logon, and click Password never expires:

Mew Object - User E |

g Create in: vour_domain.com/Users
Pazzwaord: |----------
LConfirm paszword: |u“ Il

@LI zer must change pazsword at nest logon
[ User cannot change pazaword

@F‘aswurd NEVEl EXpIes
[ Account is dizabled

< Back I Hent » I Cancel

4d. Click OK in the warning dialog box, and then click Next; select Create an Exchange mailbox:
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Mew Object - User |

g Create i your_domain.com/Users

¥ Cieate an Exchange maibox

Alias:
IEMﬂ_ﬁ.rchival

Server
IFirst Organization/First Administrative Groups ICOM _'_1

b ailbox Store:;

First Storage Groupdnon-ournaled mailstare

< Back I Hewt > I Cancel

Verify the Server field points to your non-journaled mailstore location from Step 1. Create
Mailbox Store for Journaling Mailbox.

4e. Click Next, verify the entered information, and click Finish to create the user and close the dialog
box.

Step 5. Create a Custom SMTP Recipient

In this step you disable Microsoft MAPI Rich-Text Format (RTF).

5a. In the Active Directory Users and Computers console, click on the domain or organization unit
(OU) in which to create the custom SMTP recipient, point to New, and click Contact; the New Object
- Contact dialog box displays.

5b. Enter the name and display name for the custom SMTP recipient:

Configuring an SMTP Journal Account for Microsoft Exchange 2003 15/38



https://campus.barracuda.com/doc/71860645/

Barracuda Message Archiver llBarracud&

Your journey, secured.

Mew Object - Contact E |

== Create in:  your_domain.com/Users

FEirst name: IEM.&_J aurnal |nitials: I

Last name:; I
Full name: IEM.&_.J aurnal
Dizplay name; !Earracuda Joumal

5c. Click Next. Select Create an Exchange e-mail address, enter the email alias in the Alias field,
and click Modify.

5d. The New E-mail Address dialog box displays:

Mew E-mail Address HE

E-mail address type:

Custom Address ;j
» 400 Addiess
Microsoft Mail Address

SMTP Addiess

oo Mail Address

Lotus Motes Address
Movell Group'wise Address

=
|EIKII:ameI| Hsbl

5e. Click SMTP Address, and click OK; the Internet Address Properties dialog box displays. In the
General tab, type the external email address: BMA Journal@bma.int
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Internet Address Properties | 2| |

General I Advanced l

E-mail address; I BWMA_journal@bma.int

] 4 I Cancel Apply Help

5f. Click OK. In the New Object - Contact dialog box, click Next and verify the entered details. Click
Apply, and click Finish to create the contact and close the dialog box.

Step 6. Hide Mail Contact in Exchange Global Address List, Modify SMTP
Addresses, and Enable Server-Side Mailbox Forwarding

6a. In the Active Directory Users and Computers console, right-click on the user you created in Step
4. Create a Journal Account Mailbox, and click Properties:
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Barracuda Journal Properties E |

MemberOf | Diskin | Envionment | Sessions | Remote control
Temminal Services Profle | COM+ | Exchange General
E-maildddiesses | ExchangeFeatwes |  Ewchange Advanced

General | Address | Account | Profle | Telephanes | Organization

g Baracuda Joumnal

First name:

Last name: IJuwnal

Display name: |Banacuda Joumal
Dezcrphion: |

Office: |

E-mail: I BWMA_Archive@your_domain. com

Telephone number: Other. .
I Qe |
_ Other. |

web page: I Other. ..

6b. Click the Exchange Advanced tab, and select Hide from Exchange address lists:
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Member OF I Dial-ity I Ehiviranmment I Seszsions I Remote control
T erminal Services Profile | COR+ I Exchange General
General I Addrezs I Account I Frofile I Telephones I Crganization
E-mail Addrezzes I Exchange Features Exchange Advanced

Simple dizplay name:

ide from Exchange address lists

[ Downgrade high pricnity mail bound for 2 400

Wiew and maodify custom attributes

Custom Sttributes... |
Configure server and account information ILS Settings... |
for Internet locator zervice =
Wiews and modify permiszions to access Mailbos Bights... I
thiz mailbos =

Adrministrative Group: First Adminiztrative Group

k. I Canicel Apply Help

6c. Click the E-mail Address tab, remove all email addresses except the SMTP address, and clear
Automatically update e-mail addresses based on recipient policy:
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Barracuda Journal Properties [ 2| |

Member OF I Dial-ity I Ehiviranmment I Seszsions I Remote control
T erminal Services Profile | COR+ I Exchange General
General | Addrezs | Account I Frofile I Telephones I Crganization
E-mail Addresses | Exchange Features I Exchange Advanced

Each e-mail addrezs type haz one default reply addrezs. To change the
default, zelect an entry in the list, and then click Set &z Primary.

E-mail addrezzes:

Tupe | Address |
SHTP BMA_Archive@your_domain.com
=400 c=U5:a= ;p=First Organizati;o=Excha.._.

Mew... | Edit. || Eemove I Setdz Primary |

@utumatically update e-mail addrezzes bazed on recipient policy

Canicel | Apply | Help

6d. Click the Exchange General tab:
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Member OF | Dial-ity I Ehiviranment i Seszsions I Remote control
General I Addrezs I Account I Frofile I Telephones I Crgarization
E-mail &ddrezzez I Exchange Features | Exchange Advanced
Terminal Services Profile | COf+ Exchange General

Mailbox store:

lIEDNa’First Storage Groupdnon-jourmaled mailztare

Aliaz:
IEMﬁ_ﬂrchive

Set the marimum meszage size and specify

; ; Delivery Restrictions. .. |
the meszages accepted by thiz mailbo. o= :

Deszignate delegated permizzion: and a

: D elivery Optionz. .. |
fonwarding address. SVED R

Specify the mailbox warning and limit zizes

! Storage Limitz...
and how long to keep deleted items. e I

k. I Canicel Apply Help

6e. Click Delivery Options. In the Delivery Options dialog box, in the Forwarding address
section, select Delivery Messages to both forwarding address and mailbox, and click

Forward to:
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belvery ptions K|

—5Send on behalf

Grant this permizsion bo;

Add...
Hemove
+| |+
— Fonwarding addrezs
" Mone
* Fonward bo:
lB arracuda Journal kd cddify... |

v Deliver messages to both forwanding address and mailbos

—Recipient limits

& Lz default limit i~ b agimum recipients: |

k. I Cancel | Help |

6f. Click Modify to the right of the Forward to field. In the Enter the object name to select box,
type BMA Journal, and click Check Names:

select Recipient

Select thiz object type:

ILI ger or Other object Object Tupes. ..

Eronn thiz location:

IEntire Directany Locations...

Enter the object name to select [examples);
B Journal Check Mames

i

Advanced... | (] | Cancel |

i

6g. Click OK to close the Delivery Options dialog box. In the Exchange General tab, click Storage
Limits. In the Storage limits section, clear Use mailbox store defaults:
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Storagelits G|

— Starage limits

®Jse mailbox stare defaults

YWhen the mailbox size exceeds the indicated amaount;

—
—
—

[ lssue waming at [KE];
[ Prohibit zend at (KB
™ Prohibit send and receive at [KEB]:

—Deleted item retention

v Usze mailbox store defaulks

—

[T Do ot permanently delete iteme until the stare has been

Feep deleted ttems for [days]:

backed up
Ok I

Cancel | Help

6h. Click OK. Click Apply in the Properties dialog box, and then click OK to close the dialog.

Step 7. Modify Journal Mail Contact

7a. In the Active Directory Users and Computers console, right-click on the contact you created in
Step 5. Create a Custom SMTP Recipient, and click Properties.

7b. Click the E-mail Addresses tab, and remove all addresses except journaling@bma.int and
X400. Clear Automatically update e-mail addresses based on recipient policy:
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BMA_Journal Properties E |

Genersl | Addiess | Telephones | Organization | Member Of
Exchange General E-mad Addiesses ] Exchange Advanced I

Each e-mail addrezs lype has one defaull reply address. To change the
default, zelect an entry in the st, and then click Set As Primary.

E-mail addresses:

Type | Addiess [
ST Journaling@bma.int
4o c=US a= ;p=Fust Organizati;o=Excha.,. |

MHew... | ot | Femove | Set Ag Primary |

®utmmmemmmhmdm.mmpﬁm

[ ok | caced | 2oy |  Hep |

7c. Click Apply. Click the Exchange Advanced tab, select Hide from Exchange address lists, and

clear Use MAPI rich text format:
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BMA _Journal Properties Eil I

General ] Addiess ] Telephones ‘ Oroanization | kember OF |
Exchange General ] E-mad Addresses Exchange Advanced

Simple display name:

ide from Exchange addiess lists
z8 MAP rich text format

Wiew and modify custom attibutes Custom Attibutes. . |

Configure zerver and account information )
for Intemet locator service ILS Seftings... |

Adriniztrative Group: First Administrative Group

Ok, I Cancel i Help

7d. Click Apply, and click OK to close the dialog box.

Step 8. Enable Envelope Journaling on Mail Storage

8a. From the Microsoft website, navigate to the E-Mail Journaling Advanced Configuration tool, and
complete the following to enable envelope journaling:

e Click Download, save the file Exejcfg.exe to a directory on the system, and take one of the
following actions to run the executable:
o Click Open or
o Click Run this program from its current location or
o At a command prompt, navigate to the file directory, and run the command:
Exejcfg.exe -e

8b. Once Envelope Journaling is enabled, in the ESM, locate the Mailbox Store for your domain,
right-click Mailbox Store, and click Properties.
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8c. On the General tab, select Archive all messages sent or received by mailboxes on this
store, and click Browse following the Barracuda Journal field to locate and select the Journaling
Account Mailbox User you created in Step 4. Create a Journal Account Mailbox:

Mailbox Store (ICOM) Properties l

Dietails I Folicies | Security
General | [ atabaze I Lirnits I Full-Text Indexing

jﬂ Mailbox Store [ICOM]

Default public stare:

hFirzt Starage GrouphPublic Folder Store [ICOM]

Browse...

Offline addresz list;
lD efault Offline Address List Browse...

v archive all meszages zent or received by mailbioxes on this stare

|B arracuda Journal Browze. .

¥ Clients support 5AMIME signatures

[ Display plain text messages in a fised-sized font

i

J

k. I Canicel Smply Help

8d. In the Enter the object name to select field, enter the User name, and click Check Names.

Click OK.

8e. Click Apply, and click OK to close the dialog and save your changes.

Step 9. Configure Exchange Mailbox Management

After a message is forwarded to the Barracuda Message Archiver, define an Outlook rule to

automatically delete the archived message from the local mailbox store to reduce storage "bloat".

e Step 9a. Create a Journal Account Mailbox Outlook Rule
e Step 9b. Create Recipient Policy to Delete Messages
e Step 9c. Schedule mailbox Manager to Run Recipient Policy
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Step 9a. Create a Journal Account Mailbox Outlook Rule
Use the following steps to create an Outlook rule for the Journal Account Mailbox.

1. In Outlook 2003, on the Tools menu, click Rules and Alerts, click the E-mail Rules tab, and
click New Rule:

IES

E-mail Rules | Manage Alerts |

3 New Rule-.-hl.':hmge Rule~ -3 Copy.. X Delete Run Rules Now... Options
[ o o Gk WS Actions E
¥| Clear categories on mail (recommended) '

Rule description {click an underlined value to edit):
Apply this rule after the message arrives
assigned to any category

clear message's categories

[T Enable rules on all RSS Feeds

oK Cancel

2. On the first page of the Rules Wizard, click Start from a blank rule, and click Next.

3. Under Select when messages should be checked, select Check messages when they
arrive, and click Next.

4. In the Select condition(s) section, verify all conditions are cleared, and click Next. Click Yes
to verify you want to create the rule for all messages that are received in this mailbox.

5. In the Select action(s) section, select move it to the specified folder:
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Rules Wizard

What do you want to do with the message?
Sktep 1 Select action(s)

O] assign it to the cakegory cateqory

[ ] delete it

[] permanently delete it

[ ] mowe a copy ko the specified folder
[ ] Forward it to people or distribution lisk

[] Forward it ko people or distribution lisk a5 an attachment
[ reply using a specific ternplate

[] flag message for action in & number of davs

[ flag message with a colored Flag

[] clear the Message Flag

[ ] mark it as importance

[ print it

[ Cancel ][ < Back H Mext = ][

Firish

)

6. In the Edit section, click specified; the Rules and Alerts window displays. Navigate to and
select the Deleted Items folder, and click OK to return to the Rules Wizard. The underlined

phrase displays as Deleted Items.
7. Click Finish to create and activate the rule.

Step 9b. Create Recipient Policy to Delete Messages

Use the following steps to create a recipient policy to delete messages.

1. In the ESM console, expand the Recipients folder, right-click on the Recipient Policies folder,

and click New > Recipient Policy.

2. In the New Policy dialog box, select Mailbox Manager Settings:
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Froperty pages:

[ E ail Addreszes
t ailbox Manager Settings

k. | Cancel |

3. Click OK; the Properties dialog box displays:
properties K|

General | b ailbosx M anager Settings [F'-:nIiI:_I,I]I Detailsl

\&; Mame: ||

Filter rules:

Modify... | Bermove |

k. I Canicel | Amply Help

4. On the General tab, enter a name for the policy, and click Modify; the Find Exchange
Recipients dialog box displays. Select Users with Exchange mailbox, and clear the
remaining options:
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-‘..‘_I" Find Exchange Recipients
Flle Edit Wiew Help

Fird: !E:-:c:hang& Recipients :.I
General ] Slorage | Advamedl

Find Now

Show these recipients:

¥ Uszers with Exchange mailbox

[T Users with extemal e-mai addresses
[T Mailenabled Groups

[T Contacts with external e-mail addresses
[ Mailenabled Public folders

I Quenrbased Distibution Groups

e

0

5. Click the Advanced tab, and set the following conditions:
1. From the Field drop-down menu, select E-Mail Address
2. From the Condition drop-down menu, select Is (exactly)
3. In the Value field, type: BMA_Archive@your domain.com replacing your_domain with
your domain name:

-.E? Find Exchange Recipients
Eile Edit Yew Help

Firnd: IEHEhangE Fecipients j

General | Storage  Advanced |

Fird f o
Figld = | Condition: YWalue:
Sto
I E-Mail Address IIs {exactly j I SMA_Archive @your_d :
Clear All
Candition Lisk: Add Remnise |

<Add criteria From above to this lisk=

R

Ok

6. Click Add, and then click Find Now. The Search results displays the matching email address:
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-.'.l,"'r Find Exchange Recipients
File Edit Mjew Help

Find: IEHDhangE Recipients j

Generall Storage  Advanced |

Figld = | Condition; =1 I]=H
Stop
| | |

Clear Al

Find Mo

Condition Lisk: fdd | Remove |

E-Mail Addr... Is (exactlh) BMA_Archive @your_domain.com

Ok

&Rl

Search resulks:

| Marne | Alias I Internet E-Mail Address

ﬁ {Barracuda Journal  EMA_Archive BMA_Archive @your_domain.com

1] I i
|1 item(=) Found o

7. Click OK. The Filter rules display in the General tab in the Properties dialog box:
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Deleted Barracuda Journal Mail Properties [ 2| |

General | b ailbox b anager Settings [F'-:uliu:_l,l]l Detailsl

\&J Mame: |Deleted Barracuda Journal M ail

Eilter riles;

[Be[ BB [mailickname="] [| &
[E[objectCategom=perzon][objectClazz=uzer|[|[hometd DB ="[mzE schHo
meS ervert ame="]] ||ljobjectCategom=uzer][mail=Bra_Archive™]]

Hemowve |

k. | Catricel | Apply | Help

8. Click the Mailbox Manager Settings (Policy) tab, and set the following options:
1. From the When processing a mailbox drop-down, select Delete Immediately.
2. In the Folder list, select Deleted Items, and clear the remaining folders:
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Propertes @

General  Mailbox Manager Settingz [Faolicy] | Detaﬂgl

“Wwhen processing a maibox;

Delete Immediately ;I
Eor each folder, process: mezzages that exceed the size and age limit.

Falder | Ageldays) | Size(KE] | =

O Inbox an 1024

O sent ltems a0 1024

O Calendar a0 1024

O Tazks an 1024

O Jourmal 30 1024

O Contacts 30 1024

O Mates 30 1024 b

Deleted ltemsz a0 1024

[ 5 ystem Cleanup a0 1024 _:i

Agd. | Edi Remove |

[ Send notification mail to uszer after processing Meszage. |
[T Ezclude specific message classes: Customize... |

k. I Catricel Apply | Help |

3. Click the Deleted Items entry, and click Edit; the Folder Retention Settings dialog
box displays.

4. Select Age Limit (Days), and enter an appropriate age limit in the associated field. The
specified age refers to the length of time a message remains in the Deleted Items folder
not when the message was received into Exchange.

5. Clear Message Size (KB):

Folder Retention Settings EE |

Falder:

IDeleted [tems

V¥ tge Limit [Days); IE1
[ Message Size [KB]: |

] I Cancel I

9. Click OK to return to the Properties dialog box, and then click OK to close the dialog.
10. In the ESM console, in the Recipient Policies details pane, right-click on the newly created
policy, and select Apply this policy now:
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W‘J File  Action View Window Help |;li|i|
¢~ DM XERE B @60

'&3 Firsk Qrganization {Exchange)
=3 Global Settings

'. Exchange System Manager

|

Recipient Policies

----- 'y Internet Message Formats |_Priorit
----- : = Message Delivery ol 9 9 PR
..... qﬂ Mabile Services S Default Policy 201812011 3:42 PM
=l Recipients
[+ Details Templakes all Tasks 3
-4 Address Templates
-l Al Address Lists Delete
-l All Global Address Lists Renarie
- Offline Address Lists Refresh
[#-{_1 Recipient Update Services z
[+-{ Recipient Paolicies Properties
E-{3 Administrative Graups Help
E@ First &dministrative Group
1| | ]

|Starts applving this policy immediately |

11. Click Yes to confirm you want to apply the policy immediately. Once the policy is created, you
must schedule the policy to run on each journaling mailbox server that hosts a Journal Account
Mailbox as described in Step 9c¢ below.

Step 9c. Schedule Mailbox Manager to Run Recipient Policy

Use the following steps to schedule the policy to run on each journaling mailbox server that hosts a
Journal Account Mailbox.

1. In the ESM console, locate and right-click the name of the server hosting the mailbox on which
to run recipient policies, and click Properties.

2. Click the Mailbox Management tab, and from the Start mailbox management process
drop-down menu, select the frequency for running the mailbox recipient policies on the server:
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icoNproperties |

Diagrnoztics Logaing I Public Faolder Referralz I Dretailz I Directary Acocess

RFC-HTTF I Folicies l Securty I Full-Text Indexing I b oritoring
General I Locales Mailbox kM anagement

Start mailbow management process:

Rur Saturday at Midnight LCustamize... |

Beporting:

lSend detail report to administrator ;I

Adrministratar;

|Admin1 Browse. .. |

k. I Canicel | Apply | Help |

3. To customize the frequency of the policy, click Customize:
Schedule I

Dretal wigw

Sunday

bl orday
Tuezday
YWiednezday
T hursday
Friday

S aturday

(] I Cancel Help
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4. Click in the schedule to specify day(s) and time(s), and click OK to save your settings.
5. Click Apply, and click OK to close the Properties dialog box.

Step 10. Verify Journaling is Functioning as Expected

Use the following steps to verify journaling is set up and functioning as expected.
10a. Log in to the Barracuda Message Archiver as the administrator.

10b. View the BASIC > Status page and verify messages are being processed in the Message
Statistics table.

e Log in to your email system and send a test email to yourself.

¢ Go to the Barracuda Message Archiver web interface.

e On the BASIC > Status page, in the Message Statistics table, recheck the status count; the
Total Messages count should reflect your test message.

* If the message count does not indicate journaling is operating, verify your administrative
settings are properly configured.

10c. On the ADVANCED > Syslog page, below the Mail Syslog table, click Monitor syslog to view
mail-related system log output in a new window.

10d. Verify your test message is journaled in the syslog view.
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portion of this document may be copied, distributed, publicized or used for other than internal documentary purposes without the written consent of
an official representative of Barracuda Networks Inc. All specifications are subject to change without notice. Barracuda Networks Inc. assumes no
responsibility for any inaccuracies in this document. Barracuda Networks Inc. reserves the right to change, modify, transfer, or otherwise revise this
publication without notice.
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