Barracuda CloudGen Firewall lIBarracud&

Your journey, secured.

How to Configure VLANs

https://campus.barracuda.com/doc/72516349/

VLANSs allow you to split one physical network interface into several virtual LANs. The physical
interface behaves like several interfaces, and the switch behaves like multiple switches. VLANs allow
for layer 2 separation whenever layer 1 separation is not possible. The firewall can use up to 256
VLANS on one physical network interface and a maximum of 4094 VLANs globally. The VLAN
interfaces are named physical interface.VLAN id (e.g., eth2.200). Only tagged traffic is
handled by the firewall; untagged traffic sent directly to the physical interface is discarded. You must
use a properly configured 802.1q VLAN-capable switch and NICs that use drivers capable of tagging
VLAN traffic.

The interface label is formatted as interface-name.VLAN ID:Virtual Server Name.
Verify that the length of the label does not exceed 15 characters. E.g., port10.1111:501
would be a valid 15-character interface label.
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Step 1. Add Two VLAN Interfaces

1. Go to NETWORK > IP Configuration.

2. In the Virtual Interface Configuration section, add the first entry for the VLAN:
o VLAN Name - Enter the name for the VLAN.
o Host Interface - Select the hardware interface.
o VLAN ID - Enter the VLAN ID for differentiating between multiple VLANS.

3. Click Add.
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VIRTUAL INTERFACE CONFIGURATION m

VLAN Name Host Interface  VLAN ID MTU

|vlam | |elh2 V| 100 1500 Add

4. In the Virtual Interface Configuration section, add the second entry for the VLAN.
o VLAN Name - Enter the name for the VLAN.
o Host Interface - Select the hardware interface.
o VLAN ID - Enter the VLAN ID for differentiating between multiple VLANSs.

5. Click Add.

VIRTUAL INTERFACE CONFIGURATION m
VLAN Name HostInterface VLANID  MTU
|vlan2 | |eth2 v| |200 | 1500 Add
viant eth? |~ 100 1500 ]

Step 3. Perform a Network Activation

After you create or change basic network configurations such as routing, you must activate your new
network configurations.

1. Scroll to the top of the page.
2. Click on the link inside of the warning message to execute the new network configuration.

click here

Step 4. Create a Static Network Interface for the First VLAN

1. Go to NEWORK > IP Configuration.

2. In the Static Interface Configuration section, click Add Static Network Interface. The
Add Static Interface window opens.

3. From the Network Interface list, select the first VLAN port, e.g, eth2.100.

4. Enter a Name for the first VLAN network interface, e.g., vlanprvl.

5. Enter the static WAN IP address, e.g., 10.0.20.1.

6. Enter the Netmask of the interface, e.g., 255.255.255.0.

7. From Services to Allow, select Ping to allow the interface to respond to ping packets.

8. From the Classification list, select Trusted.
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Add Static Network Interface

Network Interface: eth2.100 v

Name: |vlanprv1

Maximum 8 characters, no spaces allowed.

IP Address: 10.0.201

Netmask: | 255 255 255.0 (124) v|

Sernvices to Allow: Ping| O VPN Server SSL VPN

reply to ping’ or NTP reg

under VPN = SELVPI

Classification:

How thiz interface is classified within your network. For ISP links, select WAN.

Gateway:

teway route (0.0.0.0/0)
Metric:
Secondary IP IP Addresses Ping Barracuda VPN Server SSL VPN
Addresses: MextGen

Firewall

F-Series

O O +

Cancel Save

9. Click Save.

Step 5. Create a Static Network Interface for the Second VLAN

=

Go to NEWORK > IP Configuration.

In the Static Interface Configuration section, click Add Static Network Interface. The
Add Static Interface window opens.

From the Network Interface list, select the first VLAN port, e.g., eth2.200.

Enter a Name for the first VLAN network interface, e.qg., vlianprv2.

Enter the static WAN IP address, e.g., 10.0.21.1.

Enter the Netmask of the interface, e.g., 255.255.255.0.

From Services to Allow, select Ping to allow the interface to respond to ping packets.
From the Classification list, select Trusted.

N

NV W
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Add Static Network Interface

Network Interface: eth2_.200 e

MName: |vlanprv2

Maximum 8 characters, no spaces allowed.

IP Address: 10.0.211

Netmask: | 255 2552550 (/24) ki |

Services to Allow: [J VPN Server [ SSL VPN
Er

le ‘reply to ping’ or NTP re

s. To be

select & certificate under VPN > Server Sett

Classification:

How this interface iz classified within your network. For ISP links, select WAN.

Gateway:

way route (0.0.0.0:0)
Meitric:
Secondary IP IP Addresses Ping Barracuda VPN Server SSL VPN
Addresses: Ne

Firewall

[#]

select & certificate

=85 on the same =

fer VPN > SSLVPH

ic IP add

Cancel Save

9. Click Save.

Step 6. Perform a Network Activation

After you create or change basic network configurations such as routing, you must activate your new
network configurations.

1. Scroll to the top of the page.
2. Click on the link inside of the warning message to execute the new network configuration.

A some configuration changes made within IP Configuration, Routing or Bridging are not yet in effect
temporary interruption in network traffic. You may have to log

te the changes, click here. This will cause a
Firewall again
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Step 7. Verify the New Configuration

There are two places to verify that the two VLAN interfaces have been configured as expected:

Go to NETWORK > IP Configuration. If no errors occurred during the configuration, you can see the

two VLAN interfaces both in the Network Interface Configuration and Static Interface

Configuration tables.

Interface  Application Link MAC Address MTU Speed Use QoS Duplex Status

Name TCP Port Type/Name

ethD 00:0c:29:91b2:54 10000 No Full Unknown
Mbps

eth1 00:0c:29:91:b2:5e 10000 No Full Unknown
Mbps

eth2 00:0c:29:91b2:68 10000 No Full Unknown
Mbps

eth2.100 VLAN interface 10000 No Full Unknown
Mbps

eth2.200 VLAN interface 10000 No Full Unknown
Mbps

eth3 00:0c:29:91p2:72 No Unknown Down

NETWORK INTERFACE CONFIGURATION m

STATIC INTERFACE CONFIGURATION m

Add Static Network Interface

Name  IP Address/Mask

Interface Name Classification  Action

dmz 172.16.0.241/255.255.255.0 eth1 DMZ Edit W
vianprv1 10.0.20.1/255.255.255.0 eth2.100 Trusted Edit T
vianprv2 10.0.21.1/255.255.255.0 eth2.200 Trusted Edit W

Go to NETWORK > Routing. If no errors occurred during the configuration, you can see the two
VLAN interfaces in both the Network Routes and the Network Interfaces tables.
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NETWORK ROUTES m

Table From State | To Gateway Source Interface Na... MName Trust Level Metric
= main
Q@ 17216.0.0/24 172.16.0.241  eth1 dmz DMZ 11
6 10.0.20.0/24 10.0.20.1 eth2.100 vianprv1  Trusted 11
@ 100.21.0/24 10.0.21.1 eth2.200 vianprv2  Trusted 11
6 10.17.68.0/24 10.17.68.130 eth0 boxnet Trusted
& default
@ 00000 10.17.68.1 10.17.68.130 ethD Unclassified
NETWORK INTERFACES | Hep |
Interface Name IP Addresses MAC Address Link MTU | Speed Duplex | Transferred Errors
ethD 10.17.68.130 00:0c:29:91:b2:54 @ 1500 10000M._. Full 5.34 MB
eth1 172.16.0.241 00:0c:29:91:b2:5e @ 1500 10000M._. Full 3.32 MB 0
eth2 00:0c:29:91:b2:68 @ 1500 10000M._. Full 3.31 MB 0
eth2.100 10.0.20.1 00:0c:29:91:b2:68 6 1500 10000M... Full 1.35 KB 0
eth2.200 10.0.21.1 00:0c:20:9f.b2:68 @ 1500 10000M. Full 1.35 KB 0
eth3 00:0c:29:91:b2:72 1500 ? ? 0.00 kB 0
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