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Mail Security in the Firewall
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The ﬁrewall enforces mail security in the ﬁrewall by transparently scanning incoming and outgoing
SMTP connections for malware and checking the reputation of the sender's IP address via a DNS
blacklist (DNSBL). SMTP connections are supported on the following ports:
SMTP and SMTP with StartTLS – TCP 25, TCP 587
SMTPS – TCP 465

SSL Interception for Mail

SSL-encrypted SMTP connections are decrypted diﬀerently for inbound and outbound connections.
Outbound SSL-encrypted SMTP connections are SSL-intercepted by using a dynamically generated
SSL certiﬁcate derived from the root certiﬁcate uploaded in the SSL Interception conﬁguration.
Inbound SSL-encrypted connections are inspected by using the same SSL certiﬁcate chain as is
installed on the internal mail server. The SSL certiﬁcates are bound to the IP address on ﬁrewall that
the mail server domain's MX record resolves to. This allows remote MTAs to use the information
included in the SSL certiﬁcate to verify the identify of the server it is connecting to. To avoid
certiﬁcate errors, you must install the SSL Interception root certiﬁcate on all mail clients connecting to
a mail server via an SSL-intercepted SMTP connection.

Virus Scanning for Mail

Both inbound and outbound email attachments are scanned by the Virus Scanner. If malware is
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detected in an email attachment, the infected ﬁle is removed and replaced by an attachment
containing a customizable text. The Virus Scanner Block All / Allow All policy does not apply to SMTP
and SMTPS connections. If Application Control and Virus Scanner are not enabled, emails with
attachments are not scanned. Instead, they are delivered as-is to the internal mail server.

Advanced Threat Protection (ATP)

ATP scans SMTP and SMTPS traﬃc against advanced malware that is not detected by the Virus
Scanner or Intrusion Prevention System. ATP analyzes ﬁles in the Barracuda ATP cloud and assigns a
risk score. Local ATP policies determine how ﬁles with a high, medium, or low risk score are treated.
To use ATP, you must have an Energize Updates and an Advanced Threat Protection subscription.

DNS Blacklisting

Inbound email can also be classiﬁed according to DNS blacklists (DNSBL), such as the Barracuda
Reputation Block List. For sender IP addresses blacklisted by the DNSBL, [SPAM] is prepended to the
subject line of the email, and the MIME headers of the email are modiﬁed to allow the email to be
immediately identiﬁed as spam by the mail server. If the DNSBL server is not available, the email is
not modiﬁed. The email itself is delivered to the internal mail server.
For more information, see How to Conﬁgure Virus Scanning for Mail Traﬃc.
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