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To test the Barracuda Al with a simulated spear phishing attack, complete the following steps:

1. Sign into Impersonation Protection at https://sentinel.barracudanetworks.com/signin.

2. The Spear Phishing Protection page appears.
If you are on a different page, click the menu button at the top left corner of the screen and
select Spear Phishing Protection.

3. Click TEST Al to send an attack to your own email using one of the templates.
Configure the sample spear phishing message, then click SEND NOW.

Send sample spear phishing attack

pat.curtin@autoalert.com -

We will send a simulated spear phishing attack to Pat Curtin. This simulation attack is based on real spear phishing attacks
experienced by our customers.

FILTER ATTACKS

Caution! Hacker attack on your account! -

Subject: Caution! Hacker attack on your account!

Hello!

I am a hacker who has access to your operating system.
| also have full access to your account.

I've been watching you for a few months now.
The fact is that you were infected with malware through an adult site that you visited.

If vou are not familiar with this. | will exnlain

CANCEL SEND NOW

4. Check your Junk Email folder. The attack message is moved to your Junk Email folder and you
will receive a notification indicating when Barracuda intercepted the attack.

You can visit the Spear Phishing Protection page any time to view attacks across your Microsoft
365 tenant that were sent to Junk Email.

Testing the Barracuda Al with Simulated Attacks 1/2



https://campus.barracuda.com/doc/73719862/
https://sentinel.barracudanetworks.com/signin
https://campus.barracuda.com/doc/73719862/

Impersonation Protection llBarracud&

Your journey, secured.

Figures

1. sampleAlert.png

© Barracuda Networks Inc., 2024 The information contained within this document is confidential and proprietary to Barracuda Networks Inc. No
portion of this document may be copied, distributed, publicized or used for other than internal documentary purposes without the written consent of
an official representative of Barracuda Networks Inc. All specifications are subject to change without notice. Barracuda Networks Inc. assumes no
responsibility for any inaccuracies in this document. Barracuda Networks Inc. reserves the right to change, modify, transfer, or otherwise revise this
publication without notice.

Testing the Barracuda Al with Simulated Attacks 2/2



https://campus.barracuda.com/doc/73719862/

