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Platform via the Google Launcher
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This section walks you through steps of how to deploy the Barracuda Web Application Firewall (WAF)

on Google Cloud Platform via the Google Launcher.

Ensure that you do not configure the WAF behind a Google TCP load balancer. Always use an

HTTP load balancer.

Before You Begin

Ensure that you have a Google account created.

Step 1. Create a Network in the Google Cloud

Create the virtual network you are deploying your firewall to

1. Go to https://console.cloud.google.com.

2. Click the hamburger menu in the upper-left corner.

= Google Cloud Platform

A Hom

3. From the Networking section, click VPC networks and then select VPC networks from the

list.

4. In the VPC networks window, click Create VPC Network.

VPC networks
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5. In the Name and Description boxes, specify a name for the network and its description.
In the Subnetworks section, click Custom.

Sk

7. Create the public subnet:

o Name - Enter public-subnet
o Region - Select your region.

o |IP address range - Enter the network in CIDR format. If possible, do not use a network

that overlaps with your on-premises network.
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E£  Firewall rules

N Routes P

@  VPC network peering Subnets

Subnets let you create your own private cloud topology within Google Cloud. Click
b Shared VPG Automatic to create a subnet in each region, or click Custom to manually define the
subnets. Learn more

Subnet creation mode

Customn | Automatic

Name §
default

Add a description

Region
us-centrall -

IP address range
Example: 10.0.0.0/9

Create secondary IP range

Private Google access

On
o Off
Flow logs
Oon
& Off
Dynamic routing mode
@ Regional
Cloud Routers will learn routes only in the region in which they were created
Global
Global routing lets you dynamically leam routes to and from all regions with a single
<l VPN or interconnect and Cloud Router
8. Click Create . The network is now listed.
default 15 At - 12 o
us-centrall default 100128.000020 10.928.01 O

Step 2. Create the WAF Instance from Cloud Launcher
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Deploy a new Barracuda Web Application Firewall (BYOL) instance from the Cloud Launcher image.

You can follow the same steps for deploying the Barracuda Web Application Firewall (PayG)
instance on Google Cloud, except for the licensing section that is not required.

1. Go to the Barracuda CloudGen WAF (BYOL) page.

2. Click Launch on Compute Engine.

= Google Cloud Platform

e

v

Barracuda

Runs on
Google Compute Engine

Type

Virtual machines
Single VM

BYOL

Last updated
7/19/18, 412 AM

Category
Networking
Security

Version
911012-20180213

Operating system
Barracuda 0S 4.4.2

W

Select a project w Q

Barracuda CloudGen WAF (BYOL)

Barracuda Networks, Inc.
Estimated costs: $26.27/month + BYOL license fee

Web Application Firewall for Distributed Enterprises

LAUNCH ON COMPUTE ENGINE

Overview

The Barracuda CloudGen WAF for GCP inspects inbound web traffic and blocks many attacks targeted at your
applications. It also prevents data loss by inspecting outgoing server responses. The integrated access control
engine lets you easily create granular access control policies for Authentication, Authorization & Accounting (AAA),
giving you strong authentication and user control. The built-in Barracuda Vulnerability Remediation Service
automates vulnerability scanning and remediation, simplifies ongoing maintenance and accelerates development
cycles making the Barracuda CloudGen WAF the ideal app security solution for Dev/Ops environments. Onboard
L4/L7 load balancing capabilities let you quickly add back-end servers to scale deployments.

Application acceleration capabilities include SSL offloading, caching, compression, and connection pooling.
Highlights:

s Detects and prevents OWASP Top Ten threats against your applications

* Granular authentication and access control

* Scans your websites and applications for vulnerabilities and provides virtual patching
* Active DDoS prevention stops volumetric and application DDoS attacks before they reach your firewall

Free Vulnerability Scan: Click here [7 to use Barracuda Vulnerability Manager BVM to discover vulnerabilities in
your web-based applications

Learn more [T

About Barracuda Networks, Inc.

Barracuda simplifies IT with cloud-enabled solutions that empower customers to protect their networks,
applications, and data regardless of where they reside. These powerful, easy-to-use, and affordable solutions are
delivered in appliance, virtual appliance, cloud and hybrid deployments.

Learn more

Enter the Deployment name.
From the Zone list, select the region for your new firewall instance.

5. Select the Machine type with the number of vCPUs corresponding to your Barracuda WAF
license and performance needs. For more information, see Public Cloud.

6. Change Disk type to SSD if you plan to use 10-intensive features like WAN Opt, Malware
Protection, or HTTP Proxy. Otherwise, leave the default setting to Standard Persistent Disk.

7. In Networking, choose network and subnetwork names for the public subnet you created in

Step 1.
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8. Leave all the default firewall positions checked. You can add more ports, protocols, and IP
addresses after deployment.
9. (optional) If you want to use a reserved static address as created in Step 2:
1. Click More to expand the advanced options.
2. Select your External IP from the list.
10. Click Create to start the deployment.

Step 3 - License the Barracuda Web Application Firewall

If you have deployed the Barracuda Web Application Firewall with the Hourly option, you do not
need to license the system; skip ahead to Step 7 - Verify Configuration and Change the
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Password

If you have deployed the Barracuda Web Application Firewall with BYOL, complete the licensing and
provisioning of your system.

1. Go to https://console.cloud.google.com.
. Click the hamburger menu in the upper-left corner.

3. From the Tools section, click Deployment Manager and then select Deployment from the
list.

4. In the left pane, click the deployment that you have just created.
5. In the right pane, click Log into the admin panel.
To access the Barracuda Web Application Firewall from the browser directly, use the

N

following:
For HTTP: http://<Public DNS>:8000 (Unsecured)
For HTTPS: https://<Public DNS> (Secured)

The Barracuda Web Application Firewall is not accessible via the HTTPS port at the initial
boot-up. Therefore, it is recommended to use ONLY HTTP port to access WAF when
booting. This displays the status of the unit. For example, System Booting . Once the boot
process is complete, you are redirected to the login page.

= Google Cloud Platform s WAFTeam - Q,
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o
U
[ —— ir Barracuda Web Application Firewall (BYOL)

B G - bwal Lol Aadrmin UL,
w o (hairauda-wel-ap i atan-Te ewall-Byol Adrmin user

T ey & & e pati e IDhedrpeh

= I bamaruds-wet-apphcaton-fewal-byobm-impl ¢ e
B beafbiptbem vmonatasie

B peneed-pasrmordd patwwerd oy

B bwal Byol-bop-8000 fue

Invtnnen
BAE A i us-peniralb-

Invian s mahene tpe nl-standad-1

= bwal fyobiop-8ddd feew

Gt alaried with Barracuda Web Applicatish Finswall (B¥0L)

T - -

Suggented nen meps
Eegueil & biende

Ergeest 2 bpense

Change the Brmpoary paaword

AEBign 3 BN Eiemal B sddrens o your VM inatance

Decumentation

a Support

6. After the boot process is complete, the Licensing page d'isp'lays the fél'l'bv'v'i'ng o'p;ci('jns (This step
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is skipped in case of PAYG instances)

ll Barracuda

Licensing

Hicret would your bse 1o bearde your Barrscuds Vilual Applance?

* | Already Have a License Token
v | Would Like to Purchase a License

| Would Like to Request a Free Evaluation

1. I Already Have a License Token - Use this option to provision your Barracuda Web
Application Firewall with the license token you have already obtained from Barracuda
Networks. Enter your Barracuda Networks Token and Default Domain to complete
licensing, and then click Provision.

The Barracuda Web Application Firewall connects to the Barracuda Update Server to get
the required information based on your license and then reboots automatically. Allow a
few minutes for the reboot process. Once the instance is provisioned, you are redirected
to the login page.

2. 1 Would Like to Purchase a License - Use this option to purchase the license token for
the Barracuda Web Application Firewall. Provide the required information in the form,
accept the terms and conditions, and click Purchase.

The Barracuda Web Application Firewall connects to the Barracuda Update Server to get
the required information based on your license and then reboots automatically. Allow a
few minutes for the reboot process. Once the instance is provisioned, you are redirected
to the login page.

3. 1 Would Like to Request a Free Evaluation - Use this option to get 30 day free
evaluation of the Barracuda Web Application Firewall. Provide the required information in
the form, accept the terms and conditions, and click Evaluate.

The Barracuda Web Application Firewall connects to the Barracuda Update Server to get
the required information based on your license and then reboots automatically. Allow a
few minutes for the reboot process. Once the instance is provisioned, you are redirected
to the login page.

After you provide the license key, the Barracuda Web Application Firewall takes some time to be
provisioned- typically, within 10 minutes. After the provisioning is complete, fill-in your details to
accept the EULA.
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vou Must Accept the Barmecuda Product Tenms: Below 1o Configure Your Bamecuca Virlual
Appilance

IF Y00 LIVE IR THE UNITED STATES, THIE AGREEMENT CONTAIRE A BINDING
AHBRITEATION CLAUSE AMND CLASS ACTION HAIVER. IT AFFECTS TOUR RIGHTS ABDUT HOW
TO RESOLVE AMY DISPFUTE WITH BARRACUDA. FLEASE READ IT CAREFULLY.

Torss and Conditions

Thess Ter=s apd Copditions (the “Terma™ or “Agreement®) for Barracuda products
and services [“Froduct® or *Froducts”) are & legal agroemont BOTWesn you,
either as an individual or a legal entity [*Customer®), and Barracuda
Retworks, Inc. (“Barracuda™).

Thess Terms, along with any othar policies or documemts referenced herein,
govern Customer’s purchase and use of the Products. Customer’s use of the
Froducts constitutes its binding legal agreement to these Torms, which are
subject to change at any time by Barracuda.

If Customar is mot legally able to ba bound by these Terss of 4004 ROt WARE 0
conasnt to thans Terma, Customsr’'s uss of the Products s serioely prohibived.
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agrees to be bound by this Agreement, as modified. If Customer does not agroe
to any changes to the Terms, it mast stop using the Products and terminate ite
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L.k, If the clowd version of a Product L purchased, Customor =ust
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assignment or transfer in violation of the foregoing will be wold.
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Step 4. Log into Barracuda Web Application Firewall

1. Log into the Barracuda Web Application Firewall using the following credentials.
1. Username - admin
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2. Password - Use the temporary password displayed on the launch page.

It is recommended to change this password post launch.

1. The Welcome screen appears after you log in. If you want to configure your first application,
click Create your first Service. Otherwise, click Do it later if you prefer to familiarize
yourself with the user interface. For more information on how to create a Service, refer to Step
6.

Step 5 - Open Network Address Ranges on Firewall

For more information on the list of Open Network Address ranges required for the firewall, refer to the
Prepare for the Installation article.

Step 6 - Verify Configuration and Change the Password

1. Either log into the Barracuda Web Application Firewall as an administrator using the Admin URL
or click the Log into the admin panel button. See Step 4 - Log into Barracuda Web
Application Firewall for more information.

2. Navigate to the BASIC > Administration page and enter your old password, new password,
and re-enter the new password.

3. Click Save Password.

Step 7 - Configuring the Service(s) on the Barracuda Web Application Firewall

You can configure the services on the BASIC > Services page. In Google Cloud Platform, the services
can be created using the System (WAN) IP address of the instance.

For more information on services, see Configuring a Service. For adding a service, click the Help
button.
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