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After you set up Barracuda WAF-as-a-Service for one or more of your applications, ensure that users
cannot access your application server directly, without going through Barracuda WAF-as-a-Service.  

Be sure to follow these procedures if you change the deployment location of your applications. For
details, refer to Moving an Application to Another Location.

Restricting Direct Traffic

For accounts created on or after November 5, 2019

Barracuda WAF-as-a-Service provides the IP ranges you need to accept.

To locate the IP ranges:

Log into Barracuda WAF-as-a-Service and navigate to Applications.1.
Click the application name.2.
In the left panel, select Endpoints.3.
On the Endpoints page, locate the IP Ranges to Allow section. Click Show IPs, then copy4.
the IP ranges listed.
 

Configure your backend server to accept traffic only from those IP ranges. See sections below5.
for guidance. 

For accounts created before November 5, 2019

https://campus.barracuda.com/doc/77401091/
http://campus.barracuda.com/doc/91128769/
https://campus.barracuda.com/doc/77401091/
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Configure your application server to accept traffic only from the following Barracuda IP ranges.

64.113.48.0/20
34.228.125.58/32
51.103.8.8/31
52.142.154.84/31

 

Note: The IP address 34.228.125.58 is used in the Test Connection step of adding an
application. For details, refer to Getting Started.

Allowing IPs for Exporting Logs

To export your log information, as described in Log Export, now is a good time to allow those IPs as
well. 

To export logs, be sure to allow the following IPs:

34.227.174.172
40.71.30.40 

Note: If you deploy Barracuda WAF-as-a-Service in your own containers and choose to export
logs directly from your containers, these IP addresses do not apply. Make sure the containers
you deploy have access to your log servers.

Configuring Your Backend Server

Consult your backend server documentation for specific instructions on this process. Here are links to
some backend server documentation sets.

Application Servers

Apache HTTP Server
Microsoft IIS webserver

http://campus.barracuda.com/doc/77399164/
http://campus.barracuda.com/doc/79462622/
https://httpd.apache.org/docs/2.4/howto/access.html
https://docs.microsoft.com/en-us/iis/configuration/system.webserver/security/ipsecurity/
https://campus.barracuda.com/doc/77401091/
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Nginx Web Server

Host-Based Network Firewall

Microsoft Windows Defender Firewall 
Unix and Linux Iptables 

Cloud-Based Networks and Firewalls

Barracuda CloudGen Firewall Access Rules
Microsoft Azure Network Security Groups
Amazon Web Services Security Groups
Google Cloud Platform VPC Firewall Rules

 

https://docs.nginx.com/nginx/admin-guide/security-controls/controlling-access-proxied-tcp/
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-inbound-port-rule
https://unix.stackexchange.com/questions/145929/how-to-ensure-ssh-port-is-only-open-to-a-specific-ip-address
http://campus.barracuda.com/doc/79462922/
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/nsg-quickstart-portal
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://cloud.google.com/vpc/docs/firewalls
https://campus.barracuda.com/doc/77401091/
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