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Step 2: Adding a Cloud Service Account - AWS
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Barracuda Cloud Security Guardian must be able to access your AWS account. Perform the following
steps to set up a cloud connection.

You must complete Step 1: Creating a Cloud Security Guardian Account - AWS before
proceeding with this step.

Barracuda Cloud Security Guardian is automatically licensed for 30 days, as part of the free
trial. After you purchase Barracuda Cloud Security Guardian, you must specify the license. Refer
to License Management for details.

1. Continuing from Step 1: Creating a Cloud Security Guardian Account - AWS, click Get Started
with AWS.

New Cloud Connection

Select your Cloud Service Provider

aws /

Get started with AWS Get started with Azure

If you are not already on this page, follow these steps to get there:
1. In Barracuda Cloud Security Guardian, in the left navigation menu, select Cloud
Connections.
2. Click Add Account to open the Barracuda Cloud Security Guardian connection wizard.
2. Choose how you want to proceed. Note that you can only connect elements for which you have
permissions in Azure.
o Launch Stack - Click to open your AWS console in a new browser tab and launch a new
stack.
o Copy Link - If you do not have adequate permissions, click Copy Link and send the
unique link to an administrator who can connect your AWS account.
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New Cloud Connection

aws Amazon Web Services Account

Follow these steps to give Barracuda Cloud Security Guardian read-only access to your account. Barracuda will
not have permission to make changes or deploy any resources.

1. Click Launch Stack to open the AWS Management Console. If needed, log into the target AWS
subscription.
Or click Copy Link to copy and send a link to an AWS admin who can perform these steps.

ELAUNCH STACK or ||_:|COPY LINK
2. At the bottom of the Quick create stack page, select the checkbox in the Capabilities section to
acknowledge creation of the cross-account 1AM role. Then click Create stack.
Capabilities

(@) The following resource(s) require capabilities: [AWS=IAM:Role]

This template containg |dentity and Access Management [LAM) resources. Check that you want to create each of these resources and that they have
the minimum required penmissions. In addition, they have custom names. Check that the custom names ane unigue within your AWS
account. Learn mone

I acknowledge that AWS ClosdFormation might create 1AM resources with custom names.

Cancel Create change set

3. Wait for the stack creation to complete.

4 Return to this page to confirm the connection.

Learn how to add an AWS account. CANCEL

3. In the Capabilities section shown above, review the statement, then select the check box
to acknowledge that you are creating an IAM role.

4. Click Create Stack.

5. Wait for the stack creation to complete. This automated process takes several minutes.

6. Return to the Barracuda Cloud Security Guardian wizard to confirm that the connection
completed successfully.

7. The new connection appears in the appropriate section of the Cloud Connections page.

Cloud Connections

WS AMAZON WEB SERVICES /4 MICROSOFT AZURE ~+ ADD CONNECTION

ALIAS D DATE ADDED ADDED BY

aws cuda. aws Aug 21,2020, 191215 @barracuda.com BoELETE  SEDIT

WS cuda- aws: Jul 10, 2020, 23:33:24 @gmail.com D OELETE  SEDIT

The wizard performs an initial scan of your cloud connection.
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To continue getting started, refer to:

¢ Policy Management
e Security Findings
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