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Barracuda Cloud Security Guardian must be able to access your Azure subscription and tenant.
Perform the following steps to set up a cloud connection.

Note the permissions required for making the following connections:

e Azure subscriptions - You must be the subscription owner.
e Azure AD tenants - You must be a Global Administrator.

e You must complete Step 1: Creating a Cloud Security Guardian Account - Azure before
proceeding with this step.

e Barracuda Cloud Security Guardian is automatically licensed for 30 days, as part of the
free trial. After you purchase Barracuda Cloud Security Guardian, you must specify the
license. Refer to License Management for details.

» Note that part of the process described below, and the images accompanying it, are from
Microsoft and are subject to change.

Beginning the Process

1. Continuing from Step 1: Creating a Cloud Security Guardian Account, click Get Started with
Azure.

New Cloud Connection

Select your Cloud Service Provider

aws /

Get started with AWS Get started with Azure

If you are not already on this page, follow these steps to get there:
1. In Barracuda Cloud Security Guardian, in the left navigation menu, select Cloud
Connections.
2. Click Add Account to open the Barracuda Cloud Security Guardian connection wizard.
The Add Azure Account window displays.
2. Choose how you want to proceed.
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Note that you can only connect elements for which you have permissions in Azure.
o Sign in with Microsoft - Log into your Azure account and make the connections.
o Copy Link - If you do not have adequate permissions, click Copy Link and send the
unique link to an administrator who can connect your Azure account.
o Manual Connection Method - Use the legacy copy and paste connection method,
described in Manually Adding a Cloud Service Account - Azure.

New Cloud Connection

/\ Microsoft Azure Account
Sign into your Microsoft account to give Barracuda Cloud Security Guardian read-only access 1o your Azure
tenants and/or subscriptions. Cloud Security Guardian will not have permission to make any changes or deploy

any resources.

Alternatively, click Copy Link to copy and send a link to an Azure admin who can make this connection.

B® Ssign in with Microsoft | or |_|:|COPY LINK

v Manual Connection Method

Learn how to add an Azure account. CANCEL

3. A Microsoft window appears. Log into your Azure account.
[ BN Sign in to your account

8 login.microsoftonline.com/commeon/oauth2/v2.0/authorize?client_id...

BB Microsoft

Pick an account
New Cloud CN

/_s Micro IE' Signed in

Signed in

—|— Use another account

Learn how to ad CONNECT

Terms of use  Privacy & cookies

4. A standard Microsoft permissions window appears. Grant permissions to connect your Azure
account to Barracuda Cloud Security Guardian.
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Note that this window will not appear if you have previously granted the application

permissions.
[ IO Sign in to your account

@ login.microsoftonline.com/

B® Microsoft

ATTTTISNETRTRIPHeSI R,

New Cloud C Permissions requested
Review for your organization
/\ Micro y 9

£ Barracuda Cloud Security Guardian
Barracuda Networks £

This app would like to:
“~ Read directory data
~ Read your organization’s security events

v Read directory data

If you accept, this app will get access to the specified resources for all
users in your organization. Mo one else will be prompted to review these
permissions.

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show
details

Learn how to ad

CONNECT

Does this app look suspicious? Report it here

5. Your Azure account displays in a tree view. Select a tenant in the menu at the top of the page,
then select the management groups and subscriptions you want to connect to Barracuda Cloud

Security Guardian. When you select one element, the elements it contains are automatically
selected.
Note that you can only select elements for which you have permission in your Azure account.

If

you require additional elements to be connected, choose the Copy option in Step 2 above and

send the link to an administrator with the required permissions.
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New Cloud Connection

/\ Microsoft Azure Account

Guardian.

CSG 2 A

v %

v [#] Tenant Root Group

b CSG 2

csg-2a

csg-2b

Learn how to add an Azure account.

Select the management groups and/or subscriptions you would like to connect to Barracuda Cloud Security

CANCEL §§ CONNECT

6. Click Connect.

Barracuda Cloud Security Guardian creates connections to the selected elements of your Azure

account. The permissions might take a few minutes to apply.

The new connection appears in the appropriate section of the Cloud Connections page.

Cloud Connections

aws  AMAZON WEB SERVICES A MICROSOFT AZURE

Alias Id Date Added Added By

IA csg-2a azure:r s Jan 20,2021, 18:20:17

A ©59-2b azure:s Jan 20,2021, 18:20117

ADD CONNECTION

Connection
State

Good B DELETE S EDIT

Good B DELETE A EDIT

3

The wizard performs an initial scan of your cloud connection.

To continue getting started, refer to:

o Policy Management
o Security Findings

Step 2: Adding a Cloud Service Account - Azure

4/5


http://campus.barracuda.com/doc/80740640/
http://campus.barracuda.com/doc/93196220/
https://campus.barracuda.com/doc/78808235/

Barracuda Cloud Security Guardian lIBarracuda

Your journey, secured

®

Figures

AzureConnection.png
azure2.png
AzurePickAcct.png
AZpermission.png
MSpickElements.png
ShowAZConnection.png

oUvhswWwNE

© Barracuda Networks Inc., 2024 The information contained within this document is confidential and proprietary to Barracuda Networks Inc. No

portion of this document may be copied, distributed, publicized or used for other than internal documentary purposes without the written consent of

an official representative of Barracuda Networks Inc. All specifications are subject to change without notice. Barracuda Networks Inc. assumes no

responsibility for any inaccuracies in this document. Barracuda Networks Inc. reserves the right to change, modify, transfer, or otherwise revise this

publication without notice.

Step 2: Adding a Cloud Service Account - Azure

5/5


https://campus.barracuda.com/doc/78808235/

