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Network File-Share Backup for Linux/UNIX
(SSHFS)

The alternate method of backing up Linux systems–Linux systems the Barracuda Backup Agent for Linux cannot
support–and UNIX systems, is the network file-share backup via SSHFS. Prior to configuring the file share
backup, ensure that SSH is enabled on the system and that the system account Barracuda Backup is to use has
adequate permissions to access the shares, directories, and files it will be protecting.

Use the following steps to configure a file share backup for Linux/UNIX systems using SSHFS:

Log in to Barracuda Backup and select the associated Barracuda Backup device in the left pane or in the1.
devices table (for customers with multiple Barracuda Backup devices).
Go to the Backup > Sources page, and click Add a Computer.2.
Enter a computer description and enter the IP address or fully qualified domain name in the Computer3.
name field.
From the Computer Type drop-down menu, select Linux / Unix:4.

Select Enable File Share Backups; the Linux/Unix (SSHFS) Information section displays:5.
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Enter the Username for the system account that is to have access to back up data.6.
In the To backup data on Linux or Unix based servers section, copy the commands to your7.
clipboard.
On the Linux/UNIX system, determine the location of the ssh directory, including the authorized_keys8.
file, in the user's home directory:

If a username different than root is used, place the ssh directory, including the authorized_keys
file, in the user's home directory.
If the root account is used, place the ssh directory, including the authorized_keys file, in the root
home directory

Log in to the Linux/UNIX system using an ssh client such as PuTTY, and paste and run the commands9.
copied in step 7 into the appropriate directory based on step 8 to set up the public key provided by
Barracuda Networks:



Barracuda Backup

Network File-Share Backup for Linux/UNIX (SSHFS)
3 / 5

On the Linux/UNIX system, navigate to /etc/ssh and open the file sshd_config file:10.

If an error message stating that no sshd_config file could be found displays, the ssh daemon may not be
installed. In some Linux installations, the ssh client is installed without the ssh daemon.

For more information, refer to the documentation available online or included with your version of Linux
for the proper procedures to install the ssh daemon on your server. For your reference, the following link
is provided to show an example of sshd installation instructions, for example, see the Open
SSHServer documentation.

In the file sshd_config, locate the line PubkeyAuthentication yes, remove the pound sign "#":11.

 .

Run the following command to restart sshd:12.
/etc/init.d/sshd restart

Depending on the Linux Server distro, it may be necessary to disable SELinux enforcement using the
command:
echo 0 > /selinux/enforce

When the configuration is complete, click Save in the Barracuda Backup web interface. The Add Data13.
Source page displays. Continue with Configure Linux/UNIX File Shares for Backup below.

Configure Linux/UNIX File Share for Backup

Now that the Linux/UNIX system is configured for SSHFS backup in the section above, you can begin adding
specific shares to back up. You can backup at the root level and back up all child directories or connect to
specific shares/directories one-by-one.

To configure Linux/UNIX file share for backup:

On the Add Data Source page, enter a Data Description for this source/share.1.
From the Data Type drop-down menu, select File Share - SSHFS.2.

https://help.ubuntu.com/10.04/serverguide/openssh-server.html
https://help.ubuntu.com/10.04/serverguide/openssh-server.html
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In the File Share Information section, enter the full path of the directory to be backed up in the Share3.
Name field, and click Test Share; if the connection is successful, a message displays the connection
status, for example, Status: Successfully connected to computer. If the connection is not successful,
verify you can connect to the share with the configured username, access the system from Barracuda
Backup, or that Barracuda Backup has the correct permissions to access the data.

If you have successfully added the share, click Save. You can continue adding shares by clicking Add4.
Data Source for this system on the Backup > Sources page, and repeating steps 1 - 3.

Important
When creating the backup schedule for a Linux/UNIX system, if you are backing up root or "/", you must
clear or create an exclusion rule for the proc and sys directories.
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