Barracuda CloudGen Firewall llBarracud&

Your journey, secured.

How to Set Control Centers into a Parent-to-Child Relation
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Synchronizing a parent CC with one or more child CCs requires you to exchange the public keys from
child and parent, and to copy the node information from the node property window on the child CC to
the parent CC. In the following example, all required child CCs are first configured on the parent.
Then, the node information is copied from a child to the parent.

In case there are multiple administrators responsible for managing parent and child CC
independently, and to avoid any unexpected damage to their CC configuration, it is
recommended that these administrators elaborate a common plan for synchronizing prior to
setting up synchronizing configurations between their respective Control Centers.

Before You Begin

All Control Centers must be running firmware 7.2.2 or higher.

Configure Identity Information between the Child CCs and the Parent CC

Perform the following steps for all child CCs that you want to import on your parent CC.

Step 1. Get the Private Key Information from the Child CC

1. Log into your Control Center that will serve as a child CC.

2. Go to CONFIGURATION > Configuration Tree > Multi Range > Global Settings > CC
Identity.

3. In the left menu, click Trust Chain.

In the Trust Chain Configuration section, click Ex/Import for CC Private Key.

5. From the list, click Export Public to Clipboard:

&
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Trust Chain Configuration

CC Certificate Show  w Edit... Pub Hash: OQXGXL 2048 Bits E-
CC S5L Certficate Show  w Edit... Pub Hash: OGXGXU 2048 Bits E-
CC Private Key MNew Key... Hash: OQXGXU 2048 Bits El
Preceding Private Key #1 MNew Key... Epoiioiipboa
Export to File...
Preceding Private Key #2 New Key... Export to Clipboard (password protected)
Export to File (password protected)...
Preceding Private Key #3 MNew Key...

Export Public to Clipboard
Export Public to File...

CC SSH Access Keys Import from Clipboard

Import from File...

CC 55H Access Key MNew Key... B = L o L L A
Preceding CC S5H Access Key MNew Key... Ex/Import w| Mo key present El
Legacy CC 55H Key MNew Key... Ex/Import »| Hash: KWMIES 1024 Bits El
Preceding Legacy CC 55H Key New Key... Ex/Import w Mo key present E-

Step 2. Configure the Identity of the Child CC on the Parent CC

Log into your Control Center that will serve as your parent CC.
Go to CONFIGURATION > Configuration Tree > CC Parameters.
In the left menu, click Switch to Advanced view.
In the left menu, click Split Control Center.
Configure the CC to work as a parent:
1. Note Type - Select Parent.
2. Child Control Centers - Click + to configure a new child CC with its synchronization
nodes.

Uik N

3. The Child Control Centers window displays.
4. Enter a name for the Control Center.
5. Click OK.
6. Enter the IP address for Child Control Center IP.
7. Click Ex/Import for Child Public Key.
8. From the list, select Import from Clipboard:
Child Control Center Settings
Child Contral Center IP HEER
Child CC Public Key Ev/Import = E-
Synced Configuration Nodes Exeoiticieipboar E-
Export to File..
Export to Clipboard (passwerd protected)
Export to File (password protected)...
Remave Key
Import from Clipboard
Impaort from File..,
Impaort from Microsoft Certificate Management...
9. Click OK.

10. Click Send Changes.
11. Click Activate.
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Step 3. Get the Private Key Information from the Parent CC

1. Go to CONFIGURATION > Configuration Tree > Multi Range > Global Settings > CC
Identity.

2. In the left menu, click Trust Chain.

In the Trust Chain Configuration section, click Ex/Import for CC Private Key.

4. From the list, click Export Public to Clipboard:

Trust Chain Configuration

w

CC Certificate Show  w Edit... Pub Hash: OGXGXU 2048 Bits E-
CC S5 Cerificate Show -« Pub Hash: OQXGXLU 2043 Bits E-
CC Private Key MNew Key... Hash: OQXGXU 2048 Bits El
Preceding Private Key #1 MNew Key... Bpoiticleipbos
Export to File...

Preceding Private Key #2 New Key... Export to Clipboard (password protected)

i . Export to File (password protected)...
Preceding Private Key #3 MNew Key...

Export Public to Clipboard
Export Public to File...

CC SSH Access Keys Import from Clipboard

Import from File...

CC 55H Access Key MNew Key... B = L o L L A
Preceding CC S5H Access Key New Key Ex/Import w| Mo key present

Legacy CC 55H Key MNew Key... Ex/Import »| Hash: KWMIES 1024 Bits El
Preceding Legacy CC S5H Key MNew Key... Ex/Import w| Mo key present El

Step 4. Configure the Identity of the Parent CC on the Child CC

Log back into your Control Center that will serve as your child CC.
Go to CONFIGURATION > Configuration Tree > CC Parameters.
For Node Type, select Child.

In the left menu, click Switch to Advanced view.

In the left menu, click Split Control Center.

For Parent CC Public Key, click Ex/Import.

Click Import from Clipboard:

NousewhH
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Control Center Configuration Synchronization

Node Type Child v B
Child Control Certers E-
Name Child Control Center IP Child Corntrol Center A
£ >
Parent CC Public Key | | E::f’lmpo v— Mo key present B-
Parent Control Center [P 9 Import from Clipboard | E-

Import from File...
Parent Control Center ACL

Impaort from Microsoft Certificate Management..,

8. For Parent Control Center IP, enter the box level IP address of the parent Control Center.

Control Center Configuration Synchronization

Mode Type Child ~ [E-
Child Control Certers El-
Mame Child Control Center IP Child Control Center A(
< >
Parent CC Public Key = E-
Parent Control Center IP (/] FD-W--' — B = | El-
Parent Cortrol Center ACL & | o B
< >

9. Click Send Changes.
10. Click Activate.
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Configure the Synchronization Nodes

The following example assumes that a user wants to synchronize the Administrative Roles node.

Repeat the following steps for all paths of each child CC that you want to synchronize with the parent
CC.

Step 1. Get the Node Information from the Child CC

1. Log into your child CC.
2. Go to CONFIGURATION > Configuration Tree > Multi Range > Global Settings.
3. Right-click Administrative Roles in the Control Center configuration tree.
4. From the list, select the Properties node.
5. The Node Properties window opens.
6. Locate the line that holds Configuration Node Path.
7. Using your cursor, highlight the string in the Configuration Node Path field:
Mode Properties >
Mame Administrative Roles
Description Administrative Roles
Created 20180704 09:08:24 int local
Last Modified
Release 72
Backwards Compatible 3234364042505254606162707.1
Module cluster/roles

Corfiguration Node Path Osettings

Administrative Level

Read 95 from parent i
four level Wiite 2 from parert >

Change

Modify Event Mo Everit e Change

History
20130704 09:08:24 add int -

Close

8. Right-click the marked string.
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9.
10.

A small menu displays.
From the list, select Copy:

Mode Properties *
MName Administrative Roles
Description Administrative Roles
Created 20180704 09:08:24 init local
Last Modified
Releasze 72
Backwards Compatible 3234364042505254606162707.1
Module cluster/roles

Configuration Mode Path Dsettings. rolge
Undo

Administrative Level Cut
Read 59 1 Copy
Yourlevel |1
Write 2 fron Paste
Delete
Modify Event Mo Event
Select All

Step 2. Configure the Node Information of the Child CC on the Parent CC

Uik wh e

CcCwLoo~No

12.
13.

14,
15.

Log into your Control Center that will serve as your parent CC.

Go to CONFIGURATION > Configuration Tree > CC Parameters.

In the left menu, click Switch to Advanced view.

In the left menu, click Split Control Center.

From the list of Child Control Centers, double-click the child CC you want to configure the
synchronization node for.

For Synced Configuration Nodes, click + to add a new configuration node.

The Synced Configuration Nodes window displays.

Right-click into the edit field for Source Node Path.

From the list, select Paste.

In the edit field for Source Node Path, delete everything beginning with the last '/ to the end

of the string, for example, '/roles'. The edit-field now displays the string 'Osettings'.

. Right-click into the edit field for Source Node Name.

From the list, select Paste.
From the string in the edit field—for example, Osetting/roles—delete everything from the

beginning up to the last '/', for example, Osettings/. The edit-field now displays the string 'roles":

Configuration node definitions for synchronization

Source Node Path & | Dsettings =

Source Node Name @ [roles B

Destination Mode Path | | E-

Destination Node Name | |E-

Destination Node Label | | E-
Click OK.

Click Send Changes.
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16. Click Activate.

Your parent CC is now configured to synchronize the node 'Administrator Roles' with the child CC of
your choice. If you make any changes on the parent CC to one of the configured synchronization
paths, this path is automatically pushed to the CC if it is reachable and if the sync node is not locked
on the child CC.

Status Map on Parent CC and Child CC

On a parent CC, you can see in the status map information about configured child CCs. The column
Child CC lists all child CCs synced from the parent CC. In the horizontal line, the status map displays
the name of the child Control Center:

CONTROL CONFIGURATION DATABASE ADMINS

Status [=1 !u Zero Touch Geo Configi
Map M ¥ Deployment Maps Update
Fitter Filter Fitter
Name Slave CC Desc
- - mixed - Rany
4 N2 - mixed -
-
4 0 2/Cluster32 QA-EU-Slaved
| o LF-VM-NG-87 QA-EU-Slavel

Because a child CC is only passively listening on sync commands sent by its parent CC, no information
is available in the status map:

CONTROL ~ CONFIGURATION ~ DATABASE  ADMINS  STATISTICS  EVENTS NETWORK ACCESS CLIENT
Stus @y Zero Touch Geo Configuration File Barracuda Fool Stfistics £~ Remole Scamner s Firmware
Map Hl Deplayment Maps Updates Updates 298 sessions m Activation Licenses Collection (&2 Execution Versions E=§ Update
D sho o I a: 0 sho 0 sho chable: 0 sho
Fiter Fiter Fiter Fiter Fiter Fiter Fiter | Fiter v vifvi[wilwi[vi]v:
Name Desciption Access IP Vewon MRSl Appliance Serial  Server S. N. L. A. R. V. C.
: : - -
4 B2 Testing CC-Split on EU-Slave3 E LA O LS 5
o = u 2%
4 = 2/Cluster32 72 =R R S
= u o3
= LFVMNG 87 10.17.84.87 721129 [ VF1000 904646 587 N E. B
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