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Understanding Benchmark Campaigns

https://campus.barracuda.com/doc/84967786/

Benchmarking is the only true way to see how your company stacks up when it comes to security
awareness. To help you in this effort, Security Awareness Training includes a growing catalog of pre-
packaged benchmarking campaigns.

All benchmarking campaigns consist of a simulated phishing email and landing page that targets
employees in your address book. Benchmarking campaigns are categorized under the Benchmark
Content Group Category. Once the campaign concludes, reporting allows you to see how many of
your users engaged with the email and to what extent. You also receive insights into how your
employees compare with others within and outside of your industry.

This article describes the available benchmark campaigns.

e For instructions on setting up and running a benchmark campaign, refer to Creating and
Running a Benchmark Campaign.

e To view the results of a benchmark campaign, refer to Benchmark Results. You can also see a
PDF summarizing the results following each campaign description below (starting in 2023).

Available Benchmark Campaigns

202310 - EvilProxy Phishing Email

Use this campaign to send your users email that closely mimics a real-world threat currently targeting
Microsoft 365 users - the EvilProxy phishing framework. This campaign tests against lookalike emails
intending to harvest login credentials. Then you can see how your users compared with those in other
industries or within your own vertical.
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Campaign Summary Results

October 2023 Benchmarking Campaign Wrap Up - See the results in total and broken down by
industry. There are also instructions to send follow up campaigns reinforcing both positive and
negative actions taken by your employees.

202304 - Someone Searched You Phishing Email

Send your users a false warning that their personal information has been searched online. This
campaign will help you determine who in your organization would click on an authentic looking
phishing email. Then you can see how your users compare with users in other industries or within
your own vertical.
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Flagged

Real-time personal & professional reputation management powered by Novus,

Hello {email:firstName}:

Someone in your network just conducted a web search for personal information
about you. We've flagged the search so you can learn more now.

Flagged combines Novus technology and partnerships with platforms like
LinkedIn, Truthfinder, Meta, Ancestry.com and others to bring real-time search
activity to light. Categories we monitor include:

criminal history work history

click to see what we flagged for you

Once you've reviewed the information provided, Flagged provides a range of
reputation management options. Some may lead to partner platforms that
assist in curating personal information online.

There is no obligation to proceed once flagged information is
reviewed, only the option to participate if you so choose.

afialed parlnas

/ l & Read what users are saying about
* Flagged online reputation management.

Campaign Summary Results

April 2023 Benchmarking Campaign Wrap Up - See the results in total and broken down by industry.
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There are also instructions to send follow up campaigns reinforcing both positive and negative actions
taken by your employees.

202210 - Profit Sharing Email with Login Page

Use this campaign to send your users a false company profit sharing email linking to a fake login
page. This campaign tests your users against lookalike emails that intend to harvest login credentials.
Then you can see how your users compared with users in other industries or within your own vertical.

To: {email-frstame} {email-lasthame}
From: Benefils

femailSendTime!l, F [ Amenca/Chicaga’}

We are pleased o introduce a new profit sharing benefit currently rolling out that's designed to
help you sawe for the fulure in times of uncertainty

Through a parinership with Keysaver, a digital financial innovation firm that's helped millions
build wealth through profit shanng programs, we now offer app access to an expanded number

of investment funds with proven track records of positive performance

We understand you may have questions about the program, which we've anticipated, The
Keysaver link below will take you te a portal that indudes a customized Q&8A prepared
exclusively for our organization.

KEYSAVEFE

Use your company user D and password to log in for answers o frequenily asked gquestions

and an cpportunity to sign up before the deadline to participate passes
We hope you make the most of this new employee benefit
Sincerely,

Your Benefits Team
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202204 - OneDrive Backup Failure with Login Page

Use this campaign to send your users a false Microsoft OneDrive backup failure notice linking to a
fake login page. This campaign tests your users against lookalike emails that intend to harvest login
credentials. Then you can see how your users compared with users in other industries or within your
own vertical.

Dear Customer,

OneDrive backup failed
femailSendTime:'l, F j':’America/Chicago’}(UTC)

You can view more details for this alert in the Microsoft OneDrive
Management Portal.

RULE NAME: Backup Failed

RULE DESCRIPTION: Undetermined

Would you like to retry backup?
Recommended. Click here.

At Microsoft, we believe customers deserve to understand our policies for responding to backup requests for their
data. This transparency also helps inform policymakers as we work to improve processes that impact our
customers. Detailed frequently asked guesticns (FAQs) can be located here.

This content is neither endorsed, nor sponsored, nor affiliated with Microsoft. Microsoft is the registered owner of
logos and trademarks. This content is for educational purposes only.

202110 - Mask Mandate with Information Links

Use this campaign to send your users a fake Mandatory Mask Mandate email, informing them about
new mask updates, and providing them with an opportunity to learn more about mask mandates by
region and about the mission statement of the email sender. This campaign tests whether users will
click links sent by unknown, but seemingly official senders. Then you can see how your users
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compared with users in other industries or within your own vertical.

MANDATORY

A MASK MANDATE

UPDATE

Du to the unprecedented emargence of Covid-19 varants wordwide, the Health
Ministry Alliance has Bsued a mandatory mask mandabe aflectiva immadiataly.

Mask are 8 proven, affective deterrent to virus spread. Wearing a mask can
redeta’mitigale recant spikes in Covid-related hospitaligations and deaths.

A comprebansive listing of mask mandate reguirements in yowr regien is provided,
Flaasa raview your regional requirements. al e ink balow.

MASHK MANDATES BY REGION

ADDITIONAL RESDURCES
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The Health Minisiey Allance is committed fa a universal approach to worldwide
wellness and s not affilated with any nation, stata or gevernment. Read our mession
slalement and faunding philosophy bare,

& BOF Haait Miskiny Alianos. Al SpTs nsrd

This comient is nedher sndoned, norsponsored. nor afilamd with The Wiho, COC, ECOC., or Uk, Thesn sniiies
i D retilines cemrir of 0SS Bnd e . This conlant & lor educabonial puspoiss only

202104 - Taco Bell Rewards with Unsubscribe Link

Use this campaign to send your users a fake Taco Bell Rewards email informing them they have been

automatically enrolled for daily emails and texts, providing them with an opportunity to unsubscribe.
This campaign tests the theory that users are more likely to click unsubscribe links because they
consider them safe. Then you can see how your users compared with users in other industries or

within your own vertical.
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To unsubscribe dlick here

TACO (_z, BELL

Congratulations!

You've earned 100 points

You're now registered to receive daily
emails and texts.

Want more points faster?

4 ™

& D
LCAWAS
Download the Taco Ball app
Order enline
Order |::|1Iir1el for a friend
Create your own cravings box
Follow us un‘scn::iil media

And more
L A

If you prefer to opt out, unsubscribe here.

B 2021 Taco Bell. All righis reserved. There is no Bmitation on age o eam rewards poinds. A parent or guardian of any
participant wha is & minor must sign a releass on behalf of the minor {o be eligible fo receive rewards points, but Taco Bell
resarves tha right to refuse to award points to or on behalf of any minor. Employees of Taco Bell and members of the
immediata family of amy such parsone ane not eligibls to participate and eam points. The term “Smmediate famiy” includes
spouses, siblings, parants. children, grandparents, and grandchildren, whether as “indaws,” or by cumrant or past
marmriage(s), remarriage(s), edoption. co-hebitation or other family extension, and any other persona residing at the same
househald whether or not related.

This content is neither endorsed, nor sponsored, nor affilisted with Teco Bell. Taco Bell is the registered owner of logos and
frademarks. This contant is for educational purposes only.

202010 - Microsoft 365 Account Termination Notice with Login Page

Use this campaign to send your users a false Microsoft 365 account termination notice that leads to a
false login page. This campaign tests your users against lookalike emails with credential harvesting.
Then you can see how your users compared with users in other industries or within your own vertical.
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] Office 365

Account Termination Notice

SampleFirstName

We have received a number of complaints about {email-address)
distributing SPAM and/or Questionable Content

You have 48 hours to dispute the termination your account. Please
Tollow the Ink balow to L‘oegln the process

Dispute Account Termination

Thiz is an aulomated system, please follow the dispule process and 3o nol reply
b this miail

B% Microsoft 1] Office 365

Thes e-mail address i= not mondored Please do not reply fo this message
Prevacy | Leqal

Micreaol Qmce
e Micioasll Wy
Redmand, Wi
98052558 USA

Thin contend & neither endorsed, mor spenscred, nor afiliaded with Micresofl. Microsoll is e registered
owner of gos and rademarks. This conlent B for educalional purposes only

202005 - Amazon Fraud Notice with Login Page

Use this campaign to send your users a false notice from Amazon that leads to a false login page. This
campaign tests your users against lookalike emails with credential harvesting. Then you can see how
your users compared with users in other industries or within your own vertical.
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amazon

We locked and suspended your account. We have detected several suspicious
transactions on your account

Please review and confirm the transactions linked below, if any of these
purchases are not authorized use the "report as fraudulent" action next to the
item.

Once you have reviewed and authorized these transactions your account will
automatically be reactivated. Ve apologize for the inconvenience, we strive to
protect your account.

Amazon Fraud Detection

If you'd like more information, click here:

Unless otherwise noted, items returned to amazon.com are subject to the applicable tax laws of that state. If your
retum contains one or more items from a seller other than amazon.com, it may be subject to state and local sales
tax, depending upon the seller's business policies and the location of their operations. This email was sent from a
notification-only address that cannot accept incoming email. Please do not reply to this message.

This content is neither endorsed, nor sponsored, nor affiliated with Amazon. Amazon is the registered owner of
logos and trademarks. This content is for educational purposes only.

201910 - FedEx Cancelled Delivery with Login Page

Use this campaign to send your users a false FedEx delivery message that leads to a false login page.
This campaign tests your users against lookalike emails with credential harvesting. Then you can see
how your users compared with users in other industries or within your own vertical.
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FedEx

DELIVERY ALERT

Cancelled

Hi ) , your delivery has been cancelled

Please check the link below for a more information:
More Information
Learn More About the Cause of Your Delay

While a variety of factors can cause delays the most common ones are listed here. We
apologize for the inconvenience.

m‘

Tracking Number: 69572038288273829

Service: FedEx Ground

Delivery Location: Home Address | Business Address | Pickup Location

N7
{ .' ;

@ 2019 FedEx, Inc. All rights reserved. All trademarks, frade names, or service marks that appear in connection
with FedEx's services are the property of their respective owners. This email was sent from an automated
service. Please do not respond. To manager your FedEx preferences, Rewards or related services, click here.

This content is neither endorsed, nor sponsored, nor affiliated with FedEx. FedEx are the registered owners of
logos and trademarks. This content is for educational purposes only.

201904 - Quarantine Message with Login Page

Use this campaign to send your users a false Microsoft quarantine message that leads to a false login
page. This campaign tests your users against lookalike emails with credential harvesting. Then you
can see how your users compared with users in other industries or within your own vertical.
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There are 23 newy messaqes in your Email Quarantine since you received your
last Matification

Messages will automatically be removed from the quarantine in 24 hours

To see all quarantined mess A0es view your email guarantine or conmtinue bl e
Nober Ths messoge ihas been senf by o notficotion aniy sysiem. Flease o node re oy
Benchmarking Landing Pag
. -
B® Microsoft
Signin

By Acxaun] Craas ofml

rant aooees your scoown|?

201810 - Google Docs with Login Page

Use this campaign to send your users an email from Gloogle, a lookalike company, inviting them to
access a shared document management folder. This leads to a false login page. This campaign tests
your users against lookalike emails with credential harvesting. Then you can see how your users

compared with users in other industries or within your own vertical.

Thu 9/6/2018 12:29 PM

PM  Project Manager <invitations@drive-gloogle.com>
Invitation to access group folder
o @ @phishline.com

You have been invited to access the project management folder

Gloogle

Gloogle respects your privacy. To learn more, please read our Privacy Statement.
© Gloogle 2018. All rights reserved
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201804 - Delivery - Blind Test

Use this campaign to send your users a false email about a delayed shipment. In a blind test, the user
is not told that they just clicked on a bad link. Then you can see how your users compared with users

in other industries or within your own vertical.

Delivery Waiting

Dear client,

We sttempted to deliver youritem at 8:00 amon {emailSendTime:™, F
[America/Chicagd -1 Days}.

The delivery atternpt failed because nobody was present at the delivery location. This
is an automated notification.

You may arrange redelivery using the link below, or pickup the package from the office
at the adress listed on the delivery receipt.

Label/Receipt Number: D2810374F203847

Expected Delivery Date: femailSendTime "1, F j'America/Chicage’'+1 DaysT}
Class: Package'Parcel

Services(s): Delivery Confirmation/Motification

Status: Email Metification Generated

To download the delivery receiptin PDF format, click below:
Click here to download delivery receipt

To check on the delivery status of your package, or arange redelivery, click below Click
here for status and redelivery request

Thank you.

"This i an avtematically generaled message. Please do net reply "
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