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Credential Security Best Practices for Your MSP
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This section provides the best practices for credential security.

In today’s environment, end-customers are being targeted and infected with ransomware through
their MSPs. As MSPs often hold the keys to their customers’ environment, MSPs have an enormous
responsibility to be vigilant about securing their credentials to ensure attackers cannot exploit
customers through this type of access.

To help you strengthen your credential security, Barracuda MSP encourage you to adhere to the
following best practices:

e Review access to MSP tools
Enforce a strong password policy
Use two-factor authentication
Store passwords securely

e Review user roles
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