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Enforce a Strong Password Policy
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Implementing and enforcing a strong password policy is crucial to security. A strong password policy
includes the following:

e Requiring passwords that cannot be easily guessed or vulnerable to brute-force/dictionary
attacks

e Instituting a frequent password change policy

e Requiring unique passwords for different customer sites

Ensure the password change policy is enforced throughout your organization and for your entire
portfolio of tools. Use a password generator to generate credentials such as GRC Passwords, which
generates long, high-quality, random passwords.
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