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How to Configure Allowed VPN User Groups

https://campus.barracuda.com/doc/94539562/

Barracuda CloudGen WAN allows you to restrict access to the User Connectivity & Personal
Security feature based on users and groups.

Before You Begin

e Synchronize your Azure Active Directory with Barracuda Cloud Control. For more information,
see How to Connect Your Azure Active Directory with Barracuda Cloud Control.

e Create a SAML endpoint in Microsoft Azure and provide a basic configuration of the User
Connectivity & Personal Security feature. For more information, see How to Create a SAML
Endpoint in Microsoft Azure and Basic User Connectivity & Personal Security Configuration.

Step 1. Group Claims in Microsoft Azure

1. Log into the Azure portal: https://portal.azure.com

2. In the left menu, click All services and search for Azure Active Directory.

3. Click Azure Active Directory.

4. In the left menu of the Azure Active Directory blade, click Enterprise applications.
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In the Enterprise applications blade, click All applications.
Click on the application you created, e.g., Campus-SAML-Endpoint.
Click Single sign-on.

The Set up Single Sign-On with SAML blade opens.

In the User Attributes & Claims section, click Edit.

Home > cudazure > Enterprise applications > Campus-SAML-Endpaint >

Campus-SAML-Endpoint | SAML-based Sign-on
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10. The User Attribute and Claims blade opens.
11. Click Add a group claim.
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Home > Campus-SAML-Endpoint > SAML-based Sign-on >

User Attributes & Claims

t Add new claim |- Add a group claim Columns

Required claim

Claim name Value

Unigue User Identifier (Name D) user.userprincipalname [nameid-for... *=*

Additional claims

Claim name Value
http://schemas.xmlsoap.org/ws/2005/05/identify/claims/emailaddress user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlscap.org/ws/2005/05/identity/claims/name user.userprincipalnames
http://schemas.xmlscap.org/ws/2005/05/identity/claims/surname usersurname

12. The Group claim blade opens. Specify values for the following:
o Which groups associated with the user should be returned in the claim? -
Select Security groups.
o Source attribute - Select Group ID.
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Group Claims X

Manage the group claims used by Azure AD to populate SAML tokens issued to your app
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O Directory roles

O Groups assigned to the application

Source attribute *

I Group 1D e I

Advanced options
D Customize the name of the group claim

Mame (required)

Mamespace {optional)

Emit groups as role claims @

Save

13. Click Save.

Step 2. Configuration in Barracuda CloudGen WAN

1. Go to https://cloudgenwan.barracudanetworks.com/ and log in with your existing Barracuda
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Cloud Control account.
2. Click USERS.

=
4| CioudGen WAN

O @ o @ @ B ©

(™ Dashboard
3. The Personal Access window opens.
4. Go to the AZURE AD INTEGRATION section.

o Allowed VPN User Group - Type to search for users or groups you want to grant
permission to use Personal Access. Only users and groups added here are allowed to use
Personal Access.

AZURE AD INTEGRATION

To configure Point-to-Site VPN, you must connect CloudGen WAN to your Azure AD Enterprise App, by exchanging
metadata below.

# DOWNLOAD METADATA

https://login.microsoftonline.cor

To use Site Authentication and User/Group rules in Security, you must configure and sync your Azure AD into your
Barracuda Account here. Instructions for setting up Azure AD in Barracuda can be found here.

(O Allowed VPN User Group Campus o

5. Click Save.

Further Information

e For more information on Personal Access and Site Authentication, see User Connectivity &
Personal Security.
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