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How to Grant SSH Support Access

https://campus.barracuda.com/doc/94540420/

In certain cases, you may have to grant SSH access to the Barracuda CloudGen WAN site appliance
and/or the Barracuda CloudGen WAN gateway. Barracuda Networks Technical Support access via SSH
is granted for 24 hours.

Before You Begin

e The public IP address of the site must be directly reachable.

e The Access Control list cannot be 0.0.0.0/0 and the maximum netmask can be up to a /30
network.

e The access is granted for two hours and can be renewed for another two hours starting from the
moment the access has been renewed.

(Optional) Step 1. Create an SSH Key

In certain cases, you might have to create an SSH key yourself. However, in most cases, you can also
use the key provided by Barracuda Networks Support.

1. Download and install PuTTYgen from https://www.putty.org/.
2. Open PuTTYgen.
3. Click Generate.
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&P PuTTY Key Generator ? X
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(®RSA () DsA ( JECDSA () Ed25519 () SSH-1 (RSA)
Number of bits in a generated key: 2048

4. Move the mouse over the specified area to generate randomness.
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g PuTTY Key Generator 7 = |
File Key Conversions Help

Key
Please generate some randomness by moving the mouse over the blank area

Actions
Generate a publiciprivate key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save privale key
Paramelers
Type of key to generale:
RSA DSA ECDSA Ed25518 S5H-1 (RSA)
Number of bits in a generated key: 2048

5. Save the public and the private key for future reference.
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g PuTTY Key Generator ? . ‘
File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file-
ssh-rsa AAAABINzaC 1yc2EAAAABICQAAAGEANH ~

+6BbuzCdjMz00g/Q0JIrBzpF XHKDWeLZKXLijpyEoBQtM50fczgim 7D0nX. XwXvUpG
Yv2D3u+PlybezT Sqg2WiIPu+Z+3koGNqF 4KhiK.JOL YOWEZpHSEDF
+DiInJidTPYgowjmioazyjihoYFXEWOwxEH2WERRIBeAQsw.IS5DMmealaBHIRAN 7BZ
2THGHGGI5M 1 BETWCTKG 1JH7SchTFCvBaofw XVzD2YcX6U2MK2I2EKL2EQZu27g v

sahi-rsa 2048 23:8508:34:33:2¢:34-3d 5c-48:0a- 2e- 40 b5-4b: Th

Key fingerprint |
Key comment rsa-key-20210305 |
Kaey passphrase: |
Confim passphrase: |
Aclions

Generate a public/private key pair Generate

Load an existing privale key file Load

Save the generated key Save public key I Save privale key
Paramelers

Type of key to generale:

(®)RSA () DSA (U ECDSA () Ed25519 () 55H-1(RSA)

Mumber of bits in a generated key: lzma

6. Click Save public key and save it on your computer.
7. Click Save private key and save it on your computer.
8. Copy the public key from the text box to your clipboard.

How to Grant SSH Support Access 4/11



https://campus.barracuda.com/doc/94540420/

Barracuda CloudGen WAN l(Barracuda@

Your journey, secured.

B2 PuTTY Key Generator 7 >
File Key Conversions Help

ey

Public key for pasting into Open5S5SH authorized_keys file:

Ta 7Cw Xy RrLnuAw Mk UGeeqgUndHRzDfwzk FADNYDHK 1sFBEHa7ACNO 3 ggeveaZE/ Y
VEknAz B9 7ug58yqOfHhSmG 1/Q Y GeaXFnnhi 3+C0 DdM S ESgBxOHO4KHEO 0D 4G 2Y
v BSC0oVEc Gkt L7 Kowe TN SyuichemKiF
BvDCvdZcNAJoSgXg T2a3k FRL7Lgb FLy XM 51 tr2AbbiNosk U 3zuoek MxGJH
o e 3 eey-2 0210218 v

Key fingerprint: |ssh-rsa 2048 62:72:9¢c:6c:abe? fd:da:33:21.74 Ve:dB.cd .de: 22 |
Key comment: |rsa4cey-2ﬂ2‘lﬂ21ﬂ |
Key passphrase: | |

Confirm passphrase: |

Actions

Generate a public/prvate key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:
(® RSA () DSA () ECDSA {C) Ed25519 {C) 55H-1 (RSA)

Mumber of bits in a generated key:

Copy only the highlighted part of the key as displayed in the picture above. Do not copy
rsa-key-20210218.

Step 2. Grant Support SSH Access to a Site

Follow this step to grant support access to the site only. To grant access to both the site and the
gateway, follow Step 2 and Step 3.

1. Go to https://cloudgenwan.barracudanetworks.com/ and log in with your existing Barracuda
Cloud Control account.

2. At the top, select the workspace containing your site.

Click SITES.

4. Select the site you want to grant access to from the list of sites.

w
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© guest@baracuda.com

| CloudGen WAN i - i

= ADDFILTER NEW SITE
Name serial Gateway Connection Status Peering Address LANS WANS Addresses
&  pocsiter 72368267 CampusMAPPEASTUS2EUAPP online 169.254.0.2 10.17.04.208/24 1SP-Uplink-1 Dynamic X

5. The site menu opens.
6. Click SUPPORT ACCESS.
7. The Support Access window opens. Specify values for the following:

o Support ACL - Enter a comma-separated list of the networks you want to allow SSH
access to the site. The Access Control list cannot be 0.0.0.0/0 and the maximum netmask
can be up to a /30 network.

o SSH Public Key - Enter the OpenSSH public key you want to allow SSH access to the
site.

Support Access X

The Support ACL and SSH key provided here will be granted SSH access to this
site, and its connected gateway, for 2 hours.

() Support ACL* 10.12.13.0/24

(D) SSH Public Key

ssh-rsa
AAAAB3INzaCl1ycZEAAAABJQAAAQEAXIKHKYiwOVwWiogVLS11TgJbg
3tkDB/BI01z02Dg/DerylG+KyxrOLay/wVVIP5s7WIZX7IKY9IR28uV3c
3dXm7eZVIBh8GpS5D945WaxrDTYCQqria7CwiXyRrLnuAvMkUGeeqg
UndHRzDfwzkFADNVDHK1sFBHa73JCNO3CggxvecaZE/V5knAzR97ju
058ygOfHhSMG1/QYGecaxXFnnhi3+CODdMSESg8x0H04KHE00D4G?2
YQv55C0oVQc/GkriL7KeweTN9yuichecmKiF+BvDCvdZkNAJoSgXgT
2a3kFRL7LgbFUyXN9ITtr2AbbiNoskU3zuoek7xGJHHy TskYtSlw==
rsa-key

SSH access is granted to a site from the specified list of networks with the specified SSH public key. If
you also want to grant SSH access to the gateway, continue with Step 3. If you want to grant SSH
access for the site only, you are now finished.

8. Click SAVE.
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Step 3. Grant Support SSH Access to a Gateway in Microsoft Azure

To grant support access to an Azure gateway, you must enable the configuration in this step and in
Step 4. To grant support access to an on-premises gateway, go to Step 4.

w

. Go to https://cloudgenwan.barracudanetworks.com/ and log in with your existing Barracuda

Cloud Control account.

. At the top, select the workspace containing your site.

Click GATEWAYS.
Click on the name of the gateway your site of Step 2 is connected to.
© ngm - o @ S B @
< Gateways

. You are redirected to the managed app in Microsoft Azure. Log in with your Microsoft Azure

credentials.
The managed application blade opens.

. Click Support access.

Home

5, campusapp < x

Managed application

|,-TJ Search (Ctrl+/) ‘ < f Delete Update scale unit

~ Essentials JSON View

«F Overview

@ Activity log Resource group Managed resource gr
Activity

CAmpUs-egw mrg-Dev-TesseractManagedApp-ga-Definit.
i Access control (1) Location Application definition
@ Tags West Europe Dev-TesseractManagedApp-ga-Definition
Subscription
Settings SDWaas-dev

. Subscription 1D
#+ Parameters and Cutputs

Identity

i Properties

B Locks

o
Monitoring v

Alerts

Automation

% Tasks (preview)

=

%! Export template

Support + troubleshooting Barracuda C'loudGen WAN

2 Newsu pport request

Learn more about Barracuda CloudGen WAN

Manage your CloudGen WAN configurations

Ll Barracuda

8. The Support Access blade opens.

How to Grant SSH Support Access

7/11


https://cloudgenwan.barracudanetworks.com/
https://campus.barracuda.com/doc/94540420/

Barracuda CloudGen WAN llBarracuda@

Your journey, secured.

o Support ACL - Enter the same comma-separated list of the networks you entered in Step
2.

Home > campusapp >

Action inputs X
Support Access  Review + create

o The Support ACL provided here will grant SSH access to this gateway for 2 hours.

Support ACL* @ | 10.12.13.0124 |

Previous | Next: Review + create »

9. Click Review + submit.
10. The Review + create blade opens.
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Home > campusapp

Action inputs X
o Validation Passed

Support Access Review + create

Support Access

Support ACL 10,12.13.0/24

[ uomi ]
11. Click Submit.

Step 4. Grant Support SSH Access in the CloudGen WAN Service

Note: To grant support access to an Azure gateway, you must first perform Step 3. To grant support
access to an on-premises gateway, Step 3 is not required.

1. Go to https://cloudgenwan.barracudanetworks.com/ and log in with your existing Barracuda
Cloud Control account.

2. At the top, select the workspace containing your site.

Click GATEWAYS.

4. Select the gateway you want to grant access to from the list of gateways.
® wﬁvs ey & @ 9 B B

w

LEE Gateways A @ UUNITRIIIN EDIT COLUMNS | NEW GATEWAY
NAME HUB REGION UPSTREAM GATEWAY cLoUD VWAN CONNECTION STATUS SCALEUNIT ses
ssssss o
10f1

7 tems perpage | 10 ~

5. The gateway menu opens.
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6. Click SUPPORT ACCESS.

€ CampusManagedAppV820August21

( Dashboard
L sermes

§D) RECENT CONNECTIONS e Active Tunnels

(x) LIVE CONNECTIONS b Campus-Hub

5
Coutvan  campuswian
B o

7. The Support Access window opens. Specify values for the following:
o Support ACL - Enter a comma-separated list of the networks you want to allow SSH
access to the gateway. The Access Control list cannot be 0.0.0.0/0 and the maximum
netmask can be up to a /30 network.

o SSH Public Key - Enter the OpenSSH public key you want to allow SSH access to the
gateway.

Support Access X

The Support ACL and SSH key provided here will be granted SSH access to this gateway for
24 hours.

© Support ACL* 10.12.13.0/24

@ SSH Public Key ssh-rsa

AAAAB3INZaClyc2EAAAADAQABAAABAQDPMWEXnMRZIOI

+|DX6gAZ20EV//IVT+5JyV3/17KIkR44R5TZWUBE+Cc6yFLfBerw
wcSDyIFpTnKOC6QqBaffkloNpATOLF3hNOHjn280hRF6Grel0
dQWsrkXcd3vVgMOAgIDary3EFMsBhm6iHMooOkjnJC/iglUze
FS0LPLLYdjTZrDpnoRURZWIqgYzyQj7gXWyXSmicQgLeXvpJl

ZBGFHGgDLv0dolYwLgBtg+zgbEZhLOS6wwWkRFGCi4gmVsS

UmT2bW7Vmd8hYIld4FH|D501 LsuvayUdZkKAsWih+Za7fle
LIpgQPoUFRjMgMsatsbo3TxxUI1MJhSwrExLIb8kp

CANCEL | SAVE |

SSH access is granted to the gateway from the specified list of networks with the specified SSH public
key.

8. Click SAVE.
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