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If you are using LDAPS authentication, you must export an LDAPS certificate from your Windows
Server to upload the Barracuda Web Security Gateway. You configure the LDAP Port with the port
number on which the server listens for LDAP (636 for LDAPS) connections, on the USERS/GROUPS >
Authentication page of the Barracuda Web Security Gateway web interface.

You must install AD CS on the Windows Server before exporting the certificate.

After you export the certificate from your Windows Server, follow instructions for uploading the
certificate to your Barracuda Web Security Gateway in How to Enable LDAP Domain User
Authentication.

To export a root certificate from your Windows Server 2008:

1. Launch Server Manager.
. Go to Roles > Active Directory Certificate Services.
3. Right click on the domain that is associated with your domain and select Properties. Typically
this would be the root certificate.
Under the General tab, note the box that lists all available certificates that have been created
for the domain.
Select certificate and click View Certificate.
Click Details.
Click Copy to File...
Go through the wizard.
9. Use Base-64 encoded X.509 (.CER)
10. Enter the file name and location where you want to save the certificate.
11. Click Next.
12. Click Finish.
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To export a root certificate from your Windows Server 2012:

1. Launch Server Manager.
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2. Go to AD CS.
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3. Right click on server where Certificate exists on and select Certificate Authority.
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4. Right Click on the root certificate and click Properties.
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Opens the properties dialog box for the current selection.

5. Under the General tab, note the box that lists all available certificates that have been created
for the domain. Select the certificate to export and click View Certificate.
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6. Click the Details tab.
7. Click Copy to File..
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Edit Properties. ..

8. Go through the wizard.
9. When asked for the file format, use Base-64 encoded X.509 (.CER)
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Export File Format
Certificates can be exported in a variety of fie formats.

Select the format you want to use:
{_) DER encoded binary X.509 (.CER)
| ® Base-64 encoded x.509 (.CER) |

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
[Jindude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 {,PFX)
[]indude all certificates in the certification path if possible
[ Delete the private key if the export is successful
[ ] Export all extended properties

() Microsoft Serialized Certificate Store (L55T)

10. Enter the file name and location where you want to save the certificate.
11. Click Next.
12. Click Finish.
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