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How to Enable User Connectivity on a Site

https://campus.barracuda.com/doc/95263535/

User Connectivity & Personal Security allows you to connect your clients to either a gateway or a site.
Follow the guide below to configure a site so that clients can establish a point-to-site connection to
the site.

This feature is available only on hardware appliances T200 or higher and virtual appliances
VT300 or higher.

Before You Begin

* If you want to use your Azure Active Directory users and groups for personal access, site
authentication, and Security Policies, you must first connect your Azure Active Directory with
Barracuda Cloud Control in order to synchronize users and groups.

e |f you do not synchronize Azure Active Directory with Barracuda Cloud Control, you must create
a user account in Barracuda Cloud Control for each of your users using personal access. For
more information, see How to Connect Your Azure Active Directory with Barracuda Cloud
Control.

e Create a SAML endpoint in Microsoft Azure. For more information, see How to Create a SAML
Endpoint in Microsoft Azure and Basic User Connectivity & Personal Security Configuration.

e |f SSL Inspection is enabled, you must allow certain Barracuda and Microsoft domains before
you continue. For more information, see List of Required Barracuda Authentication & Discovery
Services for User Connectivity & Personal Security.

e Enable User Connectivity. For more information, see User Connectivity & Personal Security.

e A static public IP address is required for the site the clients are connecting to.

Step 1. Configure a Static WAN Connection on the Site

1. Configure a Static WAN interface on the site the clients are connecting to. Use a static public IP
address. For more information on the configuration, see How to Configure a Static WAN.

2. Stay in the WAN interface window.

3. Click to enable User Connectivity.
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Edit WAN Interface

@ name* StaticWAN
@ e Static -
@ Port P3 -

@ Virtual LANID

@ P Address * 62.99.0.221

@ Netmask * 24

@ Gateway * 62.99.0.254

o Provider Pinning Pin to Group 1 -

@ HA Failover

@ User Connectivity ®

=

4. Click OK.
5. Click SAVE

Step 2. Download the VPN Profile from the Site

1. Go to https://cloudgenwan.barracudanetworks.com/ and log in with your existing Barracuda
Cloud Control account.
2. Sele

i & 8 R @

DASHBOARD ~ GATEWAYS  SITES PERSONAL ACCESS CUSTOM APPS ~ SD-WAN  SECURITY AUDITLOG SETTINGS

3. Click SITES.
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4. Click on the download icon next to the site you want your client to connect in order to
download the client VPN configuration.

Barracuda
|17 Production

o - guest@barracuda.com
‘1 CloudGen WAN My production workspace ) Demo Enterprises Inc
O & &8 @ @ B o
DASHBOARD ~ GATEWAYS SITES USERS  CUSTOMAPPS  SD-WAN  SECURITY AUDITLOG SETTINGS
Sltes Y ADDFILTER IS0 A0S
SERIAL GATEWAY ;’:T"j?” on PEERING ADDRESS LANS WANS ADDRESSES
CampusMAppE. online 169.254.0.2 10.17.94.208/. ISP-Uplink-1 Dynamic El >
CampusMApPE. Degraded 169.254.0.3 10.17.94.217/. ISP-Uplink-1 Dynamic i >
“
1 10 - ms per 2item
Privacy Policy | @ 2021 Barracuda Networks, Inc. All rights reserved. | Subscription serial l(ﬂarr»:-c.,da

5. Save the file to your local machine.

Note: When importing the VPN profile, you can either import a Site VPN profile or a Gateway
VPN profile. Barracuda CloudGen WAN will automatically add all available VPN endpoints to
connect to in your Barracuda VPN client.

Barracuda VPN Client
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Further Information

For more information on user enrollment and on establishing a connection on the client, see User
Connectivity & Personal Security.
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