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Barracuda Web Application Firewall Integration with Microsoft
Azure Sentinel

https://campus.barracuda.com/doc/96011804/

Microsoft Azure Sentinel is a scalable, cloud-native security information event management (SIEM)
and security orchestration automated response (SOAR) solution that does the following:

¢ Provides intelligent security analytics at cloud scale for your enterprise.

e Collects log information from all devices and applications, both on-premises and in multiple
clouds.

¢ Analyzes the data and detects threats quickly with artificial intelligence (Al).

For more information about Azure Sentinel, see Microsoft Documentation.

Barracuda Web Application Firewall (WAF) integration allows you to easily connect your Barracuda
Networks logs with Azure Sentinel to view dashboards, create custom alerts, and improve
investigation. This integration provides greater insight into the organization’s network and improves
your security operation capabilities.

Prerequisites

e Create a Log Analytics workspace using the Barracuda Web Application Firewall ARM template.
See Creating a Workspace Using the ARM Template.

Integrate Barracuda Web Application Firewall with Azure Sentinel

1. Go to the Azure Sentinel page and click Create.

Home >

Azure Sentinel s -

Barracuda Networks, Inc. (barracuda.com)

Y Open classic view 23’{3 Manage view C_) Refresh & Exportto CSV % Open query - QO Feedback
‘ Filter for any field... Subscription == all Resource group == all X Location == all +7 Add filter

Showing 1 to 2 of 2 records.

|:| Name T Resource group T Location Ty

D v abp-summary-log-dev abpsummary EastUS 2

l:‘ @ oMmsws omsrg East US

2. On the Add Azure Sentinel to a workspace page, select the workspace you created and click
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Add.

Home > Azure Sentinel >

Azure Sentinel « Add Azure Sentinel to a workspace
Barracuda Networks, Inc (barracuda.com)
-+ Create /© Open classicview -+ + Create a new workspace () Refresh
Filter for any field. [Fier by name
Name Workspace Ty, Location Ty, ResourceGroup Ty Subscription Ty,
Q@ abp-summary-log-dev 3P sentinelws eastus rgoms WAF Engineering
Q@ OoMsws
Cancel
poge [T ot (o

3. On the Azure Sentinel page, click on Workbooks under Threat Management and then click
Add workbook.

Home > Azure Sentinel

> Azure Sentinel | Workbooks

Selected workspace: 'sentinelws’

|,O Search (Ctrl+/) | « O Refresh |- Add workbook

General -
0 This workspace is locked. You might not be able to make certain changes.

Q@ Overview

® Lo alo @110 Ao

& News & guides Saved workbooks Templates Updates

Threat management
My workbooks ~ Templates
i Incidents —_—

4l workbooks P search

© Hunting

4. On the New workbook page, click Edit.

Home > Azure Sentinel >

New workbook

sentinelws

3 Open O @ ﬁ @ ? Help S' Auto refresh: Off

New workbook

Welcome to your new workbook. This area will display text formatted as markdown.

We've included a basic analytics query to get you started. Use the edit button below each section to configure it or add more sections.

0 The query returned no results.
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5. On the Edit page, click Advanced Editor (</>).

Home > Azure Sentinel >

New workbook  » X
sentinelus

[ Donckditing open & & B £ v O & 2 © 7 e

New workbook

elow each section to configure it or add more sections.

1 Edit

6. On the Editor page:
1. Select the Template Type as Gallery Template.
2. Clear the text area.
3. Copy and paste the Barracuda ARM Template. The Sentinel workbook template is
available on GitHub.
4. Click Apply and click Save.

Home > Azure Sentinel
New workbook = X
nehus
v ? Help
x
I Gallery Template Y ACT N oy T
0 -

//schema. management . azure . con/schemas/2019-04-01/deploymentTemplate . json#",
"1.0.0.0",

me of the existing OMS Workspace to import this dashboard into"

1,
"metadata”: {
“description”: "Deploy Workbook or Views"
}
+

7. Go to the workspace you created and click Agents Management under Settings.
8. In the left panel, click Linux servers and note down the Workspace ID, Primary key and
Secondary key details.

Home > SentinelWs

. SentinelWS | Agents management

BE |og Analytics workspace

‘ R Search (Ctrl+/)

« =R Windows servers & Linux servers

E= Overview

@ 0 Linux computers connected
& Activity log Go to logs

A Access control (IAM)
Download agent

€ Tags Download an agent for your operating system, then install and configure it using the keys for your workspace ID.

. You'll need the Workspace ID and Key to install the agent.
£? Diagnose and solve problems

Download Linux Agent
Settings
Download and onboard agent for Linux

B Locks wget https://raw.githubusercontent.com/Microsoft/OMS-Agent-for-Linux/master/installer/script... [y ‘

@ Agents management

Im Agents configuration Workspace ID ‘ (] ‘
i= Custom logs Primary key ‘ B H Regenerate ‘
B Computer Groups

Secondary key ‘ | H Regenerate ‘

Linked storage accounts

~
i

Network Isolation

Advanced settings
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9. On the Barracuda Web Application Firewall web interface:
1. Go to the ADVANCED > Export Logs page.
2. In the External Log Servers section, click Add Log Server and add the Microsoft Azure
Log Analytics server details. See Configure the Barracuda Web Application Firewall to
Integrate with the Log Analytics Server and Export Logs.
10. You can now see the event logs and graphs displayed on Azure Sentinel.
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