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What's New in Barracuda Campus, January 2022

https://campus.barracuda.com/doc/96021109/

January 2022

The Barracuda Campus newsletter is published monthly with a listing of new and updated articles by
product. The Highlights section announces new product documentation and other major additions or
updates to the Barracuda Campus. Check back each month to see What's New!

Please direct feedback and questions to campus@barracuda.com.

Note that this edition of What's New is now organized to reflect the Barracuda Email Protection plans.

Highlights

Reorganization of this newsletter, based on new Barracuda Email Protection plans.

New Data Inspector documentation.

Updated new Email Gateway Defense (formerly Barracuda Email Security) documentation as
part of the new Barracuda Email Protection.

Barracuda Cloud Control - Multiple releases in December 2021.

Barracuda Cloud-to-Cloud Backup - Multiple releases in December 2021.

Barracuda Web Security Gateway - Early release of version 16.0. Many new features!

Barracuda Backup

Updated

e Virtual Infrastructure - Updated to support Hyper-V virtual hardware version 5.0 though 9.0
(Hyper-V 2019).

e Barracuda Backup Data Transfer IP Ranges - Added note that SSL inspection or other content
filtering rules can interfere with cloud encryption, causing replication to fail.

e Firmware Upgrade Policy and Supported Versions - Updated with latest information.

Barracuda Cloud Control
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Updated

e Barracuda Cloud Control Release Notes - Updated for December 2021 release.

Barracuda Content Shield

Updated

e Endpoints List - Noted that data is retained for 30 days.

e Exemption Policies - Added note regarding exempting certain TCP application traffic.

e |Incident Response and DNS Filtering With Barracuda Content Shield - Updated per Email
Gateway Defense bundling.

e Getting Started With DNS Filtering - Created for Email Gateway Defense bundling customers.

e Dashboard for Barracuda Content Shield DNS Filtering - Updated per Email Gateway Defense
bundling.

Barracuda CloudGen Firewall

New

e F193 Revision A (Rugged) - Added new HW Model.
e F1000 Revision B - Added new HW Model.

Updated

e Hardware Models - New CloudGen Firewall available: F193R, F1000B

Barracuda Email Protection Plans

Automatic Remediation (formerly Barracuda Forensics & Incident Response)

New

» Settings: Before You Begin - Settings are now on separate tabs.
* Automatic Remediation Settings

e Syslog Options Settings

o User-Reported Email Settings

Cloud-to-Cloud Backup
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Updated

e Barracuda Cloud-to-Cloud Backup Release Notes - Updated for December 2021 release.
e How to Protect Your Office 365 Data - Protect button no longer available in Protect page. Use
the Office 365 Customization section in Settings to change the backup behavior.

Data Inspector

New

e New Data Inspector documentation available.

Email Gateway Defense (formerly Barracuda Email Security)

New

e Email Gateway Defense Overview - Updated new Email Gateway Defense documentation as
part of the new Barracuda Email Protection.

Updated

e Secured Message Transmission - New Inbound TLS feature.
e Message Actions - New Inbound TLS Required message action.

Incident Response (formerly Barracuda Forensics & Incident Response)

New

o Settings: Before You Begin - Settings are now on separate tabs.
e Automatic Remediation Settings

Automated Workflows Settings

Manual Remediation Settings

Policy Option Settings

Syslog Options Settings

User-Reported Email Settings

Security Awareness Training (formerly Barracuda PhishLine)

New

¢ Single Sign-On
¢ Single Sign-On with OAUTH?2
¢ Single Sign-On with SAML2

Updated

e Click Thinking Content - Updated with new content.
e Language Support - Updated list of available training modules and answers.
e Training Videos - Updated list of available training modules and answers.
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Barracuda Total Email Protection

e License Definitions - This page is deprecated and now points to the new License Definitions -
Email Protection Products page.

Barracuda Email Security Gateway

Updated

e Barracuda Email Security Gateway Panel Indicators and Ports - Updated 600 model front panel
graphic and table information.

e How to Set Up Your Cloud Protection Layer - Updated per Email Gateway Defense bundling.

e Cloud Protection Layer - Updated per Email Gateway Defense bundling.

e When Your Energize Updates Subscription Expires - Added note that mail flow through CPL
stops when subscription expires.

Barracuda Load Balancer ADC

New

e Apache Log4j Critical Vulnerability (CVE-2021-44228)

Updated

e How to Update Definitions Under Energize Updates - Added a note for Security Definition
Updates.

Barracuda Message Archiver

Updated

e Allocating Cores, RAM, and Hard Disk Space for Your Barracuda Message Archiver Vx - Added
recommendation to back up before attempting to expand disk space or doing a fresh
deployment with migration.

Barracuda Vulnerability Manager
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Updated

e Integrating with Barracuda Web Application Firewall - Added note to contact Barracuda
Networks Support if integrating with Barracuda Web Application Firewall.

Barracuda Vulnerability Remediation Service

Updated

e Step 1: Connect the Barracuda Web Application Firewall to the Network - Added note to contact
Barracuda Networks Support if integrating with Barracuda Web Application Firewall.

Barracuda Web Application Firewall

New

¢ Apache Log4j Critical Vulnerabilities - December 2021

Updated

e Smart Signatures - Added information about Strict Patterns

e Prepare for the Installation - Added required outbound connections for Advanced Bot Protection
Dashboard access

¢ L oad Balancing For Clustered Barracuda CloudGen WAF Instances in Amazon Web Services
(AWS) - Added steps on how to load balance the service on multiple Barracuda CloudGen WAF
instances Using the Application Load Balancer

e Monitoring the Servers - Added additional information about Out-of-Band Health Checks

e How to Enable HTTP/2 - Added back-end HTTP/2 details

e How to Deploy Barracuda Web Application Firewall Vx Images - Added steps to deploy KVM
images

Barracuda WAF-as-a-Service

New

e Apache Log4j Critical Vulnerability (CVE-2021-44228) - Addresses worldwide, public
vulnerability that has been in the news.

Updated

e Endpoints - Added note that the North America and West Europe location is deprecated.
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e Getting Started - Added information on receiving notifications of outages or planned
maintenance.

e Moving an Application to Another Location - Added note that the North America and West
Europe location is deprecated.

e Understanding Deployment Locations - Added information about apex domains. Added note
that the North America and West Europe location is deprecated.

Barracuda Web Security Agent

Updated

e How to Install the Barracuda Web Security Agent on Mac OS - Updated system requirements for
macOS.

Barracuda Web Security Gateway

Updated
e Release Notes - Early release of version 16.0

Reference

New

e License or Trial Expiration for Barracuda Email Protection - Describes what happens when your
license or free trial expires.
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