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If you make setting changes, allow a few minutes for the changes to take effect.

Important

If your organization is using LDAP Authentication and your LDAP server goes offline, Email
Gateway Defense cannot connect to your LDAP server, and therefore users will be unable to log
into Email Continuity.

Email Continuity allows end-users to send, receive, compose, and forward emails when designated
mail servers are unavailable. Note that Email Continuity is automatically disabled after 96 hours.
Messages in the Email Continuity are viewable in the Message list for 30 days, after which they
expire.

Enable Email Continuity for all users on all domains on the account to comply with business continuity
regulations.

How it Works

When Email Continuity and spooling are enabled, Email Gateway Defense continually checks
designated mail server connections. When the service determines a mail server is offline, spooling
begins immediately and Email Continuity begins 10 minutes later. Email Gateway Defense then
continues to check designated mail server availability until the connection is restored. Once the
service determines spooling has stopped and email is flowing, Email Continuity remains active for up
to an hour after spooling has stopped and email is flowing.

Figure 1. Designated Mail Servers are Available, Mail is Flowing.
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Figure 2. Designated Mail Servers are Unavailable, Email Continuity is Enabled.
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e The original mail headers and timestamp sent/received during an outage are
synchronized to the primary mail server to minimize end-user confusion.
» Message for the primary and alias email are delivered to the primary account.

* When replying to a message or forwarding a message from Email Continuity, the sender is

the primary email address.
e Qutbound messages sent via Email Continuity are subject to the configured outbound

policies.

e When Email Continuity is enabled, if the administrator logs in as a user, that user's

message log is view-only.

e Messages cannot be deleted from the Email Continuity Service.
e You cannot access or send messages via quarantine notification email when Email

Continuity is in effect.
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Status

If spooling or Email Continuity is enabled for more than 96 hours, a warning displays in the Users >
Email Continuity page.

Email Continuity Actions

When Email Continuity is activated, users can continue to view their messages in the Message Log.
In addition to the standard message actions in the Message Log view, users can compose a new
message, and forward or reply to a message. Spooled messages display in the account admin,
domain admin, recipient, and sender Message Logs when Email Continuity is running.

When you view a message in the log, the following actions are available in the Message View page:

e Click on a message in the email list to view the message body, and take actions:
o Compose a New Message
o Reply to the sender
o Forward a message with Delivery status of Delivered to one or more email addresses;
separate multiple addresses with a comma delimiter.
¢ You can select to download one or more messages from Email Continuity as a .eml file.

' Message Log @

Message Filter:| Al j Reading Pane: | Right | Bottom | Off

Search: 20as o v || Saved Searches 1to9)
New Message
From To Subject Date Size | Delivery Reason Score

1] larry@myco.com  USEr@mycompany.com » Please Review 04/19 06:13PM 9 KB Delivered 0.00
Ba jipadokbar USEr@MyCompany.com » Webinar Question 04/19 01:27PM 486 B Delivered 0.00
I pete@thatcomy..  User@mycompany.com » Re: 04/19 10:18AM B KB Delivered 0.00
0@ BloodSugarNews USEr@MyCompany.com » A MUST Read for all Diabetics Bl 04/19 10:18AM 5 KB Mot Delivered Quarantined. ATD Scan Inconclusive. 0.00
1] Violette USEr@mMyCcompany.com » Cost Basis 04/19 10:18AM 8 KB Delivered 0.00
[ & 0 vashproct@mail.. user@mycompany.com » Event Notification 04/18 02:57PM 4 KB Not Delvered Quarantined. ATD Scan Inconclusive. 0.00
Il & 0 justoryou@oth...  user@mycompany.com » Free Advice 04/18 02:51PM 16 KB Not Delvered Advanced Threat Detection 0.00
1] Josh USEr@mycompany.com » Test Setup 04/18 01:22PM 7 KB Delivered 0.00
1] dianna@nameo...  User@mycompany.com » What's Up 04/18 09:33AM 6 KB Delivered 0.00

From: Jjustforyougotherco.com

To: USErd mycompany.com

Subject: Frea Advice

Date: 2017-04-18 02:51PM

Show Details
Message | Source Deliver || Allew List || Block~ || Download || Open ‘Reply v :
This message has one or more attachments with advanced threats detected. To deliver this message you must view the ATD Reports. Reply to Sender
Rephy All
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Set Up Email Continuity

Use the following steps to set up Email Continuity.

Step 1. Enable Spooling

Enable spooling for each domain where you want to enable Email Continuity.
To enable spooling:

Log into Email Gateway Defense as the administrator, and click Domains.

For the domain where you want to enable Email Continuity, click Edit in the Settings column.
In the Options section, set Spooling to Yes.

Click Save Changes.

Complete steps 2 through 4 for each domain where you want to enable Email Continuity.
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Step 2. Enable Email Continuity
To enable Email Continuity:

1. Go to Users > Email Continuity.
2. Set Email Continuity to Auto-Enable.

If you did not enable spooling, the Enable Spooling dialog box displays. Click OK.
3. Click Save Changes.

The Email Continuity status displays the date and time after which it is disabled (after 96 hours).

If you disable spooling after Email Continuity is set to Auto-Enable, the Email Continuity
dialog box displays:

Email Continuity

Disabling spooling feature will disable
auto-enabling of Email Continuity for all
of the domains associated with this
account.
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Automatic Deactivation

When Email Continuity is active, if no spooled messages are received for 15 minutes or longer, Email
Continuity will turn off automatically.
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