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How to Configure Web Security Service Integration using GRE
Tunnels and a Static Public IP

https://campus.barracuda.com/doc/96026025/

Barracuda Web Security Service offers a cloud-based web security solution. To forward web traffic
from your internal networks to the Web Security Cloud Enforcement Nodes (EN), all traffic must be
sent through two redundant GRE tunnels connecting the CloudGen Firewall to the Web Security cloud.
During normal operations, all web traffic uses the primary GRE tunnel. In case the primary tunnel
goes down, all traffic is routed through the second GRE tunnel, which terminates in a different node.
Traffic is redirected through the GRE tunnels using transparent redirect. This allows you to forward
web traffic without using source NAT while allowing the Web Security Service to work with and log the
original IP address of the client. Forwarding web traffic to the Web Security Service works for both
high availability clusters and stand-alone firewalls.
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Limitations

e The firewall must use a WAN connection with a static public IP address.
e The forwarding firewall Feature Level must be set to Release 6.2 or higher.

Before You Begin

e Contact Barracuda Networks Technical support to receive the GRE tunnel configuration.
e Go to CONFIGURATION > Configuration Tree > Box > Network > IP Configuration and
verify that the public IP address used for the GRE tunnel is a Shared IP. For more information,
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see Assigned Services.

Step 1. Configure the Primary GRE Tunnel on the Primary Firewall

Create the GRE tunnel on the primary firewall.

1. Go to CONFIGURATION > Configuration Tree > Box > Network.
2. In the left menu, expand Configuration Mode and click Switch to Advanced View.
3. In the left menu, click IP Tunneling.
4. Click Lock.
5. In the Tunnel Configuration table, click + to add an IP tunnel.
6. Enter a Name.
7. Click OK. The Tunnel Configuration window opens.
8. Enter the following for GRE tunnel settings:
o Encapsulation Mode - Select GRE(47).
o Source IP Type - Select BoxIP.
o Source IP - Enter the Primary Internal Router IP assigned by the Web Security
Service.
o Source Mask - Select 30-Bit.
o Remote End IP - Enter the Primary Tunnel Destination IP address assigned by the
Web Security Service.
o Check Reachability - Select yes.
o Local End IP - Enter the public IP address of the firewall.
o Trust Level - Select Untrusted.
Tunnel Configuration
Encapsulation Mode |GHE[4?} Vl E-
Tunnel TTL | | E-
Set Multicast Flag no v B
Source IP Type [BaxiP v] &
Source I [172.17.6.57 | &
Source Mask |30-Bit ~| B
Route Metric | | E-
Remote End IP [165.225.72.38 | @
Check Reachability |)'es Vl E-
Local End IP [82.150.198 169 | @
Trust Level IUrrtrusted VI E-
9. Click OK.

10. Click Send Changes and Activate.
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Step 2. Configure the Secondary GRE Tunnel on the Primary Firewall

Create the secondary GRE tunnel. Use a higher metric for the secondary GRE tunnel, so that traffic is
sent via the primary tunnel by default.

9.

© N U RAWN &

Go to CONFIGURATION > Configuration Tree > Box > Network.
In the left menu, expand Configuration Mode and click Switch to Advanced View .

In the left menu, click IP Tunneling.

Click Lock.

In the Tunnel Configuration table, click + to add an IP tunnel.

Enter a Name.

Click OK. The Tunnel Configuration window opens.
Enter the following for GRE tunnel settings:

o Encapsulation Mode - Select GRE(47).

o Source IP Type - Select BoxIP.

o Source IP - Enter the Secondary Internal Router IP assigned by the Web Security

Service.

Source Mask - Select 30-Bit.
o Remote End IP - Enter the Secondary Tunnel Destination IP address assigned by the

Web Security Service.

o Check Reachability - Select yes.

o Local End IP - Enter the public IP address of the firewall.

o Trust Level - Select Untrusted.

Tunnel Configuration
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10. Click Send Changes and Activate.
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Step 3. (High Availability Clusters Only) Configure Identical GRE Tunnels on the
Secondary Firewall

Repeat steps 1 and 2 to configure same GRE tunnels on the secondary firewall as well. Since the
Local End IP is a box IP address, only the active firewall can send traffic through the GRE tunnels.
Traffic can only be sent through the GRE tunnels on the active firewall.

Step 4. Activate the Network Configuration

1. Go to CONTROL > Box.

2. In the left menu, expand the Network section and click Activate new network
configuration.

3. Click Failsafe.

The tunl and tun2 interfaces are now listed with a green status icon on the CONTROL > Network
page of the primary and secondary firewalls.

Interfaces/IPs  |Pg Intefaces  Proxy ARPs  ARPs  Statistics  OSPF RIP BGP  Switch Info  IPvE ND Cache

Interface/IP Label Fing  MAC of duplicate IP Info
= &
W g% ethl. Speed=10000Mb/s. Duplex=Full
0--- grel
!;_," lo
E| e bund
CoiL @ 17217657730 ok
- omme bun2
L@ 1721765130 ok

Step 5. Create Transparent Redirect Access Rule for Web Traffic

Create an access rule to send web traffic through the active GRE tunnel.

1. Go to CONFIGURATION > Configuration Tree > Box > Assigned Services > Firewall >
Forwarding Rules.
2. Click Lock.
3. Create an access rule to forward selected traffic coming from your clients:
o Action - Select Dst NAT.
o Source - Select Trusted Networks, or select the network object containing the client
networks.
o Destination - Select Internet.
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Service - Select HTTP+S.
Target List - Enter the Primary Internal EN IP and Secondary Internal EN IP

separated by a space. E.g., 172.17.6.58 172.17.6.62

[¢]

[¢]

Fallback/Cycle - Select Fallback.
Connection Method - Select Original Source IP.

o Application Policy - Disable Application Control.

4. In the Miscellaneous section, set Transparent Redirect to Enable.

Rule
ICMP Handling
0Object Viewer 6

Object Viewer

5. Click OK.

Eventing
Application Log Paolicy

Generate event when rule is not used for [minutes]

Mone
Default
1]

| LAN-2-WSS |
S Dst AT “
| Forwards web traffic from the trusted LAN to the doud. | D
&* || Bi-Directional ¢ [J Dynamic Rule @ [] Deactivate Rule
Source VR Instance default + Destination VR Instance Same a5 Source L
Source Service Destination
Trusted LAN ~| [HTTP45 ~ | | Internet ~
Ref: Trusted LAM Networks Ref: HTTP Ref: Any
Ref: Trusted Next-Hop Metworks Ref HTTES MOT 10.0.0.0/8
Redirection
Target List Reference [
| 172,17.6,58 172,17.6.62
|Fallback ~|
List of Critical Ports
Authenticated User Policies Connection Method
IPS Poli
Any > — : Original Source IP ~
Default Policy ~ o= = :
Application Policy riginal Source IF (same port)
[No AppControl |
S5L Inspection Policy
M.A.
Schedule
| Always e |
QoS Band (Fwd)
MNo-Shaping w
QoS Band (Reply)
Like-Fwd A
Concel

Miscellaneous

Inline Authentication for HTTP and HTTPS
IP Counting Policy

Time Restriction

Clear DF Bit

Set TOS Value

Prefer Routing over Bridging

Color

Block Page for TCP 80

Use X-Forwarded-for Application Ruleset Evaluation

Transparent Redirect Enable

Mo Inline Authentication
Default Policy
Deprecated, use schedule
Mo

0 (TS unchanged)

Mo

RGE(D,0,0)

None; SYM Blodk

Mo

6. In the ruleset, drag and drop the access rule before all other access rules matching HTTP/HTTPS
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traffic from the client networks.
7. Click Send Changes and Activate.

Step 6. Configure the Web Security Service Web URL Filtering Policies

Configure the Web Security Service URL filtering policies in the Web Security cloud.

1. Sign into the Web Security Service portal.
2. Go to Policy - URL & Cloud App Control
3. Under URL Filtering Policy, click on Add URL Filtering Rule
4. Configure the policy:
o Rule Order - Specify the order of precedence.
o Rule Status - Enabled/Disabled
o URL Categories - Specify the URL categories for filtering.
o HTTP Requests - All or POST
o Users - If this is a user-specific policy, choose the username. Otherwise, select Any to
apply the policy to all users.
o Groups - If this is a specific group-based rule, select the group name. Otherwise, select
Any to apply the rule to all users and groups.
o Departments - Select any specific department or choose Any.
o Locations - Select any specific location or choose Any.
o Time - Select any specific time or choose Any.
o Action - Select Allow, Caution, or Block based on the policy.
o Daily Bandwidth Quota (MB), Time Quota (min) (optional) - If the Action is set to
Allow or Caution, you can specify the bandwidth and time quota.
o Allow Override - Enable to allow specific users or groups access to the blocked site.
o Description - Describe the policy name.
5. Click Save.

All HTTP and HTTPS traffic is now sent through the active GRE tunnel to the Web Security Service
enforcement point to be processed according to the web filtering rules.

Traffic Selection Forward, Local In, Local Out, IPv4, IPvE | Status Selection Closing, Established, Failing, Pending ¥ [Porl |‘1-‘13 80 | ® ] Ll
ID State IP Protocol Port Source Interface Destination Qutput-IF - Rule bit/z Total Idle . TID
.. «* TCP 20 10.17.69.13 ethl 104.96.90.162 tun q LAN-2/WS5 161K 20K bs -

Il...: {." TCP 443 10.1769.13 ethl 3415323831 tun1 q LAN-2-WS5 51.0K 64K 0s -

Il...: {." TCP 30 10.17.69.13 ethl 5216184181 tuni q LAM-2-W55 176K 22K 0s -

Il... q." TCP 443 10.17.65.13 ethl 54202432254 tun1 q LAM-2-WS5 71K 508.0 0s -

Il... ‘." TCP 443 10.17.65.13 ethl 64.20.243.254 tun1 5' LAN-2-WSS 185K 24K 0s -
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