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How to Configure VPN Authentication for SMS PASSCODE
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SMS PASSCODE offers strong authentication via SMS messaging on mobile phones. It provides out-of-
the-box protection of standard login systems such as Citrix, Cisco, Microsoft, other IPsec and SSL VPN
systems, as well as websites. Follow the steps in this article to configure VPN authentication for SMS
PASSCODE.

Step 1. Enable RADIUS Authentication

1. Go to CONFIGURATION > Configuration Tree > Box > Infrastructure Services >

Authentication Service.

In the left menu, select RADIUS Authentication.

Click Lock.

From the Activate Scheme field, select Yes.

In the Basic section, click + to add a RADIUS Server. The Basic configuration window opens.

In the Radius Server Address field, enter the IP address of the IAS/NPS server as the

SMS PASSCODE RADIUS authentication client.
The Radius Server Key must match the Shared Secret on the server. The shared
secret can consist of small and capital characters, numbers, and non-alpha-numeric
symbols, except the hash sign (#).

Click OK.

Select Login-LAT-Group from the Group Attribute drop-down list.

Next to the Group Attribute Delimiter field, select the Other check box.

Enter ; as the the Group Attribute Delimiter.

From the Group Attribute Usage list, select All.
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RADIUS Authentication Settings

Activate Scheme fes ~ [(E-
Method RADIUS EE
Basic b ] E-

Radius Server A... Radius Server P... Radius Server Key MAS-ID

1010100 @2 e

< >
Group Attribute ILOgin—LAT—Group I EE
Group Aftribute Delimiter I: I [~]COther £~
Group Attribute Usage Al ~| B~
User Info Helper Scheme T
OTP Preserves State No ~ [E-
Mumber of Processes 5 | E-

o This scheme is refemed fo as radius/RADIS in this and ofher configuration parts.

12. Click Send Changes and Activate.

Step 2. Configure the Client-to-Site VPN

1. Go to CONFIGURATION > Configuration Tree > Box > Assigned Services > VPN-Service

> Client to Site.
2. Click Lock.

3. Click the External CA tab and then click the Click here for options link. The Group VPN

Settings window opens.

4. When using user/password authentication, select the External Authentication check box.
5. From the Default Authentication Scheme list, select radius.

E Group VP

%509 Client Security

Mandatory Client Credentials %509 certificate
External Authentication

[J1rsec needs Xauth

Certificate Login Matching [JLogin must match Althame in Certificate

Server

Primary Authentication Scheme Default Authentication Schi

Default Authentication Scheme Iradius V|

Secondary Authentication Scheme  yoNE- ~

DRas Login permission required

6. Click OK.
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X509 Certificate

Client certfficate authentication mandataory.

Extenal Authentication

User password authentication mandatary.

IPsec needs Xauth

|Psec clients must support Xauth to connect.

Certificate Login Matching

The user name part of the subjectAltName in the certificate must match the login name.

Primary Authentication Scheme

Select a single authentication scheme, or extract from usemame (user@«<auth. scheme name>)to
use multiple authentication schemes. The default scheme is used as the falback.

Default Authentication Scheme

The default or fallback authentication scheme used to authenticate VPN clients.
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7. Click Send Changes and Activate.

Step 3. Create a Group Policy

Create a Group Policy with the corresponding Group Policy Condition to allow access from the
client. (For detailed information on how to create group policies, see Step 4 in How to Configure a

Client-to-Site VPN Group Policy.)

It is possible to limit to Group Pattern (groups sent in the Login-LAT-Group attribute).

Group Policy Setup

MWame TEST [ Disabled
Common Settings  TEST

Statistic Name
Network
DS 1P
DMS IPvE
WwiMS

Metwork Routes

Access Control

[TESTGP

[ Testhstwork  10.30.50.0

[105.08

Metwork Routes
10.6.0.0432

Access Control List

Bamacuda | IPsec IKEv1 | IPsec IKEvZ |
Bammacuda - Settings: TEST

Enforce Windows Security Settings (Vista and neweron...| ~

E VPN Client Network
DNS Suffix for VPN
ENA No
Aways On No
E Frewall Rules
VPN Client NAC lgnore
VPN
Offline
Firewall Always OMN No
E Login Message
Message
Bitmap
Encryption Algorithms

List [ACL) Enforce Windows Security Settings (Vista and newer only)
Enforce MS Windows security features for NG Metwork Access Clients to
allow VPN connections. Requires MS Windows Vista or later.

Group Policy Condition

External Group Client #5003 Subject Cert Policy / 0ID Peer
Export to file ... 0k, Cancel

Group Condition Setup
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Assigned VPN Group TEST ~

Extemal Group Condition from extemal authentication)

Group Pattem

[1Use One-Time Password

#5005 Certticate Conditions
Subject | | | Edt/Show..
Centficate Policy | | oiD: 252332)
Generic v3 0ID | " |

Content | |

Client Condition

Bamracuda Client |PSec Client
Peer Address/MNetwork Addr/Mask
Add Delete
QK Cancel

Step 4. Configure SMS PASSCODE

1. Install and configure the RADIUS client according to the "SMS PASSCODE Administrator's
Guide."

2. From the Authentication tab in the SMS PASSCODE - Configuration Tool window, select
Always from the Request Policies execution list in the Side-by-side section.
See the following figure:
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™ SMS PASSCODE® - Configuration Tool [_ [T x|

General | Databaze | SMS Tranzmission | Metwork
RADIUS Chent Protection Import/E xport | About

Authentication | Authorization | Miscellaneous |

— Allow login when =

V' Password has expired V' Password must change

— Side-by-zide
Enable [A54%MPS internal Connection  CAUTION: Test uzer authentication carefully
Request Paolicies execution: whet uging any of theze zettings. [noarrect
credentialz could be accepted, if forwarding iz o
I.Always j niot configured cormectly.

Skip paszword walidation for the following type of pazswords:

— Password validation

% WinNT Custom LDAP:  |smspassword

Revert BADIIS Client Protection to default zettings |

Save Cancel | Close

A
3. Open the Microsoft Windows Network Policy Server (IAS/NPS) and create a network policy. Open

the policy and choose the Windows groups containing the users.

The user must be a member of the group. For more details, see the "SMS PASSCODE
Administrator's Guide."
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CP_¥PN Properties
" Dverview Conditions | Constraintsl Settingsl
Configure the conditions for this nebwork policy.

If conditions match the connection request, MPS uses this policy to authorize the connection request. If conditions do not match the
connection request, NPS skips thiz policy and evaluates other policies, if additional policies are configured.

| Condition | Walue

8 Windows Groups SMSEPN

Condition description:
The Windows Groups condition specifies that the connecting user or computer must belong to one of the zelected groups.

sgd. | Edt. | Femove |

Ok I Cancel |

Apply

4. To send group names to the RADIUS client, configure the Login-LAT-Group attribute.

CP_Y¥YPHN Properties
.Dvewiewl Eonditionsl Constraints ~ Settings |

Configure the zettings for thiz network, policy.
If conditions and constraints match the connection request and the policy arants access, zettings are applied.

Settings:

RADIUS Attributes To send additional attributes to RADIUS clients, select a RADIUS standard attibute, and
then click Edit. IF you do not configure an attribute, it is not sent to R&DIUS clients. See

- your RADIUS client documentation for required attibutes.
endor Specific

Metwork Access Protection
W, NAP Enforcement Attributes:
78 Extended State Name | Walue
Routing and Remote Access Framed-Protocol FFP
o2y Muliink and Bandvidth Service-Type Framed _
Allocation Protocol (BAP) LoginlAT-Group  Groupl. GroupZ; Group3
T P Fiters
% Encryption
%y IF Settings
Add... Edit... Remave

oK Cancel

Apply
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