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How to Create File Content Policies

https://campus.barracuda.com/doc/96026243/

File content policies contain a list of policy rules that are evaluated from top to bottom. The action set
in the first matching policy rule is executed. You must include at least one of the following criteria and
define if the criteria are combined with a Boolean AND or OR. Empty criteria are ignored.

e Content Type - You can add file types by category or individually.

e File Name patterns - Pattern matching the file name.

* MIME Type patterns - Pattern matching the MIME type patterns for HTTP and SMTP. If a MIME
type pattern is configured, HTTP, SMTP, and FTP connections that do not include a MIME type
will cause the file content policy rule to not match if used with a Boolean AND.

Create a File Content Policy Object

1. Go to CONFIGURATION > Configuration Tree > Box > Assigned Services > Firewall >
Forwarding Rules.
2. Click Lock.
3. From the left menu, select File Content.
4. Right-click the table and select New File Content Policy. The Edit File Content Policy
Object window opens.
5. Enter a Name.
6. Select the default policy:
o Allow
o Alert
o Do not log
7. Click + to add a File Content Policy Rule.
8. Double-click the new file content policy rule. The Edit File Content Policy Rule windows
opens.

MName | MyFileContentPolicy | Save

Comment

Default Action

Fle Content Policy Rules
Action QoS Match

(3 £ Block Mo Change |

|
9. (optional) Select the logic operator how the matching criteria are combined: AND or OR.
Default: OR.
10. (optional) Change the QoS Band.
11. Select the policy for the File Content Policy rule. For more information, see File Content
Filtering in the Firewall.
o Allow - allow and log (logfile and Barracuda Firewall Admin)

How to Create File Content Policies 1/4



https://campus.barracuda.com/doc/96026243/
http://campus.barracuda.com/doc/96026241/
http://campus.barracuda.com/doc/96026241/
https://campus.barracuda.com/doc/96026243/

Barracuda CloudGen Firewall llBarracuda@

Your journey, secured.

o Block - block and log (logfile and Barracuda Firewall Admin)
o Alert - allow and show in Firewall Monitor only.
o Do not log - allow and do not log.

Edit File Content Policy Rule >
|°EN::ck | Change Qo5 Eandl Mo Change | Combine matching criteria with a logic Save
Select Content Types ur
Filter Fitter ]
MName Comment

[ & Audio Files This parent includes all detectable audio formats.

[ iICnmpressed and Uncompressed Archives  Compressed and Uncompressed Archives

[ {?}j Disc Images Commonly used full disc image file types W
Selected Content Types 1
MName Comment

12. Configure at least one of the following:
o Content Type - Use the filter to find the content type and double-click the entry to add it
to the Selected Content Types section.

e — |
Exe Fitter ~
Name : Comment

4 [oiE] Executeables Types of detectable executeable files.

[Ex€] EXE E] .exe is a common filename extension denoting an ...

Selected Content Types

Name Comment
.?}_. Disc Images Commonly used full disc image file types
ELF In computing, the Executable and Linkable Forma...

o File Name Pattern - In the File Name Patterns section, click + to add one or more file
name patterns. File name patterns may contain * and ? wildcard characters.
o MIME Type Pattern - In the Mime Types Patterns section, click + to add one or more
MIME type patterns. MIME type patterns may contain * and ? wildcard characters.
If MIME type patterns are used in combination with a Boolean AND, all connections
without a MIME type are blocked. FTP connections never include a MIME type.

FRle Mame Pattems n Al Mime Type Paltems
a badexecutable” Q application”
a|'free'.e:e| |

13. Click Save.

14. (optional) Add additional File Content Policy Rules.

15. Use the up and down arrows (# #) to sort the policy rules so that the policy rule that should
match first is on top.

16. Click Save.

17. Click Send Changes and Activate.

To use the file content policy in an application rule, see How to Configure File Content Filtering in the
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Firewall.
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