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The General page displays a summary of the Barracuda CloudGen Firewall system status. To access
the General page, open the DASHBOARD tab and click the General icon in the ribbon bar.

The following elements are available:

e Appliance

Status

Interfaces
Message Board
Subscription Status
Updates

e Services

e Overall Throughput
e Resources

e Administrators logged in
e Events

¢ Cloud Information

Appliance

The Appliance element displays information about your system, such as product model, hostname,
serial number, etc.

“ APPLIANCE 3
Model VF1000 - Platform: WMWare
Host Name am
Serial Mumber 504646
|ptime 12 Days and 04:20:40
System Time Tue Jun 25 12:13:35 2019 - Bc/UTC
Firmware Version 8.0.1-230

The Control Center section indicates if the firewall is centrally managed by a Barracuda Firewall
Control Center and shows the IP address of the corresponding appliance. If the system is part of a
high availability (HA) cluster, an additional section (HA Secondary) displays the IP address of the
secondary unit.
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Status

The Status element displays the status of the services running on the firewall. It also shows the
health status of network connections and the licensing status of the system.

v STATUS 0
E Server/Services o oK

aa MNetwork O ok

@ License o oK

8 Admin Tasks Check Events

I Resources o oK

EE Firewall Insights Disabled

'ﬁ' Telemetry o QK

The Admin Tasks section indicates if events were generated and if actions should be taken by the
administrator. The Resources section shows the status of system resources.

Interfaces

The Interfaces element shows the port configuration for your firewall. The color of the port (light or
dark gray) shows if a valid configuration for this port is present. The colored status overlay shows the
connectivity of the port: unplugged, connected with less than full speed, or connected with full speed.
All ports are displayed in the same location and with the same port names as on the physical
appliance. The mouse-over for each port shows the configured IP addresses and direct-attached
network routes as well as the connection information. All bridges and Ethernet bundles are listed
below the port diagram. The mouse-over for the bridging and Ethernet bundle interfaces highlights
the associated ports in the interface element and, if applicable, also displays the IP addresses or
networks associated with the device. Built-in network switches, like on models F180/280, are
inidcated as connected to the firewall via a green overlay. In case virtual routers are configured, each
namespace of a virtual router is displayed with its assigned interfaces. Hovering over the namespace
highlights the interfaces in the related color.
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~ INTERFACES o

portAl portA2 portA3 portAd

potAS potAE potA7 portA8 portBZ2 portB1 dhcp  portC1
mmmwm mE | [mm

4 Bridges
.phbr—andere Ports: portAD, portAB, pot A7
.phbr—brﬂnM Ports: portA3, portAd

4 Ethemet bundles

.bondﬂ Ports: portAl, portA2
cl c2 c3 cd ch cb ci c8
al a2 ad ad 9 cll cl1 ¢c12 c13 cl4 cl15 clb
IPMI d1 d2 d3 d4 db db d7 d8
CON  MGMT b1 b2 b3 b4 d5 dil di1  d12 d13 di4 di5 di6

ml [Em CEI|EE| | s e e

4 Ethemet bundles

) bond Ports: d3, d4
. bond1 Ports: d1,d2
. bond2 Ports: d5, d6
bond3 Ports: d7,d8
. bond4 Ports: d10.d9

ethl &thl eth2
s s o

4 Mamespaces

4 default Porte: ethl, eth1, lo
. wr1 Ports: eth2, eth3
Port Types

|Port Icon|| Port Type

b3
LU SFP or SFP+
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di2
RJ45
Port States
Port Configured on
Port Icon CloudGen Firewall Cable Plugged In
b3  di2
No n/a
d1
Yes No
MGMT , .
T Y Yes, using the rated speed of this port. E.g., 1 GB port
es .
‘M‘ connected to a GB switch.
portAd .
Yes Yes, using a lower speed than the rated speed of the port.
E E.g., 1 GB port connected to a 100 Mbit switch.

Message Board

The Message Board element displays communication from Barracuda Networks, the welcome
message, and the Barracuda warranty and software license agreement. Product Tips is only enabled
for freshly installed units. Go to CONFIGURATION > Configuration Tree > Box > Advanced
Configuration > Message Board and enable Barracuda Networks product Tips to receive
product tips on updated units.
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“ MESSAGE BOARD MARK AS READ ﬂ
F3REFIERIE A
#

THIS IS A PRIVATE COMPUTER 5YSTEM AND |15 THE PROPERTY OF [OWNER].

IT15 FOR AUTHORIZED USE OMLY. USERS (AUTHORIZED AND UNAUTHORIZED) HAVE
NO

EXPLICIT OR IMPLICIT EXPECTATION OF PRIVACY. ANY USE OF THIS SYSTEM AND ALL
FILES ON THIS SYSTEM MAY BE INTERCEPTED, MONITORED, RECORDED, COPIED,
AUDITED, INSPECTED AND DISCLOSED TO AUTHORIZED SITE AND LAW ENFORCEMENT
OR

GOVERNMENT PERSONNEL. BY USING THIS SYSTEM, THE USER CONSENTS TO SUCH
INTERCEPTION, MONITORING, RECORDING, COPYING, AUDITING, INSPECTION, AND
DISCLOSURE AT THE DISCRETION OF AUTHORIZED PERSONMEL.

OPEN SOURCE

THE FIRMWARE IN THIS PRODUCT MAY CONTAIN OPEN SOURCE SOFTWARE LICENSED
LUNDER

THEGFL OR OTHER OPEN SOURCE LICENSES. UPON REQUEST, BARRACLIDA
NETWORKS WILL

PROVIDE THE SOURCE CODE OF ANY GPL OR OTHER CODE. FURTHER DETAILS ON THE
OPEN SOURCE LICENSE REQUIREMENTS AND AVAILABILITY CAN BE VIEWED ON
BARRACLUIDA

NETWORKS WEBSITE.

#

FEEEFIEEEET

To clear the message of the day, click Mark as Read.

Subscription Status

The Subscription Status element displays the current license, subscriptions, and activation state of
the firewall.
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“ SUBSCRIPTION STATUS ﬂ
License State @ OK (expires 31.12.2029) 3
Activation State Query Baracuda Online for new Licenses @

> W% Energize Updates o Licensed @
> 3 Application Contral o Licensed (Energize Update) @
> @ IP5 - Intrusion Prevention System o Licensed (Energize Update): disabled @
> '.'E Malware Protection o Licensed: disabled
» !’« Advanced Threat Protection o Licensed
> @ Web Fittering o Licensed (Energize Update)
> ¢ Advanced Remote Access o Licensed

@ Premium Support Mot Purchased

E& Firewall Insights Mot Purchased

The icon displayed depends on whether the firewall is licensed, whether the firewall is running in
grace mode, and whether a licensed service is enabled. The following table shows the type of icon
with regards to any combination of these states:

|Icon|| Displayed Status ||Service Licensed”FirewaII in Grace Mode||Service Enabled|

| (v ||Green (OK) || Yes || No || - |
Yellow (Warning) Yes Yes -

| [ ||Red (Error) || No || - || Yes |

| © |[Gray (Not Available)]| No [ i [ No |

Inside a subscription block, each feature is described by its individual attributes.

Blue arrows to the right of each subscription line indicate options that can be displayed or modified by
clicking the associated link entry.

Updates

The Updates element shows all available and installed updates for your CloudGen Firewall. Click the
download icon (%) to download the update archive. Click the Installed tab to see which updates or
hotfixes are already installed on this unit. By default, the update element is disabled. To enable
Update Notifications, go to CONFIGURATION > Configuration Tree > Advanced
Configuration > Firmware Update.
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In order to provide you with a list of updates applicable for your system, your CloudGen Firewall
will transmit the firmware version and serial number to the Barracuda Cloud each time the list
of available updates is updated.

“ UPDATES FILTER ﬂ
Available Installed
Scope Type F{eleas:é Date  Mame
ﬁ Feature App 02042015 NG Admin Application for Release 6.1.0 I.i.l
» % Maintenance  Package 23032015 URL Fitter Hotfix 674 ./
4, Mairtenance  Package 230320153 SMTP Gateway Hotfix 668 ¥
Critical Package 23.03.2015  Session Sync Hotfix 666 h/
Packsge  23.03.2015 Praoxy Hatfic 650 k3
Critical Package  23.03.2015  Application Control Hotfix 654 w5 4.5 k3
Critical Packaoe 23.03.2015  Web Filter Hotfix 677 R TR
4
Mame: Proy Hotfoe 660
File name: proxy-660-5.4.5-79644 taz
Wersion: 660-5.4.5-79644
File: size: 421 MB {MD5 hash: 5819 554ef730e 2dbcadcBe 3063adle 3)
CA certificate configuration for S5L interception and reverse proxy
This patch adds sub CA cerificate configuration for
* 55L interception
* reverse proxy
Affects the following components:
HTTF Proocy
v UPDATES FILTER Q
Available Installed
Scope Installation Date Mame
o Securty 07.04 2015 09:36:59 Glibe Hotfic 664

Download and Install Options

The Updates element provides several functions when clicking the download icon (L1 next to a link.
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Awvzilable

Scope Type

"\ Maintenance Package
\ Maintenance Package
"\ Mairtenance Package
‘\ Maintenance Package
\ Maintenance Package
"\ Mairtenance Package

‘\ Maintenance

Package

Heleas:e Date
07.04 2016
07.04 2016
07.04 2016
07.04 2016
01.03.2016
28.01.2016
28.01.2016

Installed

Name
Test Hotfix 1005
Download
Download and Install
Download with your default Browser

Copy Download Link to Clipboard

Test Hoffix 1003 <

e Download - Downloads the update file and adds an arrow icon to the link. Click this icon to
install or remove the file.

by, Maintenance Package
“\ Martenance Package
"\ Mainlenance Package
\ Maimtenance Package
A, Mantenance  Package

07.04.2016
07 04 2016
07.04.2016
0704 2016
01.03.2016

Test Healie 1020
= Test Hotfix 1005
Install

Remowve File
_CUOTRNETYE TIOE I,

e Download and Install - Downloads and installs the update file.

e Download with your default Browser - Opens an Explorer window and lets you chose the
file location.

e Copy Download Link to Clipboard - Copies the download link to the clipboard, e.g.,
https://d.barracudanetworks.com/ngfirewall/hotfixes/7.0.x/test-1020-7.0.0-1.tgz

Update Dependencies

Some updates require installation of earlier download files. To view dependency chains, expand the

link.

%, Manterance Package
a ‘\'\'lartcran:c Fackage

A, Mantena

Fackage

05.04 2013
25.01 2019

Bamacuda CewdGen Rrevall 2
Bamacuda CowdBen Rrewall 2
25012019 @ Hofoe 737 Dynamic Routing

Downloads with unmet dependencies are marked with a yellow warning triangle (a). Expand the
item and install all dependencies to install this update.

Blocked downloads are marked with a red warning icon (¥@) that becomes visible when hovering the
mouse over the link.

‘\ Maintenance
‘\ Maintenance
"\ Maintenance

Services

Package 07.04 2015 71
Package 06.04.2019 70,71
Package 25012019 70.7.1

Cumulative Hotfix 749 and 756
Bamracuda CloudGen Firewall and Control Center 7.1.2 Update Package to update from 7.0 with Hol Hot
|_’g:) Bamacuda ClowdGen Firewall and Control Center 7.1.2 Update Package to update from 7.0x
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The Services element shows the status (enabled or disabled) of box services running on the firewall.

v SERVICES 3

™, Fox Services
14 Firewal NGFW =)

Clicking the arrow icons next to the entries provides the corresponding links to the Services page,
where you can view the status of your and services.

Overall Throughput

The Overall Throughput element provides a live view of the overall traffic handled by the system.

w OVERALL THROUGHPUT LAST 24H v ﬂ

Click the link on the top right of the element (Last 24H) to change the time display interval.

Resources

The upper section of the Resources element displays the system load (CPU Load) and the amount
of RAM (Memory Usage) used and still available.
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“ RESOURCES o
-#: CPU Load Q ouf
@ Memory Usage ﬁ 26% -
a4 m Digk, Space a
@ s | @iascarsc

& pata QP 55606776
oy 0% 10158 Mef 206
& Boot @ B o 1595 v

Expanding the Disk Space section, which displays the used and available disk space, provides the
following information about your system resources:

e System - Displays the used and available disk space of the system partition (root).
e Data - Displays the used and available disk space of the data partition (/phion0).

e ART - Displays the used and available ART disk space.

* Boot - Displays the used and available Boot disk space.

Administrators Logged In

This element displays details about connected administrators.

“ ADMINISTRATORS LOGGED IN ﬂ

2 oot @ 1017475 since 28m 27s

Recent Severe Events

This element displays a list of recent events with a severity of warning and above.
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“ RECENT SEVERE EVENTS 3
© 21.05201915:33:25 Memory Critical &)
A& 21052019 15:32:30 Memary Low @
A 20052019 11:03:32 Time Synchronization Failed @
A\ 20052019 11:02:20 Key Updated &)
A\ 20052019 08:23:04 Remate Command Execution Waming @

Cloud Information

The Cloud Information element shows which cloud the firewall is running in (Azure, AWS, or Google
Cloud) and if it is connected to the cloud fabric. It also displays the name of the VM instance in the
cloud. This makes it easier to find your firewall VM in the AWS, Azure, and Google Cloud management
portals.

' CLOUD INFORMATION ﬂ
Cloud Integration Corfigured G):}
Hosting Cloud Amazon EC2
|AM Role CloudGenFirewall Role ®
Instance Id i-02cdc4aldd 13062 ©)
Instance Name DOC-ASGT
Instance Type t2 small
Public IP Address Mone
Region,/Availabilty Zone eu-central-1/eucertral-1b
WPC/Subnet vpc-5fb 39237 subnet- 24195 E):}

“ CLOUD INFORMATION ﬁ
Cloud Integration Corfigured E):}
Hosting Cloud Azure (Resource Manager Mode)

Instance Name DOC-CGF1 ®
Instance Size Standard_AZ
Location westeunope
Public IF Address 40.118.31.85
Resource Group DOC-CGF @
WMet./Subnet DOC-VMET/CGF @
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“ CLOUD INFORMATION

Cloud Integration
Hosting Cloud
Image Mame
Instance Name
Instance Type
Project Name

Zone

DASHBOARD General Page
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Google Compute Platform (GCF)
cudangcchyal-v 720-0595-nightbuild-20171011
doccofoc

custom-2-4096

cgfteam

europe-west3a
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