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To authenticate users connected to Ruckus access points, you must stream the syslog containing the
authentication data to the Barracuda CloudGen Firewall F-Series.

Reference Devices/Versions:

e ZoneDirector 1100 (ZD1106) Version 9.10.0.0 build 21
e ZoneFlex zf7321-u Access Point) :

Step 1. Enable Client Association on the Ruckus Wireless AP

Enable client association in the debug log settings.

1. Go to Administer > Diagnostics.
2. In the Debug Logs section, enable Client Association.
3. Click Apply.

ﬁ RUckus: ZoneDirector - ruckus

sssss
Dashboard | Monitor | Configure

Diagnostics
Manual Scan

2015/03/24 14:52:13 | Help | Toolbox | Log Out (admin,

Click this butten to initiate a radio frequency scan. [ALERT] This will immediately sample all active frequencies and may temporarily interfere with wireless network communication.
Scan
Save Debug Info

If you request assistance from Ruckus Wireless technical support, you may be asked to supply detailed debug information from ZeneDirector. Click the "Save Debug Infe” button to generate the debug log file, and then save it
to your computer.

Save Debug Info

Registration Debug Logs

Debug Components System Management Mesh smart Redundancy
‘Web Authentication RF Management
RADIUS Hotspot Services Guest Self-Service
Access Points Network Management Web Pages
802.1x Web Server
802.11 Dynamic VLAN

Debug log per AP's or client's mac address (e.9. aa:bbec:ddee:f)

Apply

Step 2. Enable Syslog Streaming on the Ruckus Wireless AP

1. Go to Configure > System Log Settings.
Enable the Remote Syslog.
3. Enter the IP address of the Barracuda CloudGen Firewall F-Series.
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Log Settings

EventLog Level (® choy sore ' Warning and Critical Events

Critical Events Only

Remote Syslog Enabte reporting to remote syslog server at [192.168.0.1 (IP Address)

[ Remote Syslog Advanced Settings

4. Click Apply.

Verify that the Firewall is Receiving the Syslog Data

Apply

On the Barracuda CloudGen Firewall F-Series, go to LOGS and open the Box > Control >
AuthService_Wi-Fiap.log . After a successful authentication, you will see a logged in user
<username> with IP <IP address> line in the log.
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Box\Control\AuthService_wifiap | <new Log>
Select Log File EBu:o-;"-..Cu:untruI"-..-’-‘-.l.rthSen.-'ic:e_w'rfiap v | | Reload Log File Tree
Time Type TZ Message
201504 08 16:01:10 Info +02:00  [config] setting maximum login time to O hours
2015 04 08 16:01:10 Info +02:00  [config] setting UDP listen port to 514
2015 04 08 16:01:10 Info +02:00  [config] setting TCP listen port to 314
2015 04 08 16:01:10 Info +02:00  [config] setting 550 listen port to 6514
2015 04 08 16:01:10 Info +02:00  [config] model: ruckus
2015 04 08 16:01:10 Info +02:00  [config] source-ip: 10.17.76.10
2015 04 08 16:01:10 Info +02:00  [config] protocok udp
2015 04 08 16:01:10 Info +02:00  [main] listening en udp 10.17.67.170:514
2015 04 08 16:01:10 Info +02:00  [rnain] listening en tcp 10.17.67.170:314
2015 04 08 16:01:10 Info +02:00  [rnain] listening en ssl 10.17.67.170:6514
2015 04 08 16:02:58 Info +02:00 | [auth] udp:10.17.76.10 {type ruckus): logged in user user with [P 192,168.0.33
201504 08 16:03:42 Info +02:00 | [auth] udp:10.17.76.10 (type ruckus): logged in user user with [P 192,168.0.33
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