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The Secure Connector creates logs for all system processes. By default, all log files on the Secure
Connector are written to a temporary partition in volatile memory that is reset every time the device
is rebooted. You can also configure the Secure Connector to stream the logs to the Control Center
syslog server. For troubleshooting purposes, you can enable persistent logging directly to the SD card
of the Secure Connector. Enabling persistent logging is not recommended because it decreases the
lifetime of the SD card.

 /var/phion/logs/c3c.log - Log file for the communication between Secure Connectors and the
Control Center.

¢ /var/phion/logs/cudavpn.log - Secure Connector VPN service log file.

« /var/phion/logs/scactl.log - Web Ul log file

» /var/phion/logs/shorewall/shorewall.log - Logs connections denied by the Secure Connector
Firewall service.

» /var/phion/logs/shorewall/shorewall-init.log - Log file containing firewall activation logs.

Syslog Streaming

Syslog streaming to the Control Center allows you to process the log files using the Control Center
syslog service. Syslog streaming allows you to store log files directly on the Control Center. The
Secure Connector streams over UDP port 5144. The port can be changed if an external syslog server
is used as the streaming target. The following log files are streamed:

e c3c.log

e controld.log
e scactl.log

e scad.log

e cudavpn.log
e UMTS.log
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Before You Begin

Configure the Control Center Syslog Service on the Control Center. For more information,

see Control Center Syslog Service.

Configure Syslog Streaming on the Secure Connector

Click Lock.

Double-click to edit the device or template.

In the left menu, click Advanced.

Select the Enable Syslog Streaming check box.
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Go to your cluster > Cluster Settings > Secure Connector Editor.

Enter the Syslog Target address and, optionally, port in the following

format: IP address:port If the port is not specified, the default port 5144 is used.

Advanced System Settings

Enable Persistert Logaging 1 E-
USE Mass Storage support E-
Enable Syslog Streaming E-
Syslog Target [10.0.15.77 | =-

7. Click OK and Activate.

The logs are now streamed to your Control Center and stored in the /phionO/mlogs/ directory. For

more information, see Control Center Syslog Service.

Jphion0/mlogs]#
Fri.ll.log c3c.Fri.
Fri.l2.log c3c.Fri.
Fri.1l3.log c3c.Mon.
Fri.l4.log c3c.Mon.
Fri.1l5.log c3c.Mon.
Fri.l6.log c3c.Mon.
Fri.17.log c3c.Mon.
Fri.1l8.log c3c.Mon.
Fri.1l9.log c3c.Mon.
c3c.Fri.20.1og c3c.Mon.
10.1og c3c.Fri.2l.log c3c.Mon.
[2015-11-30 12:3% CET] [-root shell-]
[rootRoo620-216-227: /phiond/mlogs]#$

[rootRoce20-216-227: 1=
1.00.1o0g
01.1o0g
02.1o0g
03.1og
04.1o0g
05.10g
06.1log
07.1log
08.1og
09.1og
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Mon.09.1log
Mon.10.log
Mon.1l1l.log
Mon.12.1log
S5at.00.log
S5at.01.1log
S5at.02.1og
5at.03.1log
S5at.04.1log
7.1log c3c.5a2t.05.1log
08.1log c3c.S5at.06.log
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Use the web interface to view the log files on the Secure Connector:

1. Log into the web interface.
2. Click the Log tab.
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3. From the Log file drop-down list, select the log file.

Logs

Log e | Authentcation v

Enable Persistent Logging

Go to your cluster > Cluster Settings > Secure Connector Editor.
Click Lock.

Double-click to edit the device or Secure Connector template.

In the left menu, click Advanced.

(Template only) Enable Advanced Settings.

Select Enable Persistent Logging.
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Advanced System Settings

Enable Persistert Logaging
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USE Mass Storage support

O

Enable Syslog Streaming

m

Syslog Target

7. Click OK and Activate.
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