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Barracuda XDR retrieves Audit Logs, Sign In Logs, and Activity Logs from Microsoft Azure. These items
are read from the Azure Event Hub.

BarracudaCampus

vé

Integrating Azure 1/19


https://campus.barracuda.com/doc/96767412/
https://campus.barracuda.com/doc/96767412/

Barracuda XDR llBarracud&

Your journey, secured.

BarracudaCampus

Videolink:

https://campus.barracuda.com/

This video has no sound.

Requirements

vé

e An Azure Premium P1 or P2 license is required.

Integrating Microsoft Azure requires you follow these procedures, below:

e Part 1: Setting Up Azure Event Hub

o To create Event Hub Namespaces
e Part 2: Configuring Storage Accounts

o To initialize Storage Accounts

o To set up Event Hub Entities

o To set up an Event Hub Shared Access Policy
* Part 3: Updating Diagnostic Settings
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o To update diagnostic settings for the sign in log
o To update diagnostic settings for for the audit log and activity log
o To set up Microsoft Defender for Cloud

e Part 4: Barracuda XDR Dashboard Setup for Azure

Part 1: Setting Up Azure Event Hub

To create Event Hub Namespaces

1. Navigate to the Azure Event Hub.

Event Hubs

Mo event hubs namespaces 1o display

2. Create three event hub namespaces dedicated to each of the following:
1. Audit Logs
2. Sign In Logs
3. Activity Logs
The Event Hub Namespace Name must:
» Contain at least eight characters.
* Not contain special characters.
In Pricing Tier, select Basic.
In Networking, select Public Access.
We recommend the following naming convention:
» xdr-azure-activity-logs
» xdr-azure-audit-logs
» xdr-azure-sign-in-logs
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£ search resources, services, and docs (G+/)

Home > Event Hubs

7. Create Namespace

Ewent Hubs

Basics  Advanced  Networking  Tags  Review + create

Project Details

Selact the subseniption to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * SE_XDR_Lab A

Resource group * XDR_Azure o

Create new
Instance Details

Enter required settings for this namespace, ncluding a price tier and configuring the number of units (capacity).

Namespace name * | xdr-azure-activity-logs v ]

servicebus windows.net

Lecation * East US b

0 The region selected supports Availakility zones. Your namespace will have
Sovailability Zones enabled. Learn more.

Pricing tier * I Basic (~511 USD per TU per Month) o I

Browse the available plans and their features

Throughput Units * O 1

3. Click Review and Create.
The deployment may take a while.
5 s e oo e o1 I

Event Hubs ~
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Part 2: Configuring Storage Accounts

Configuring storage accounts requires the following procedures, below:

e To initialize Storage Accounts
e To set up Event Hub Entities
e To set up an Event Hub Shared Access Policy
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To initialize storage accounts

1. Navigate to Storage Accounts.

o Audit Logs

o Sign In Logs

o Activity Logs

We recommend the following naming convention:

» xdr-azure-activity-logs
» xdr-azure-audit-logs
» xdr-azure-sign-in-logs

Microsoft Azure A Search resources, services, and docs (G+/)

Home > Storage accounts >

Create a storage account

Basics  Advanced MNetworking Data protection Encryption Tags Review

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choase below. Learn more about Azure
BlUI'cIQE acoounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * SE_XDR_Lab "
Resource group * _ XDR_Azure |
Create new

Instance details

Storage account name (O * xdrazureactivitylegs

Region (@ * {U5) East US \.

Ceploy to an edge zone

-

Performance D (®) standard: Recommended for most scenarios {general-purpose v2 account)

f:) Premium: Recommended for scenanos that require low latency.

Redundancy @ * [ Geo-redundant storage (Gas) .

Make read access to data available in the event of regional unavailability.

2. Click Review and Create.

The deployment may take a while.
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EReneh e e e

Home
Event Hubs =

(M

+ create 2 Manage view () refresh 4 ExporttoCSV T Openquery

I Filter for any field.. Subscription equals all Resource group equals all X Location equals all >

Showing 1 to 3 of 3 records.

D Name T Status Ty
[ & sdr-azure-activity-logs Active

D e wdr-azure-audit- ogs Actwating
I:l &- xdr-azure sign-in-logs Actiating

To set up Event Hub Entities

1. In Microsoft Azure, navigate to Event Hubs.

* Add filter

Tier T Capacity T4 Location T4
Basic 1 East US
Basic i East LIS
Bagic 1 East LIS

2. In Event Hubs, select the check box of an Event Hub Namespace that you created in the

previous procedure.

.

Home
Event Hubs =
SKOUT 5E Sandbox [skoutsesandbowonmicrosoft.com)
1+ Create ?‘f': M.JnJ:;l_‘ VW ":_:' Rifresh = Exportto CSV 5 Open quiry

Subscription equals all Resource group equals all > Location equals all

Showing 1 to 3 of 3 records.

D Mame T Status T,
[ & xdr-azure-activity-logs Active

D J, ade-azure-audit-logs Actrvating
[ E sdr-azure-sign-in-logs Actrvating

3. Click Create Event Hub.
We recommend the following naming convention:
o xdr-azure-activity-logs
o xdr-azure-audit-logs
o xdr-azure-sign-in-logs

Integrating Azure
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: Microsoft Azure B Search resources, services, and docs (G+/)

Home > Event Hubs > xdr-azure-activity-logs | Event Hubs >

Create Event Hub

Event Hubs

Basics Capture  Review + create

Event Hub Details

Enter required settings for this event hub, including partition count and message retention,

Mame* O I xdr-azure-activity-logs

Partition count (O O KN

Retention

Configure retention settings for this Event Hub. Learm more
Cleanup policy @ Delete R |

Retention time (hrs) * © 1 |
min. 1 hour, max. 24 hours (1day)

4. Repeat steps 2-3 for the rest of the namespaces.
5. Click Review and Create.
The deployment may take a while.

= e - = EE)

Home Event Hubs welr -a?ule-ac'lwny-lcgf.

Event Hubs - = xdr-azure-activity-logs | Event Hubs
SEOUT SE Sandbox (skoutsesandbax.onmicrosoft Event Hubs Mamespace
+ create & Manage view ~ " B Search K T Event Hub {_; Refresh & Give feedback
s E Oveniew -
Filter for any field - §
— - A2 Search to filter items by name.
Hame t B Activity log
— Access confrol (LA Mai Status
o wdr-azure-activity-logs a Tl 0200 e .
— Ta o = i
&= wdr-azure-audit-logs ¢ ugs ELRH[?TMI}JEQ} Active
:_. xdr-azure-sigrinogs il A Diagnose and solve problems
& Generate data (preview)
Events
Settings

Shared access policies
# Scale
®  Geo-Recovery
& encryption
B Configuration
it Properties
B Lodks
Entities

E Event Hubs

Integrating Azure 7/19


https://campus.barracuda.com/doc/96767412/

Barracuda XDR l(Barracuda@

Your journey, secured.

To set up an Event Hub Shared Access Policy

1. In Event Hubs, on the right, click the link Event Hub Namespace that you created in the
previous procedure.
Do not click Shared Access Policies under Settings.

Home Event Hubs Rdr-3ZUNe-CTvIty ZL‘..‘.|~.

Event Hubs = xdr-azure-activity-logs | Event Hubs
SKOUT SE Sandbox (skoutsesandba microsoft Event Hubs Namespace
t Create & Manage view ~ " £ Search ¢ t EventHub ) Refresh &7 Give feedback
. E Ovendew =
Filter for any held
i O Search to filter items by name
Name T E Activitylog
== ¢ | {LAM)
= sdr-azure-activity-loge o Access control (LAM) MName Status
I wdr-azure-audit-logs ¢ ngs A g ity-logs Active
- % | LY lesm
T dr-azure-sign-in-logs #. Diagnose and solve problems
& Generate data (preview)
Events
Settings
Shar 5 policies
4 Scale

Geo-Recovery
B Encryption
& Configuration
il Properties
B Locks
Entities

£ Event Hubs

2. Click Shared Access Policies.
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— Microsoft Azure

Home » Event Hubs > xdr-azure-activity-logs | Event Hubs

B Search resources, services, and docs (G+/)

=~ xdr-azure-activity-logs (xdr-azure-activity-logs/xdr-azure-activity-logs) = =

Event Hubs Instance

l O search I i Delete () Refresh

£ Overview

&) Give feedback

€ You can start generating test data with the new Azure Event Hubs Data Generator. Click on this message to try the feature!

A Access control (JAM)

- . Essentials
A Diagnose and solve problems

Resource group (move) : XDR Azure
Settings

Lacation : EastuUs
Shared access policies " |
Subscription (mowve) : SE XDR Lab
B Configuration Subscription 1D : 263c3ef9-3342-4e44-%9ea1-bodcB14c904a
HH Properties Partition count 2
E Locks
Entities Capture events

Use Capture to save your events

E Consumer groups
2 1o persistent storage.

Features

3. Click Add.

gt reaanen weres, ae o 13411

- _,A;') Process data

7

Process data instantly with Azure
Stream Analytics.

Add SAS Poliey -

B v

4, InAdd SAS Policy, in Policy Name, type the name of the namespace.

v

Select the Manage checkbox.
6. Repeat steps 1-5 for the rest of the namespaces.

Part 2: Updating Diagnostic Settings

To update diagnostic settings for the sign in log

1. Navigate to Azure Active Directory.
2. In the Monitoring section, click Sign-in logs.

Integrating Azure
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& Cross-tenant synchronization )

0 Upcoming Azure AD rename
Microsoft Entra 1D is the new name
Directory. Mo action is required fro

® Azure AD Connect
g/ Custom domain names
D Mobility (MDM and MAM)
Learn more &

Password reset

Il Company branding

My feed
& User settings
Il Properties . Try Microsoft Entra admin cente
W Ssecurity Secure your identity environment v
permissions management and mor
Monitoring

Go to Microsoft Entra

3. Click Export Data Settings.

Microsoft Azure £ Search resources, services, and doc

Home > SKOUT SE Sandbox

) SKOUT SE Sandbox | Sign-in logs =

Azure Active Directory

L4

L Download | £33 Export Data Settings |# Troubleshoot () Refresh | =

& Users

Want to switch back to the default sign-ins experience? Click here to leave the preview.
&8 Groups 0 = 9 =y P

80 Ext | Identiti
i ( Date:Last24hours )  Show dates as : Local *y add filters

& Roles and administrators
User sign-ins (interactive) User sign-ins {(non-interactive) Service princips:

& Administrative units

% Delegated admin partners Date 4 RequestID T4 User

4. Click Add diagnostic setting.
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Home > SKOUT SE Sandbox | Sign-in logs >

Diagnostic settings =

L’,‘ ) Refresh Q'j Fesdback

[

Diagnostic settings are used to configure streaming export of platform logs and metrics for a re

Diagnostic settings

MName Storage account

Mo diagnostic settings defined

Add diagnostic setting

Click "Add Diagnostic setting' above to configure the collection of the following data:

AuditLogs

SigninLogs
MonlnteractiveUserSigninLogs
ServicePrincipalSigninLogs
ManagedidentitySigninLogs
ProvisioninglLogs
ADFSSigninLogs

RiskyUsers

UserRiskEvents
MetworkAccessTrafficLogs
RiskyServicePrincipals
ServicePrincipalRiskEvents
EnrichedOffice365AuditLogs
MicrosoftGraphActivityLogs

5. Do the following:

o

o

o Select the correct Subscription and Event hub namespace (Ex: xdr-azure-sign-in-

Integrating Azure

In Diagnostic setting name, type the name of your sign in log.

Select the following checkboxes:
» SigninLogs
* NoninterctiveUserSigninLogs
= ServicePrincipleSigninLogs
* ManagedlddentitySigninLogs
» Stream to an event hub

logs).
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e DT

Home > SKOUT SE Sandbox | Sign-in logs > Diagnostic settings

Diagnostic setting

Save >< Discard t Fl_—' Feadback

A diagnostic setting specifies a list of categones of platform logs and or metnics that you want 1o collect from a resournce,
and one of more destinations that you would stream them 10, Nommal usage charges for the destination will ocour. Leam
mare about the different log categories and contents of those logs

Diagnestic setting name * xdr-azure-sign-in-logs o
Logs Destination details
Categories
[ send 1o Log Analytics workspace
[ auditiogs
D Archive to a storage account
' SigninLogs

B stream to an event hub
B HoninteractiveUserSigninLogs
For potential partner integrations, click to leam more about event hub integration

- ServicePrincipalSigninLogs Subseription
SE_XDR_Lab v |
B ManagedidentitysigninLogs

Event hub namespace *

xdr-azure-sign-in-logs o

[ provisioningLogs
Event hub name (optional) &
(] apFssignintogs xdi-azure-sign-in-logs |

Event hub policy name

D ReskyUsers
RootManageshangdAccesskey il

(] userriskevents
D Send to pariner solution

D MetworkbccessTrafficlogs

6. Click Save.
To update diagnostic settings for for the audit log and activity log

1. Navigate to Azure Active Directory.

R T | 5 a3

AIure services

+

¢ &8 ©° -

Subsrphon Cent By Rl s
[T — skerpbons Colgrnc o0,

Event Haglrs

2. In the Monitoring section, click Audit logs.
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& Lross-tenant synchronization

o Upcoming Azure AD rename
Microsoft Entra ID is the new name
Directory. Mo action is required fro

» Azure AD Connect

&=l Custom domain names

2 Mobility (MDM and MAM)
Learn more 2

Password reset

Il Company branding

My feed
£ User settings
Il Properties ‘ Try Microsoft Entra admin cente:
W Secunty Secure your identity environment v
permissions management and mor
Monitoring
2 sign-ink Go to Microsoft Entra (3

3. Click Export Data Settings.

Microsoft Azure £ Search resources, services, and doc

Home > SKOUT SE Sandbox

) SKOUT SE Sandbox | Sign-in logs =

Azure Active Directory

L4

L Download | £33 Export Data Settings |# Troubleshoot () Refresh | =

& Users

Wi itch fault sign-i i 7 Click h I h iew,
8 Groups 0 lant to switch back to the default sign-ins experience? Click here to leave the preview.

BB Ext | Identiti
ernal Identities (Date:Lut&lhouﬂ ) e *7 add filters

4. Roles and administrators
User sign-ins (interactive) User sign-ins {(non-interactive) Service princips:

B Administrative units

% Delegated admin partners Date 4 RequestID T4 User

4. Click Add diagnostic setting.
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Home > SKOUT SE Sandbox | Sign-in logs >

Diagnostic settings =

G
p—

Refrash Q'j Fesdback

[

Diagnostic settings are used to configure streaming export of platform logs and metrics for a re

Diagnostic settings

MName Storage account

Mo diagnostic settings defined

Add diagnostic setting

Click "Add Diagnostic setting' above to configure the collection of the following data:

AuditLogs

SigninLogs
MonlnteractiveUserSigninLogs
ServicePrincipalSigninLogs
ManagedidentitySigninLogs
ProvisioninglLogs
ADFSSigninLogs

RiskyUsers

UserRiskEvents
MetworkAccessTrafficLogs
RiskyServicePrincipals
ServicePrincipalRiskEvents
EnrichedOffice365AuditLogs
MicrosoftGraphActivityLogs

5. Do the following:

o In Diagnostic setting name, type the name of your audit log namespace.

o Select the following checkboxes:
* AuditLogs
= Stream to an event hub

o Select the correct Subscription and Event hub namespace (Ex: xdr-azure-audit-logs).

Integrating Azure
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Microsoft Azure £ Search resources, senvices, and docs (G+/)

Home > SKOUT SE Sandbox | Sign-in logs > Diagnostic settings >

Diagnostic setting

B save

A diagnostic setting specifies a list of categaries of platform logs and/or metrics that you want to collect from a resource,
and one or more destinations that you would stream them to. Normal usage charges for the destination will occur. Leam
more about the different log categories and contents of these logs

X Discard - A Feedoack

Diagnostic setting name * xdr-azure-audit-logs v ]

Logs Destination details
Categories
tego [] $end to Log Analytics workspace
B ~uditiogs
|:| Archive to a storage account
[ signintags

B stream to an event hub
[ HeninteractiveUsersignintogs
For patential partner integrations, click to learmn more about event hub integration.

S PrincipalSigninLs
[ senviceprincigaisignintogs I

| se_xDR_Lab v

[J ManagedidentitysigninLogs
Event hub namespace *
[ xdr-azure-audit-logs |

[ provisioningLags

Event hub name (optional) (@
[ apfssignintogs

| xdr-azure-audit-logs o,
D RiskyUsers Event hub pelicy name
[ RootManagesharedaccesskey ~)

[ usersiskevents
[[] send to partner sclution

[ mewworkaccessTrafficLogs

6. Click Save.
7. Repeat steps 1-6 for the activity log.

Hame > SKOUT SE Sandbax | Sign-m logs

Diagnostic settings =

O rutresh 57 Feeoback

CABgNOst SRUENgE Bre Lipd B0 Soninury Pindamang gopo of platfoem oGS bnd metndd 500 B resounce 10 Tl GRSEnaton oF pour Chome. Yo may Sede up 10 Feg cifaren) JUgnallic Setheg fo send

Ciagnostic settings
 Mame ‘Sterage account ‘Event bub Log Analytics werkspace |
wr -aune-activity- logs e i -a T - 3Rty loga, fude-aune-activity-hogs
ir-a2ue-gudit-iogs . AR UG- OGS - aung- puait - fogr
Fdr-aqure-sgn-in-iogs g - - Sgrein-logstedr- azune- sign-in-iogs
¢ Add diagnostic setting
it “Ackd Diagnostic setting’ above to configurs the collection of the following data:
» Auditloge
& Sinndnlsoer
To set up Microsoft Defender for Cloud
1. Navigate to Microsoft Defender for Cloud.
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All Services (3) Marketplace (31) Azure Active Dit

Azure services

_|_

Documentation (0)

Services
Create a AR
resource D € microsoft Defender EASM
© microsoit Dde.E;a for Cloud 1
Resources e -

2. Under Management“, click Environment settings.

ey

Z? Diagnose and solve problems

£ Search by name | Environments == All
Cloud Security Expand all
Q@ security posture

Name T4
@ Regulatory compliance

O Azure
Q' Workload protections

¥ SE_XDR_Lab

BT Firewall Manager
@ DevOps security (preview)
Management I}

|'|“ Environment settings |

B security solutions

16 workflow automation

3. Select your subscription.
4. If you're setting up for the first time, set Severs and Storage to On, then click Save.

== I

L | S —

) Settings | Defender plans
DAL

= ——
_—

S G by S, G0 i Wty et P () sty et ard il Tosal hursling, Sery o bined on alurglon ide wilh ik ek iy T
B Comaues egon
- v - e w . s
Pacy weflngs
L] ] Bemrrr mary irmnrng e Y
Sty ke
"
erpmmecn i Q) romons oo ad & ra
BB A 3 s
© oo e - -
Coud Worklosd Proteson (0w
wrcnoit Dt bon (hoal e Commgps s o, (s e e irts o e 5 i 1 e s L
L Bexing Aeaturcs gusiisty Messharng rbveige b
) [T ——— ) Bra
T v 3 e T
Ttncteet 3 Ak o
T Torage srmartimont®
i Com-s gt resimaes. oy B T 5 n = -_

——
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12.

13.

HOWLWoO N WL

Enabling Microsoft Defender for Servers while another EDR is active can lead to

performance issues.
Under the Settings section, click Continuous Exports.
Do the following:

Select the Security recommendations checkbox, and select All recommendations.

In Security Alerts, select Low, Medium, High, Informational.
Turn Streaming Updates on.

Turn Snapshots off.

In Export configuration, select your subscription.

Export configuration

Resource group * XDR_Arure “~

In Export Target, do the following:
o In Subscription, select your subscription
o In Event Hub namespace, select the name of your activity log.
o In Event Hub name, select the name of your activity log.

o In Event hub policy name, select the name of your activity log.

Export target

D Export as a trusted service

Subscnption * SE_XDR_Lab
Event Hub namespace * xdr-azure-activity-lpgs ™
J
Event Hub name * xdr-azure-activity-logs
Event hub policy name * xdr-azure-activity-logs |
Click Save.

Part 3: Barracuda XDR Dashboard Setup for Microsoft Azure

To set up Barracuda XDR Dashboard Setup for Microsoft Azure

ok wnhe

In Azure, click Event Hubs, then click one of the activity logs.
Click Event Hubs, then lick the link of the log.

Click Shared access policies.

In the right side, copy the Connection string-primary key.
Open another browser tab and start Barracuda XDR Dashboard.
In Barracuda XDR Dashboard, click Setup > Integrations.

Integrating Azure
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. On the Microsoft Azure card, click Setup.

. Select the Enabled checkbox.

. In the Activity Log section, do the following:
10.
11.
12.
13.
14,
15.
16.
17.
18.
19.
20.

In Event Hub, type the name of the Activity Log.

In Connection String, paste the Connection string-primary key.

In Azure, click Home, Storage Accounts.

Click the link of the Activity Log.

Copy the name of the Storage Account.

In Barracuda XDR Dashboard, in Storage Account, paste the name of the Storage Account.
In Azure , click Access Keys.

In the key1 section, copy the Key.

In Barracuda XDR Dashboard, in Storage Account Key, paste the key.
Repeat steps 1-19 for the rest of the logs.

Click Save.

Integrating Azure 18/19


https://campus.barracuda.com/doc/96767412/

Barracuda XDR

11 Barracuda.

Your journey, secured.

Figures

0O ~NOoU W

11.
12.
13.
14,
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.

EventHubNamespaces.png
CreateNamespaces.png
ListofEventHubs.png

CreateStorage Account.png

EvenHubEntity.png
EventHubs.png
CreateEventHub.png
EventHubs4.png
EventHubs3.png
ActivityLogsSettings.png
AddSAS.png
SigninLogs.png
ExportDataSettings.png
DiagnosticSettings.png
DiagnosticSettings2.png
AzureActiveDirectory.png
AuditLogs.png
ExportDataSettings.png
DiagnosticSettings.png
DiagnosticSettings3.png
DiagnosticSettings5.png
DefenderForCloud.png
DefenderForCloud2.png
DefenderForCloud3.png
ExportConfiguration.png
ExportTarget.png

© Barracuda Networks Inc., 2024 The information contained within this document is confidential and proprietary to Barracuda Networks Inc. No

portion of this document may be copied, distributed, publicized or used for other than internal documentary purposes without the written consent of

an official representative of Barracuda Networks Inc. All specifications are subject to change without notice. Barracuda Networks Inc. assumes no
responsibility for any inaccuracies in this document. Barracuda Networks Inc. reserves the right to change, modify, transfer, or otherwise revise this
publication without notice.

Integrating Azure

19/19


https://campus.barracuda.com/doc/96767412/

