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To integrate SentinelOne, do the following procedures:

e To configure Syslog forwarding from SentinelOne EPP
e To find your SentinelOne Site token
e To set up Barracuda XDR Dashboard

To configure Syslog forwarding from SentinelOne EPP

1. In address bar of a browser, enter the SentinelOne Management Console URL provided by the
SentinelOne support team (For example,
https://<DomainName>.sentinelone.net/dashboard, where <DomainName> is the
domain name of your SentinelOne account).

2. Log in to the SentinelOne Management Console as an Administrator.

3. If you are a Site or Account Admin, you must select a Site to open Settings.
This configuration is done by site. You can only integrate one site per XDR Dashboard.

4. Click Settings.
Click Notifications.
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6. In the Syslog column, ensure all Syslog settings are selected. (See the sample screenshot

below.)

Notification Types

Administrative
Custom Rules
Device Control
Firewall Control
Locations

Malware

Mitigation
Operations

Remote Shell
Threat Management

Exclusions / Blacklist

7. In the SentinelOne Management Console, click Setting

ADMINISTRATIVE NOTIFICATIONS

Notification recipients modified

Agent logging aborted

Agent Ul settings modified

Anti tampering modified

Auto decommission configuration modified

Auto decommission days modified

Configuration action modified

Deep Visibility setting modified

Agent Disabled/Enabled

Network quarantine modified
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Formatting is set to CEF2.
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Host

TLS

Certificate

Formatting

Your syslog host sentinel-us-ingest.skou... : 6514

Use TLS secure connection

Optional for TLS authentication and privacy:

+ To force server authentication: Upload the certificate used to sign the server certificate. For a self-signed
certificate, this is the server certificate itself. In other scenarios it is the CA's certificate.

« To let the Syslog server enforce client authentication: Upload the server-approved client certificate (.crt or .pem)
and the client key.

Server certificate Upload @
Client certificate Upload @

Client key Upload

Information format CEF2 v Add SIEM Token

In Your syslog host, enter the following:
o US: sentinel-us-ingest.skout-build.com
o EU: sentinel-eu-ingest.skout-build.com
In the textbox, after the ":", type 6514.
Check the Use TLS Secure Connection box.

Click Test.
Click Save.

Notify Barracuda XDR that you have configured Syslog forwarding.

To find your SentinelOne site ID

1. In a web browser, navigate to https://<DomainName>.sentinelone.net/dashboard,
where <DomainName> is the domain name of your SentinelOne account.
2. In the left navigation bar, click Sentinels.
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4. Scroll to the right and click Site Info.
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5. Copy the site ID to use in the To set up Barracuda XDR Dashboard procedure, below.
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To set up Barracuda XDR Dashboard

1. In Barracuda XDR Dashboard, click Administration > Integrations
2. On the SentinelOne card, click Setup.
3. Select Enabled.

Integration: SentinelOne

Setup Instructions

p—
[ Enabled

Site Id

e.g. 123456789

4. In the Site Id field, paste the Site ID you copied in the previous procedure.
5. Click Save.
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