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How to Resolve "Unable to validate all permission with AWS" Error

https://campus.barracuda.com/doc/96772302/

Use the steps in this article to resolve the error "Unable to validate all permissions with AWS. For
assistance with this issue, please contact Barracuda Networks Technical Support.”

If you are replicating data offsite to AWS and are unable to validate AWS credentials, these steps will
determine if an SCP policy is blocking the simulator.

1. Log into AWS and search for "Roles" in the search bar. Under Features, click Roles - IAM
feature.
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3. Scroll down and verify the Permissions policies. You should see Provides full access for S3
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and EC2. If these are correct, click Simulate.
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4. On the top left of the IAM Policy Simulator page, change the first dropdown menu
to Roles and enter the role you are searching for in the second filter box. Click on the role in
the filtered results.
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5. Under the Policy Simulator section, change the first dropdown Select service menu to S3.
Change the second dropdown Select actions menu to ListBucket.
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7. If the result comes back Permission denied, it is possible that the permissions are incorrect or
there is a global SCP policy restricting the region. The simulator does not know how to filter the
region so it comes back with a denied error.
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8. If an organizational SCP is in place, the simulator will not be able to validate permissions.
However, the real API calls will work. To verify, do the following:

1. Uncheck the AWS Organization SCPs box under the Policies section on the left-hand
side.

2. Run the simulation again. You should now see Permission allowed. That means that the
API calls will work properly when credentials are added. The API/SDK's available do not
allow Barracuda Networks to uncheck this box like the web simulator, hence we are
unable to validate permissions properly when SCPs restricting regions are in place. If the
bug filed with AWS is fixed, we can validate permissions again with the simulator by
ignoring SCPs. For more information, refer to https://github.com/aws/aws-sdk/issues/1

- fi 3, - .
W |AM Policy Simulator

02.

=

eesdl-ralal

Po ; Back  Graate Huw Policy C Simulator

Salect Al Desalact All Reset Contexts Clear Results Run Simulation

B&l0N
O aliowed 1 matching stataments

IAM Policies

How to Resolve "Unable to validate all permission with AWS" Error 4/5



https://github.com/aws/aws-sdk/issues/102
https://campus.barracuda.com/doc/96772302/

Barracuda Backup lIBarracud&

Your journey, secured.

Figures

search-rolesl.png
filter-roles.png
verify-permissions.png
change-role-filter-and-select.png
select-s3-list-bucket.png
run-simulation.png

denied.png

uncheck+run.png

© N U WN &

© Barracuda Networks Inc., 2024 The information contained within this document is confidential and proprietary to Barracuda Networks Inc. No
portion of this document may be copied, distributed, publicized or used for other than internal documentary purposes without the written consent of
an official representative of Barracuda Networks Inc. All specifications are subject to change without notice. Barracuda Networks Inc. assumes no
responsibility for any inaccuracies in this document. Barracuda Networks Inc. reserves the right to change, modify, transfer, or otherwise revise this
publication without notice.

How to Resolve "Unable to validate all permission with AWS" Error 5/5



https://campus.barracuda.com/doc/96772302/

