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Viewing Threat Advisories

https://campus.barracuda.com/doc/96774329/

Threat advisories are warnings about potential, imminent or actual cyber threats, vulnerabilities or
incidents. These threat advisories are also available on the XDR Blog.

On the Threat Advisory page, you can see a list of threat advisories from Barracuda XDR.
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5/24/2022, 11:50 AM EDT Cybersecurity Threat Advisory 0031-22: Apple macOS Critical Privilege Escalation Vulnerability
5/20/2022, 2:09 PM EDT Cybersecurity Threat Advisory 0030-22: Zyxel Firewall vulnerability: Unauthenticated Remote Command Injection
5/11/2022, 12:13 PM EDT Cybersecurity Threat Advisory 0029-22: Threat Actors Targeting VoIP Providers with DDoS Attacks
5/11/2022,12:11 PM EDT Cybersecurity Threat Advisory 0028-22: TLStorm 2.0 Vulnerabilities in Aruba and Avaya Network switches
4/29/2022, 4:03 PMEDT Cybersecurity Threat Advisory 0027-22: Apache CouchDB Critical Privilege Escalation Vulnerability
4/8/2022, 5:19 PM EDT Cybersecurity Threat Advisory 0026-22: Gitlab Vulnerability Found That Could Allow Account Takeover
4/1/2022, 3:33 PM EDT Cybersecurity Threat Advisory 0025-22: Vulnerability in Spring Cloud Function Can Trigger Remote Coede Execution Attacks.
3/31/2022, 12:42 PM EDT Cybersecurity Threat Advisory 0024-22: Spring Framework Zero-Day Vulnerability Can Cause RCE Attacks.
3/30/2022, 7:48 PM EDT Cybersecurity Threat Advisory 0023-22: SanicWall Releases Hotfix for RCE/DoS Vulnerability
3/30/2022, 2:23 PMEDT Cybersecurity Threat Advisory 0022-22: Threat Actors Could Target Sophos Firewall with Critical Authentication Bypass Vulnerability
3/22/2022,11:35 AM@T Cybersecurity Threat Advisory 0021-22: Okta Confirms Netwerk Breach by Data Extortion Group
3/15/2022, 4:30 AM EDT Cybersecurity Threat Advisory 0020-22: Critical “TLStorm” Vulnerability Found in APC Smart-UPS Devices
3/14/2022, 11:34 AM EDT Cybersecurity Threat Advisory 0019-22: “Dirty Pipe” Linux Vulnerability Provides Easy Privilege Escalation
3/11/2022, 1:03 PM EST Cybersecurity Threat Advisory 0018-22: RCE in Okta Advanced Server Access Client
3/7/2022, 3:00 PM EST Cybersecurity Threat Advisory 0017-22: Cisco Nexus Series Switches Command Injection Vulnerability
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You can open a threat advisory to see details on the threat, including:

The threat

Why it is important

What the risk is

Barracuda XDR's recommendations

Threat advisories also include a link that you can share.
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To view a list of threat advisories

¢ In Barracuda XDR Dashboard, click Intelligence > Threat Advisories.
To see more details about a threat advisory

1. In Barracuda XDR Dashboard, click Intelligence > Threat Advisories.
2. Click an advisory in the grid.
The threat advisory opens, showing details on the threat, including more references.

To share a threat advisory

In Barracuda XDR Dashboard, click Intelligence > Threat Advisories.
Click an advisory in the grid.

Scroll to the bottom of the advisory.

In the View & Share section, copy the link.

Share the link through email or a message.
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