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How to Successfully Configure SQL Report Server Integration for
On-Premise Partners

https://campus.barracuda.com/doc/98217145/

This article describes key requirements for ensuring a successful configuration of the SQL Report
Server Integration with Barracuda RMM.

if you are not familiar with SQL Server Reporting Services please see Microsoft’s documentation.

This is for On-Premise partners and not intended for use for partners hosted in one of our
clouds.

Below are the verification steps to ensure a successful configuration of SQL Server Reporting Services
integration with Barracuda RMM when running separate servers for the Service Center application and
database.

In order for the Service Centers Report server integration to work, the 4 following items must be
accessible on the SQL Report Server from the Service Center application server:

e The account used for the configuration must have administrative access to the Report Server
machine and Report Manager website

e The Report Manager URL must be accessible

e File Sharing must be accessible

e WMI Must be accessible

Configuration Account

The account used during the Report Server configuration must have administrative access to the
Report Server machine and Report Manager web site. An SQL account cannot be used for this part of
the configuration and this account must be a computer user or domain user account. The account
used for this is not stored in the service center database, but instead is used to create a limited user
account (MWSCReportUser) used only for the Report Server integration.

Report Manager URL

Before running the Reporting Configuration the Report Manager URL must be accessible. The Service
Center will rely on this URL for publishing delivery schedules and other reporting tasks. This URL will
vary depending on whether a customer instance name or not is used during the Reporting Services

installation. This URL is located by logging into the Report Server and performing the following steps:

1. Log into the server hosting SQL Server Reporting Services.
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2. Launch the Reporting Services Configuration Manager.

3. On the Reporting Services Configuration Connection screen, choose the correct Report

Server Instance.
4. Click Connect.
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6. Make note of the URL displayed.
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7. Log in to the Service Center application server.
8. Launch Internet Explorer.
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Internet Explorer Enhanced Security Configuration is enabled

Internet Explorer Enhanced Security Configuration is currently enabled on your server. This configures a number of
security settings that define how users browse Internet and intranet Web sites. The configuration also reduces the
exposure of your server to Web smes lhnt mngm poe.e a mrrt-p r-sla Fnr a :nmqﬂehe list of the security settings in this
configuration, see Effects of Int

This enhanced level of secunty can pfevEM Web sites from displaying correctly in Internet Explorer and restrict
access to network resources, such as files on Universal Naming Conwvention (UNC) shares. If you want to browse a
Web site that requires Internet Explorer functionality that has been disabled, you can add the Web site to the ndusion
lists: in the Local intranet or Trusted sites zones. For more information, see Managing Intermet Explorer Enhanced
Seourity Confiquration-
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9. Navigate to the URL noted in Step 6 (Example: http://mysqlserver/Reports).

10. When prompted for credentials, enter the credentials for an account that has administrative
access to the Report Manager URL. See Grant User Access to a Report Server (Report Manager)
from Microsoft.

11. You should see the following:

& hitpu/sresglReports®i O = & |f &5 Home - Report Manages  x

Hom | My Subscriptions | Site Settings | Help
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S0L Server Reporting Services

"4 Home Search 2]
[ Mew Folder 1) Mew Data Source | buyReport Builder (o Folder Settings ¢ Upload File |1 Details view
__é Managed Workplace

If the Report Manager URL is not accessible, you may need to check some of the following items:

e The account has the correct permissions.
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e The SQL Server Reporting Services service is running.
e There is no firewall blocking access to the Report Manager URL (Default port 80).

File Sharing

Before you can run the Reporting Configuration, you must be able to access file shares (hidden or
published) on the Report Server from the Service Center application server. File sharing is used to
transfer report files to the report server when installing new reports. During the reporting
configuration, an additional share will be created called MWResources.

WMI Access

Before you can run the Reporting Configuration you must be able to query WMI on the Report Server

from the Service Center application server. The Reporting Configuration relies on WMI access to hel
detect the installed SQL Server Reporting Services version as well as the correct instance name. To
verify WMI is accessible, perform the following steps:

1. Log into the Service Center application server.

2. Go to Start > Search.

3. Type wbemtest.exe and press enter to launch WBemTest.
4. On the next screen, click Connect.

Windows Management Instrumentation Tester I;li-
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5. In the Namespace field, enter the appropriate namespace. This will vary based on the SQL
Version and Instance name. See Access the Reporting Services WMI Provider for additional
details.

o For SQL 2008 or 2008
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R2: \\ServerName>\root\Microsoft\SqlServer\ReportServer\RS <SQLInstan
ceName>\v10

o For SQL 2012:
\\ServerName>\root\Microsoft\SqlServer\ReportServer\RS <SQLInstance
Name>\v11l

o For SQL 2014:
\\ServerName>\root\Microsoft\SqlServer\ReportServer\RS <SQLInstance
Name>\v12

g

I»SqlSewer\HepurtSewer\HS_MSSGLSEH‘u"EH"'-.ﬂ 1

Cancel

—Connection:
Using: I [WhemLocator (Mamespaces) ;I

Hﬂumiﬂgillhﬂi’bemSeru'ices ;I Cormpletion: IS'_mc'hmnnus vI

— Credentials

|ser:

— How to interpret empty password ——
| & NULL " Blank

— Impersonation level ————  — Authentication level
" |dentify " None % Packet

¥ |mpersonate " Connection { Packet integrity
" Delegate  cal " Packet privacy

6. Click Connect
7. Once you have connected to the WMI instance, click Query...

;I [ Retrieve class prototype

8. Enter the following query and click apply: select * from msreportserver _instance
You should see something similar to the following:
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WOQL: select * from msreportserver_instance

| lobjects| max.batch:1  Done

prerereereeees

M5ReportServer Instance. InstanceMame="M55GLSEEVER"

If you are unable to connect to WMI, you may need to refer to the article on Troubleshooting WMI
Issues.
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