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How to Enable PowerShell Scripting on Managed Devices

https://campus.barracuda.com/doc/98217178/

If you plan to use PowerShell scripts with Barracuda RMM automation, you must ensure that the
managed devices can execute them. This article outlines how to configure this execution through
group policy or locally on each device.

Configuration Using Group Policy Edit section

To configure the execution using group policy, follow the steps below:

1. Launch the Group Policy Management Editor for the Domain.

2. Browse to Computer Configuration > Administrative Templates > Windows
Components > Windows PowerShell.

3. Double-click Turn on Script Execution.

4. Choose Enabled.

5. Under Options, choose Allow all scripts as the Execution Policy.
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(" NotConfigured ~ Comment: =]
* Enabled
" Disabled Ei
Supported on: [a4 jeast Microsoft Windows XP or Windows Server 2003 family -]
Options: Help:
i Execution Policy This settings lets you configure the script execution policy, =

controlling what scripts are allowed to run.

P - |
If you enable this setting, the scripts selected in the drop down list
will be allowed to run.

The "Allow only signed scripts® setting allows scnpt to execute
onby if they are signed by a trusted publisher.

The "Allow local scripts and remote signed scripts™ setting sllows
any local senps to run; scnpts that onginate from the Internet
miust be signed by a trusted publisher.

The "Allow all scripts® setting allows all scrpts to run.

If wou disable this setting, no scripts are allowed to run.

Mote: This sething exsts under both *Computer Configuration® o
and "User Configuration® in the group policy editor. The
“Computer Confiquration® has precedence over "User
Configuration.”

oK Cancel Apply

6. Select OK.

Local Configuration

To configure locally, please follow the steps below:

1. From a command prompt, enter PowerShell by issuing the command powershell

2. Determine the execution policy by issuing the command get-executionpolicy

3. The system will respond, advising whether the policy is Restricted (Default) or Unrestricted.
4. To change Unrestricted, issue the command set-executionpolicy unrestricted
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