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How to Disable Ping Sweeps
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For our network discovery scan, we use a ping sweep to scan the network. We will scan multiple IP
Addresses at once to see what devices are in the scan range. In some environments, this will be seen
as a threat by network security or it could cause problems with network hardware.

To disable Ping Sweep you will need to edit C:\Program Files (x86)\Level
Platforms\Onsite Manager\Bin\MWExpertSystem.exe.config using a text editor. Please
make a backup of this file prior to proceeding.

1. Do the following:
o Search for <ThreadPoolConfiguration>

< Menitoring»
<ThreadPools >
«ThreadPoolConfiguration:
¢<ThreadPoolSettings Namew"Network Scan™>

ranfi : Fired aned Replace * 0 X
<Configurationvaluesz> : = T

<add names~MaxThreadCount™ valuss=58" /3 % Quick Fnd = | &% Quick Replace =

<add name="StartThreadCount™ values"1% f» Find what:

<fConfigurationvalues> -
</ThreadPoolSettings» threadpociconfiguration ll | L
<ThreadPoolSettings Name=“Asset Scan™>

Look inc
<Configurationvalues> - +
<add name="MaxThreadCount™ valus="18" /> _‘Cl-l'lEﬂt Docurnent -
<add names"StartThreadCount™ values"1" [» . .
<fConfigurationvaluess ) Find options

</ThreadPoolSettings> ;
<ThreadfoolSettings Names"Performance Counter™s Beckmark All
<Configurationvalues> )
<add names"MaxThreadCount™ valuss™388"
<add names"StartThreadCount™ values"8" [
<fConfigurationValues»

o Add the following below it:

<ThreadPoolSettings Name="icmp legacy scanner">
<ConfigurationValues>

<add name="MaxThreadCount" value="10" />

<add name="StartThreadCount" value="10" />
</ConfigurationValues>

</ThreadPoolSettings>

</Manitorings

<ThreadPools»
<ThreadPoolConfigurations
wCenfigurationvaluess ; -——

<add nase="MaxThread{ount™ value="18% /> -a Quick Find = k-ﬂ Quick Replace -
<add names”StartThreadCount™ values"18% f»

«fConfigurationValues>
</ThreadPoolSettingss threadpeclcenfiguration * | P
<ThreadPoolSetti ngs Name= "Network Scan™>

Fanedl what:

. . Look in:
cCenfigurationvalues: : )
add mase="MaxThresdCount™ value="58" /> | Currerit Document =l
<add nases"StartThreadCount™ values"1% f» - i
<fConfigurationValuess [+] Find options

<fThreadPoolSettings> f
<ThreadPoolSettings Names="Asset Scan™» | Bookmark Al
cConfi gurat ionvaluess
add mase="MaxThreadCount™ value="18" /»
° <add mase="StartThreadCount® values®1% />

2. Then do the following:
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o Search for <appSettings>

cadd nase="Default™ value="6@8" /»
¢l--Default Timecut for a group of WMI geurdes such as getting software assets.--»

</ Tiseouts>
<fmiSettings>
«appSettings>

<add
<add
<add
<add
<add
<add
<add
<add
<add
¢l --
<add
<add
<add
<add

key="MaThreadPool_MaxMrThreads™ value="708% />

key="EventLog™ value="Application™ />

key="EventSource™ valuss"MiCheckupService™ [f»

key=~BasePort™ valuea"43838% />

key="EnableLogging”™ value=™1% />

key==“MuDataSource™ values™" f»

keyn=DebugSve™ values™falze™ />

keyn"MuServiceProfile™ values™C:\Documents and Settings'\MWSERVICEW™ /»
keyn=Syslogsgluevelnterval™ values™G8" /3

in second --»

key=~EnablelIT" wvalues™falze™ />

key="TaskRequestTimeout™ values"248% />
key="FilterOutServicefccountAuditSuccessEvents™ values™2" f»
key="DbProviderMame™ values™System.Data.SqlServerCe.3.5.1.%8% /»

¢! --<add key="WmilseOcom”™ value="false™ f»-->
o Add the following below it:
<add key="UseFastIcmpSweep" value="false"
</WmiSettings>
<appSettings:
<add key="UseFastIcmpSweep" value="false" />

<add

<add key="EventLog" value="aApplication™ />

<add

<add key="BasePort" value="43338" />

<add key="EnablelLogging" walue="1" />

<add key="MWDataScurce" walue="" />
3. Save the file and close it.

4. Restart the MWExpertSystem service
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Find and Replace
5 Quick Find = | AL Quick Replace -
Find what:

Look in:

| Current Document

[+] Find opticns

|

Bookmark ll |

/>

key="MwThreadPocl_MaxNrThreads" value="788" />

key="EventSource" wvalue="MuWCheckupService" />
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